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    ZenWebsocket
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A robust WebSocket client library for Elixir, built on Gun transport for production-grade reliability. Designed for financial APIs with automatic reconnection, comprehensive error handling, and real-world testing.
Features
	Gun Transport - Battle-tested HTTP/2 and WebSocket client
	Automatic Reconnection - Exponential backoff with state preservation
	Financial-Grade Reliability - Built for high-frequency trading systems
	Platform Adapters - Ready-to-use Deribit integration, extensible for others
	Real WebSocket Testing - Local real-stack servers plus opt-in live endpoint checks
	Simple API - connect, send, subscribe, monitor, and reconnect
	Comprehensive Error Handling - Categorized errors with recovery strategies
	Rate Limiting - Standalone token bucket you drive from your own code
	JSON-RPC 2.0 - Full protocol support with correlation tracking
	Pool Load Balancing - Health-based routing with automatic failover
	Session Recording - JSONL message recording for debugging and replay
	Test Utilities - Consumer-facing test helpers with mock server
	Self-Describing API - Progressive discovery via describe/0-2 for MCP tools and agents

Installation
Add zen_websocket to your dependencies in mix.exs:
def deps do
  [
    {:zen_websocket, "~> 0.8"}
  ]
end
Quick Start
Basic Connection
# Connect to a WebSocket endpoint (use your actual endpoint).
# Heartbeats are off unless you pass `heartbeat_config`.
{:ok, client} = ZenWebsocket.Client.connect("wss://api.example.com/ws", [
  timeout: 5000,
  heartbeat_config: %{type: :ping_pong, interval: 30_000}
])

# Send a message (must be binary — use Jason.encode!/1 for maps)
:ok = ZenWebsocket.Client.send_message(client, Jason.encode!(%{action: "ping"}))

# Receive messages in your process
receive do
  {:websocket_message, message} ->
    # Process the incoming message
    handle_message(message)
after
  5_000 -> {:error, :timeout}
end

# Close the connection
:ok = ZenWebsocket.Client.close(client)
Subscription Management
ZenWebsocket tracks Deribit-dialect JSON-RPC subscriptions and restores them after reconnection:
# Subscribe via Deribit's public/subscribe (no request id — tracked at send time)
{:ok, client} = ZenWebsocket.Client.connect("wss://api.example.com/ws")
:ok = ZenWebsocket.Client.subscribe(client, ["ticker.BTC", "trades.BTC"])

# On reconnect, tracked Deribit-dialect subscriptions are restored automatically
What the library handles:
	Tracking public/subscribe / public/unsubscribe via SubscriptionManager
	Client.subscribe/2 tracking is optimistic (applied at send; a server rejection stays in the restore set)
	Automatic restoration after reconnection (when restore_subscriptions: true, the default)
	Building restore messages as Deribit public/subscribe

What your client needs to handle:
	Subscription state and reconnect replay for non-Deribit dialects
	Processing subscription data messages (sent to your handler callback)
	Deribit unsubscription requests (public/unsubscribe updates tracking)
	Authentication before subscribing to private channels

Configuration:
# Disable automatic subscription restoration
{:ok, client} = ZenWebsocket.Client.connect("wss://api.example.com/ws",
  restore_subscriptions: false
)
For more detailed examples, see our working examples with fully tested implementations:
	Basic Usage - Connection management and messaging
	Error Handling - Robust error recovery patterns  
	JSON-RPC Client - JSON-RPC 2.0 protocol usage
	Subscription Management - Channel subscription patterns

See the Examples Guide for an index of every in-tree example module and its test suite.
Session Recording
Record WebSocket sessions for debugging and replay:
# Enable recording when connecting
{:ok, client} = ZenWebsocket.Client.connect("wss://api.example.com/ws",
  record_to: "/tmp/session.jsonl"
)

# Use the connection normally - all messages are recorded
ZenWebsocket.Client.send_message(client, Jason.encode!(%{action: "subscribe", channel: "trades"}))

# Close to flush remaining buffer
ZenWebsocket.Client.close(client)

# Replay the recorded session
ZenWebsocket.Recorder.replay("/tmp/session.jsonl", fn entry ->
  IO.inspect(entry, label: "#{entry.dir} at #{entry.ts}")
end)

# Get session metadata
{:ok, meta} = ZenWebsocket.Recorder.metadata("/tmp/session.jsonl")
# => %{count: 42, inbound: 30, outbound: 12, duration_ms: 5000, ...}
Connection Pool Load Balancing
Route messages to the healthiest connection in a pool:
# Start the supervisor in your application
{:ok, _} = ZenWebsocket.ClientSupervisor.start_link([])

# Create multiple supervised connections
# Supply `handler:` when user code needs unsolicited inbound frames
opts = [handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end]

{:ok, _client1} = ZenWebsocket.ClientSupervisor.start_client("wss://api.example.com/ws", opts)
{:ok, _client2} = ZenWebsocket.ClientSupervisor.start_client("wss://api.example.com/ws", opts)
{:ok, _client3} = ZenWebsocket.ClientSupervisor.start_client("wss://api.example.com/ws", opts)

message = Jason.encode!(%{method: "public/test"})

# Send messages with automatic load balancing
# Routes to healthiest connection based on: pending requests, latency, errors
:ok = ZenWebsocket.ClientSupervisor.send_balanced(message)

# Automatic failover on connection failure (max 3 attempts by default)
:ok = ZenWebsocket.ClientSupervisor.send_balanced(message, max_attempts: 5)

# Check pool health
health = ZenWebsocket.PoolRouter.pool_health(ZenWebsocket.ClientSupervisor.list_clients())
# => [%{pid: #PID<0.123.0>, health: 95}, %{pid: #PID<0.124.0>, health: 87}, ...]
Rate Limiting
ZenWebsocket.RateLimiter is a standalone token bucket backed by a named ETS
table. Client never consults it — call it from your own code before sending.
alias ZenWebsocket.RateLimiter

# All four config keys are required; a missing `:tokens` raises KeyError.
{:ok, :deribit_limiter} = RateLimiter.init(:deribit_limiter, %{
  tokens: 100,
  refill_rate: 10,
  refill_interval: 1_000,
  request_cost: &RateLimiter.deribit_cost/1
})

request = %{"method" => "public/test"}

case RateLimiter.consume(:deribit_limiter, request) do
  :ok -> ZenWebsocket.Client.send_message(client, Jason.encode!(request))
  {:error, :rate_limited} -> {:error, :rate_limited}
end

{:ok, %{tokens: tokens}} = RateLimiter.status(:deribit_limiter)

# ETS tables are not reclaimed on process exit — free it explicitly
:ok = RateLimiter.shutdown(:deribit_limiter)
init/2 schedules refills with Process.send_after/3 against the calling
process. That process must handle {:refill, name} or refills stop permanently:
def handle_info({:refill, name}, state) do
  ZenWebsocket.RateLimiter.refill(name)
  {:noreply, state}
end
Deribit Integration
DeribitGenServerAdapter is the recommended supervised entry point.
ZenWebsocket.Examples.DeribitAdapter is the functional/struct-based variant:
connect/1 returns a struct you thread through authenticate/1, subscribe/2,
unsubscribe/2, and send_request/2,3.
# Configure Deribit credentials. Opts are a keyword list; the endpoint is
# selected with `:url` (it defaults to test.deribit.com when omitted).
config = [
  client_id: System.get_env("DERIBIT_CLIENT_ID"),
  client_secret: System.get_env("DERIBIT_CLIENT_SECRET"),
  url: "wss://test.deribit.com/ws/api/v2"
]

# Start the supervised adapter
{:ok, adapter} = ZenWebsocket.Examples.DeribitGenServerAdapter.start_link(config)

# Authenticate before any private/* request. The adapter does not authenticate
# on first connect - it only re-authenticates after a reconnect.
:ok = ZenWebsocket.Examples.DeribitGenServerAdapter.authenticate(adapter)

# Subscribe to market data
:ok = ZenWebsocket.Examples.DeribitGenServerAdapter.subscribe(
  adapter,
  ["book.BTC-PERPETUAL.raw", "trades.BTC-PERPETUAL.raw"]
)

# Send a custom JSON-RPC request (e.g., place an order)
{:ok, response} = ZenWebsocket.Examples.DeribitGenServerAdapter.send_request(
  adapter,
  "private/buy",
  %{
    instrument_name: "BTC-PERPETUAL",
    amount: 10,
    type: "limit",
    price: 50000
  }
)
Architecture
ZenWebsocket follows a modular architecture with clear separation of concerns:
ZenWebsocket.Client              # Main client interface
ZenWebsocket.Config              # Configuration management
ZenWebsocket.Frame               # WebSocket frame handling
ZenWebsocket.Reconnection        # Internal reconnection helper (not in describe/0)
ZenWebsocket.MessageHandler      # Message parsing and routing
ZenWebsocket.ErrorHandler        # Error categorization
ZenWebsocket.RateLimiter         # API rate limiting
ZenWebsocket.JsonRpc             # JSON-RPC 2.0 protocol
ZenWebsocket.HeartbeatManager    # Internal heartbeat manager (not in describe/0)
ZenWebsocket.SubscriptionManager # Internal subscription tracking (not in describe/0)
ZenWebsocket.RequestCorrelator   # Internal request correlation (not in describe/0)
ZenWebsocket.Recorder            # Session recording (pure functions)
ZenWebsocket.RecorderServer      # Async file I/O for recording
ZenWebsocket.PoolRouter          # Health-based connection pool routing
ZenWebsocket.Testing             # Consumer-facing test utilities
Platform Integration
The library includes a complete Deribit adapter as a reference implementation. To integrate with other platforms:
	Create an adapter module following the Deribit pattern
	Implement platform-specific authentication
	Handle platform message formats
	Add comprehensive tests against the real API

Two Deribit adapters ship as reference implementations:
	ZenWebsocket.Examples.DeribitGenServerAdapter (lib/zen_websocket/examples/deribit_genserver_adapter.ex)
— the recommended supervised entry point: start_link/1 plus authenticate/1,
subscribe/2, send_request/2,3, get_state/1, with reconnect handling in the GenServer.
	ZenWebsocket.Examples.DeribitAdapter (lib/zen_websocket/examples/deribit_adapter.ex)
— the functional/struct-based variant: connect/0,1 returns a struct you thread
through authenticate/1, subscribe/2, unsubscribe/2, send_request/2,3.

Documentation
Comprehensive guides are available in the docs/guides/ directory:
	Guide	Description
	Building Adapters	Create platform adapters with heartbeat, auth, and reconnection patterns
	Performance Tuning	Configure timeouts, rate limiting, and memory for your use case
	Troubleshooting Reconnection	Debug connection issues and reconnection logic
	Deployment Considerations	Latency, geography, architecture, and monitoring questions for trading apps
	AGENTS.md	Guide for AI coding agents contributing to this project

See the full HexDocs documentation for API reference and module documentation.
Shipped elixir / iex fences are checked against the public API. Mark a
deliberately incomplete fragment elixir illustrative, or start it with
# illustrative, so the checker leaves it alone.
Configuration Options
	Option	Description	Default
	url	WebSocket endpoint URL	required
	headers	Custom headers for connection	[]
	timeout	Connection timeout in milliseconds	5000
	retry_count	Maximum reconnection attempts	3
	retry_delay	Initial retry delay in milliseconds	1000
	heartbeat_config	Heartbeat mode (see below); heartbeats are off until you set it	:disabled
	heartbeat_interval	Fallback interval used when heartbeat_config omits :interval	30000
	reconnect_on_error	Enable automatic reconnection	true
	restore_subscriptions	Restore tracked Deribit subscriptions after reconnect	true
	record_to	Path to JSONL file for session recording	nil
	debug	Enable verbose debug logging	false

Heartbeat Configuration
heartbeat_config is either the atom :disabled (the default — no heartbeat is
ever sent) or a map with a :type:
	type	Behavior
	:ping_pong	Sends a WebSocket ping frame each interval and measures the pong round trip
	:deribit	Sends Deribit's public/set_heartbeat dialect and answers test_request
	:binance	Inbound-only: incoming heartbeat messages are consumed, nothing is sent outbound

{:ok, client} = ZenWebsocket.Client.connect("wss://api.example.com/ws",
  heartbeat_config: %{type: :ping_pong, interval: 30_000}
)
:interval falls back to the heartbeat_interval option when omitted.
Debug Logging
Debug logging is disabled by default to keep library output quiet. Enable it for troubleshooting connection issues:
# Enable debug logging for troubleshooting
{:ok, client} = ZenWebsocket.Client.connect("wss://example.com", debug: true)
When enabled, you'll see detailed logs for connection establishment, WebSocket upgrades, frame handling, heartbeats, and reconnection attempts.
Using Debug in Custom Adapters:
If you're building a custom adapter or extension, use ZenWebsocket.Debug.log/2 with the Config struct:
alias ZenWebsocket.Debug

# Always pass the Config struct (not the full state map)
Debug.log(config, "Custom adapter initialized")
Debug.log(state.config, "Processing message: #{inspect(msg)}")
The function is a no-op when debug: false (the default), so you can leave debug statements in production code without performance impact.
Testing Your Application
ZenWebsocket provides test utilities for testing your own WebSocket clients:
defmodule MyApp.WebSocketTest do
  use ExUnit.Case

  alias ZenWebsocket.Testing

  setup do
    {:ok, server} = Testing.start_mock_server()
    on_exit(fn -> Testing.stop_server(server) end)
    {:ok, server: server}
  end

  test "client sends expected message", %{server: server} do
    # Connect your client to the mock server
    {:ok, client} = ZenWebsocket.Client.connect(server.url)

    # Send a message
    ZenWebsocket.Client.send_message(client, ~s({"type": "ping"}))

    # Assert the server received it (supports string, regex, map, or function matchers)
    assert Testing.assert_message_sent(server, %{"type" => "ping"}, 1000)

    ZenWebsocket.Client.close(client)
  end

  test "client handles server messages", %{server: server} do
    {:ok, client} = ZenWebsocket.Client.connect(server.url)

    # Inject a message from the server
    Testing.inject_message(server, ~s({"type": "notification", "data": "hello"}))

    # Your client should receive it
    assert_receive {:websocket_message, msg}, 1000
    assert String.contains?(msg, "notification")

    ZenWebsocket.Client.close(client)
  end

  test "client handles disconnection", %{server: server} do
    {:ok, client} = ZenWebsocket.Client.connect(server.url, reconnect_on_error: false)

    ref = Process.monitor(client.server_pid)

    # Simulate server disconnect
    Testing.simulate_disconnect(server, :going_away)

    # Verify client detected disconnect
    assert_receive {:DOWN, ^ref, :process, _, _}, 1000
    refute Process.alive?(client.server_pid)
  end
end
Testing Philosophy
Pure logic is unit-tested without sockets. Integration tests exercise either the
local real WebSocket stack or opt-in live provider endpoints; exchange responses,
authentication, and provider behavior are never simulated.
# Quick test health check
mix test.json --quiet --summary-only

# Iterate on failures
mix test.json --quiet --failed --first-failure

# Include integration tests
mix test --include integration

Contributing
	Fork the repository
	Create your feature branch (git checkout -b feature/amazing-feature)
	Write unit tests and real-stack integration tests; do not simulate exchange behavior
	Ensure the verification workflow passes (see Development Commands below)
	Commit your changes
	Push to the branch
	Open a Pull Request

Development Commands
mix compile           # Compile the project
mix test.json --quiet --summary-only   # Quick test health check
mix test.json --quiet --failed --first-failure # Iterate on failures
mix dialyzer.json --quiet              # Type checking
mix credo --strict --format json       # Static analysis
mix security                           # Sobelow security scan
mix docs             # Generate documentation
mix test --include integration         # Full test suite with integration

License
This project is licensed under the MIT License.
Links
	Documentation
	Hex Package
	GitHub Repository

Acknowledgments
Built for the Elixir community by ZenHive.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[0.9.0] - 2026-08-26
Changed
	Raised the descripex bound from ~> 0.12 to ~> 1.0 to admit descripex
1.0.0. No runtime code changed.

[0.8.0] - 2026-08-25
Fixed — documentation described a different library than the one that ships
A full accuracy pass over the consumer-facing docs. The reference layer
(@doc/@spec, telemetry and Config tables) was already accurate; every
defect below was in copy-pasteable example code, so following the old docs
produced runtime errors rather than merely misleading prose.
	Client.send_message/2 takes an encoded binary(), not a map. Twelve
call sites across README.md, USAGE_RULES.md and the guides passed raw
maps. They now encode with Jason.encode!/1. The inbound direction is
unchanged: text frames are decoded for you, so handlers still receive maps.
	heartbeat_interval was never a connect option. The knob is
heartbeat_config (default :disabled); the documented heartbeat_interval:
had no effect. Corrected in README.md and USAGE_RULES.md, along with the
invented :custom / :standard heartbeat types.
	Supervised start paths need :handler to deliver unsolicited frames.
Only Client.connect/2 installs a parent-forwarding handler (via
Client.CallFacade.with_default_handler/2). Other start paths use a discard
handler by default; internal heartbeat and pending JSON-RPC response handling
still work, but user-deliverable frames are dropped unless a handler is
supplied.
	Frames matching %{"method" => "heartbeat"} never reach the user handler
— documented in docs/guides/building_adapters.md, which previously implied
all text frames are delivered.
	docs/gun_integration.md documented the pre-decomposition monolith and
mis-described await_transport/2's monitor handling; docs/Examples.md
claimed the Deribit examples had moved out of this repo (a reverted decision)
and linked to paths that 404 on hexdocs.
	Removed fabricated benchmark figures and a contradictory
16-24-vs-8 bytes/sample claim; Deribit rate limits now cite docs.deribit.com.
	MessageHandler.default_handler/1 documented as accepting and discarding —
it never logged. Logger.warn (removed from Elixir) replaced with
Logger.warning. SECURITY.md no longer claims only 0.4.x is supported.
	Doctest corrections in Recorder (wrong JSON key order and a
non-existent microsecond padding) and LatencyStats.percentile/2
(percentile(1..100, 50) returns 51, not 50).

Changed — self-describing API
	ZenWebsocket.describe/0 now omits the four Client-owned internal managers,
while describe(:client) includes the supervised start_link/2 and
child_spec/1 entry points. Wire-derived inputs and opaque Client-owned state
are marked as non-caller-supplied :exchange_data; caller-created rate-limit
requests remain ordinary :value inputs.
	mix zen_websocket.validate_usage derives the allowed Client calls from the
same Descripex declarations, eliminating a second hand-maintained API list.

Added
	ZenWebsocket.ConnectionRegistry is now annotated with Descripex, so it
appears in ZenWebsocket.describe/0 output with per-function metadata. It was
the one module listed in the Discoverable manifest without annotations.
	defrpc now emits an @spec for each generated function.
	16 doctests are now executed by the suite (ZenWebsocketTest). Previously
authored doctests in ErrorHandler, JsonRpc, LatencyStats, Recorder
and Reconnection were never run, which is why the errors above survived.
	CHANGELOG-archive.md — releases 0.1.1 through 0.4.3 moved out of
CHANGELOG.md and shipped as a separate documentation extra. Entries whose
provenance is uneven are marked as such, and a missing 0.1.5 entry was
reconstructed.

0.7.1 - 2026-08-22
Changed — descripex bound
	Runtime requirement widened {:descripex, "~> 0.12.0"} →
{:descripex, "~> 0.12"} so a descripex minor no longer forces a
zen_websocket release. The committed mix.lock still pins the resolved
version; a new descripex lands only through a deliberate mix deps.update.
	Resolved descripex 0.13.0 in the lockfile. 0.13.0 adds
typeless_params/1 and folds more @spec shapes into JSON Schema; it does
not change json_spec ~> 1.1 or zen_websocket's use Descripex call sites.

0.7.0 - 2026-08-21
Removed
	BREAKING — RateLimiter queue telemetry:
[:zen_websocket, :rate_limiter, :queue],
[:zen_websocket, :rate_limiter, :queue_full], and
[:zen_websocket, :rate_limiter, :pressure] are no longer emitted. Remove
handlers attached to those events; instrument the caller's
{:error, :rate_limited} branch for rejection or pressure signals, while
retaining :consume and :refill handlers for successful token use and
refills.
	BREAKING — RateLimiter queue configuration: :max_queue_size and
@default_max_queue_size were removed. Remove that key from limiter
configuration and bound any application-owned retry queue where requests are
actually retained.
	BREAKING — the ZenWebsocket.RateLimiter state/0 type: the public type was
removed with the internal queue state. Replace references to it with an
application-owned status-map type (or map()); use
ZenWebsocket.RateLimiter.config/0 for init/2 input.
	BREAKING — mix stability_test: the shipped
Mix.Tasks.StabilityTest task and its guide were removed. The task was part
of the package because the package definition ships the complete lib tree.
Replace scripts that invoke it with the relevant test command, such as
mix test --only external_network, or an application-owned soak test.
	BREAKING — ZenWebsocket.Client reconnect_opts_from_state/1: this
function was removed from the ZenWebsocket.Client surface; it was not made
private. Code that still needs this internal-state conversion can call the
public ZenWebsocket.Client.Reconnect.reconnect_opts_from_state/1 function.

Changed
	BREAKING — RateLimiter is an allow/deny gate, not a request queue.
consume/2 now returns only :ok | {:error, :rate_limited} and never retains
a rejected request; {:error, :queue_full} is gone. On :rate_limited, keep
and retry the request in caller-owned code. status/1 retains
queue_size, pressure_level, and suggested_delay_ms only as neutral
compatibility fields (0, :none, and 0). Token consumption and refill
now use compare-and-swap so concurrent refills cannot restore spent tokens.
	BREAKING — Client.connect/2 failure term and latency. In 0.6.1 a third
:await_connection clause immediately returned
{:error, :connection_failed} when the client was neither :connected nor
:connecting. The caller is now parked while the configured retry/backoff
ladder runs and receives its terminal normalized reason: for example
{:error, :nxdomain} when no retry applies, or
{:error, :max_reconnection_attempts} when configured retries are exhausted.
Match {:error, reason} instead of the single atom. retry_count: 0 skips
the backoff ladder but still waits for the first attempt to fail.
	BREAKING — ClientSupervisor.start_client/2 startup failures. A client
process dying during startup now yields {:error, reason} instead of exiting
the caller. Replace catch :exit handling with an {:error, reason} match.
	BREAKING — Deribit adapter JSON-RPC errors.
DeribitAdapter.authenticate/1, subscribe/2, and unsubscribe/2, plus
DeribitGenServerAdapter.authenticate/1 and subscribe/2, now return
{:error, reason} for JSON-RPC error bodies instead of passing an
{:ok, error_body} through (or accepting a failed heartbeat acknowledgement).
Match the error tuple before treating authentication, subscribe, or
unsubscribe as successful.
	BREAKING — subscription tracking follows operations, not market-data
ticks. SubscriptionManager.handle_message/2 tracks Deribit-style
public/subscribe and public/unsubscribe requests, applies correlated
result frames, and clears failed operations. It no longer adds every
"params.channel" seen in inbound data. Tracking the Deribit dialect only is
intentional: build_restore_message/1 always emits Deribit's
public/subscribe payload, so calling SubscriptionManager.add/2 and
remove/2 from a non-Deribit integration records channels but does not give
that venue working reconnect restoration. Non-Deribit consumers should own
their own re-subscribe on reconnect.
	BREAKING — generic heartbeat state reports the active type. A generic
heartbeat replaces active_heartbeats instead of accumulating every type
ever observed. Treat get_heartbeat_health/1's list as current state; retain
history in application state or from heartbeat telemetry if needed.
	JsonRpc.build_request/2 and the JSON-RPC client example now type positional
parameter lists as well as named maps. Runtime acceptance was already broad;
the corrected spec lets onchain remove its upstream Dialyzer suppression for
list parameters.
	ZenWebsocket.Client remains the public GenServer. Call wrapping, Gun
lifecycle, retry policy, frame routing, correlation, recording, and callback
bodies were moved into responsibility-scoped submodules under
lib/zen_websocket/client/. Apart from the
reconnect_opts_from_state/1 move documented above, supported Client
signatures and return shapes are unchanged; the new
Client.build_client_struct/2 assembly helper is @doc false and used by
ClientSupervisor.

Fixed
	mix zen_websocket.validate_usage recognizes nested
ZenWebsocket.Client.* module references instead of reporting the module
segment as an unknown Client function.
	Client-owned Gun attempts use one retry state machine with Gun's independent
retry disabled and attempt-specific timers, preventing duplicate reconnects
and stale timeouts from terminating a later attempt.
	Supervisor discovery ignores non-PID child states such as :restarting.
	:ping_pong heartbeats use a unique payload and count only the matching pong;
a missed pong increments heartbeat_failures. Gun forwards pong frames to
the client, and MessageHandler no longer sends a duplicate pong for an
inbound ping.
	Pool health state survives the first caller exiting. Scores use pending
requests, latency, and errors; the unreachable pressure penalty was removed.
	Failed Deribit authentication or subscription restoration no longer reports
success or discards the subscriptions still needing restoration.
	Recorder buffers flush when their linked owner terminates abnormally.

0.6.1 - 2026-08-17
Changed — dependency refresh
	Resolved the published descripex 0.12.1 patch within the unchanged
~> 0.12.0 runtime requirement.
	Updated development and analysis tooling: ex_ast 0.12.10 → 0.13.1,
sobelow 0.14.1 → 0.15.0, tidewave 0.8.1 → 0.8.4, and transitive
spitfire 0.3.13 → 0.4.0. The direct dev/test ex_ast dependency
explicitly overrides Reach 2.8.2's older ~> 0.12.0 declaration.

0.6.0 - 2026-08-01
Changed — {:descripex, "~> 0.11"} → {:descripex, "~> 0.12.0"} (breaking for consumers pinned below 0.12)
descripex 0.12.0 changed short_name in describe/1 output from an atom to a
string — a consumer-visible contract change shipped at a minor bump. The old
~> 0.11 bound (>= 0.11.0 and < 1.0.0) would have absorbed that silently on
any fresh resolution, so the requirement is now three-segment (>= 0.12.0 and < 0.13.0). A 0.x package that breaks on minor earns the tighter form; raise the
cap deliberately after reading its release notes.
zen_websocket itself does not read short_name — the 17 use Descripex sites
and the Descripex.Discoverable root module are unaffected, and no library or
test code changed. The break is in the bound, not the behaviour.
Minor, not patch, for the same reason 0.5.0's gun floor was: narrowing a
runtime dependency requirement can fail resolution for a consumer pinned to
descripex 0.11.x. Loud failure, but still a compatibility break.
Changed — lockfile
req 0.7.1 → 0.7.2 (dev/test only, via the doc/tooling stack).
0.5.0 - 2026-08-01
Changed — {:gun, "~> 2.2"} → {:gun, "~> 2.4"} (breaking for consumers pinned below 2.4)
gun 2.4.0 (2026-06-08) carries the fix for GHSA-w4f7-4cxr-rv3c. Under the old
~> 2.2 bound a fresh install could still resolve a vulnerable gun; raising the
floor makes the fixed version required rather than merely permitted.
This is a minor bump, not a patch, because narrowing a runtime dependency
requirement can fail resolution for a consumer pinned to gun 2.2.x or 2.3.x.
That failure is loud rather than silent, but it is still a compatibility break
and semver should say so. (The 0.4.3 notes below state that declared bounds were
unchanged — true for 0.4.3; this release is where they change.)
Changed — the coverage gate now measures something
--cover-threshold was 80 while actual coverage was 54.58%, so
mix precommit could never pass and CI ran a separate 50% workaround. A floor
above actual coverage enforces nothing.
Measured before deciding, and the first hypothesis was wrong: the gap is not
an artifact of --exclude integration. Integration-inclusive coverage
(excluding only external_network/stability*) is 67.67% — still short of
	The floor was unreachable under every run mode.

Coverage was raised first where it was cheap and meaningful — 54.58% →
58.29% — then the floor set to the measured value rounded down (58) at
both cover-threshold sites. Ratchet it as real coverage grows; never pad it.
New unit tests, all failure-capable rather than line-execution padding: Config
redaction edge cases, Debug logging on/off, ConnectionRegistry double-init,
MessageHandler routing branches, PoolRouter health formula and stale-error
clearing, Recorder malformed-data / corrupt-line / realtime-delay handling,
RecorderServer file-open failure and flush-timer paths, HeartbeatManager
telemetry gating, and ClientSupervisor.send_balanced/2 failover.
Honest split of the remaining gap: most is genuinely integration-only (live
Gun/WebSocket paths — 133 integration and 25 external_network tests of 570),
plus an ignore_modules gap in ex_unit_json --cover for Examples.* /
Mix.Tasks.*. Only a couple of one-line TOCTOU/IO-error branches are "hard but
not integration."
Changed — the quality gates now actually gate
	reach.check --smells was reporting findings and exiting 0. It raises only
when opts[:strict] || config.smells.strict, and neither was set. .reach.exs
now sets smells: [strict: true]; findings get fixed, never ignore-listed.
	mix_audit added and wired. deps.audit.gated proves the advisory
database is current before auditing — mix_audit discards its own sync exit
status (mirego/mix_audit#61), so a database that can no longer sync still
prints "No vulnerabilities found" and exits 0.
	agents.check fails when AGENTS.md has drifted from CLAUDE.md.
	mix ci is the canonical repository gate. The GitHub Actions workflows
were removed, so no check runs automatically on push.
	MCP config mirrored to all four agent families (.cursor/, .codex/,
.grok/) — a server declared only in .mcp.json is invisible to cross-family
agents.

.mix_audit_ignore carries exactly one entry, GHSA-w4f7-4cxr-rv3c, a verified
false positive for gun: the advisory covers cowboy (< 2.16.0) and gun
(< 2.4.0), but the mirror's importer groups by ghsaId alone, so both collapse
into one gun file carrying cowboy's range — and no cowboy file is written at all
(mirego/elixir-security-advisories#8).
Releases 0.4.3 and earlier are in CHANGELOG-archive.md.


  

    Changelog Archive — 0.1.1 through 0.4.3

Superseded entries, kept verbatim. Current releases are in
CHANGELOG.md.
Provenance is uneven across this range: 0.1.5, 0.2.0 and 0.3.1 were published to
Hex but never tagged on GitHub, 0.4.0 was neither tagged nor published, and
0.4.3 carries a git tag but was never published to Hex. Links below point at
whichever artifact actually exists for each version.
0.4.3 - 2026-07-31
Changed — dependency refresh
	Lockfile dependency refresh — gun 2.4.1 → 2.5.0 (runtime), plus test/dev bumps: cowboy 2.16.1 → 2.18.0, stream_data 1.3.0 → 1.4.0, styler 1.11.0 → 1.12.2, tidewave 0.6.1 → 0.8.1, reach 2.7.5 → 2.8.2, ex_slop 0.4.2 → 0.4.4, ex_dna 1.5.3 → 1.5.4, ex_ast 0.12.5 → 0.12.10, usage_rules 1.2.6 → 1.2.7, and transitives (plug, plug_crypto, req, mint, hpax, cowlib, ranch, igniter, bandit, earmark_parser, makeup, glob_ex, circular_buffer). Lockfile resolution only — declared bounds in mix.exs are unchanged and the gun move stays inside ~> 2.2. Verified green: 515 tests (incl. integration) passing, dialyzer clean, credo strict clean.
	ex_ast resolves to 0.12.10, not 0.13.1. Widening this project's ~> 0.12 bound would not change that: reach 2.8.2 itself declares ex_ast ~> 0.12.0, so 0.13.x is unreachable in any project that depends on reach. The cap is upstream's, not this project's.

Additive release — no public-API or behavior change. Consumers upgrading from
0.4.2 need no code changes; the declared runtime bounds (gun ~> 2.2,
jason ~> 1.4, telemetry ~> 1.3, certifi ~> 2.5) are unchanged.
Added
	ZenWebsocket.Examples.JsonRpcTransport — shared JSON-RPC send helper extracted from the two Deribit example adapters, removing the duplicated send_json_rpc/2 wrapper (R054).
	Reach architecture policy (.reach.exs) and ci / check.fast / precommit / precommit.full mix aliases for deterministic quality gates.
	ex_slop Credo plugin and inline ExDNA.Credo clone diagnostics in .credo.exs.

Changed
	Dependency modernization — gun 2.2 → 2.4 (runtime), plus dev/test bumps: reach 1.5 → 2.7, ex_ast 0.3 → 0.12, ex_dna 1.1 → 1.5, descripex 0.6 → 0.11, dialyzer_json, doctor, sobelow, tidewave, boxart. Dialyzer PLT now uses plt_add_deps: :apps_direct to avoid transitive-dep bloat. The gun move is a lockfile resolution only — the declared ~> 2.2 bound already admitted 2.4.
	Internal cleanups — deduplicated the Deribit public/test heartbeat into a compile-time constant, removed redundant @doc false on private functions, and simplified pass-through case expressions to match?/2. No public-API or behavior change.

0.4.2 - 2026-04-18
Changed
	Credo dependency switched from git branch back to hex — mix.exs pinned credo to github: "rrrene/credo", branch: "release/1.7" as a workaround for a 1.7.x sigil crash on Elixir 1.20+. The fix has landed in credo 1.7.18 on hex, so the dep now reads {:credo, "~> 1.7", only: [:dev, :test], runtime: false}. Dev/test dependency only — no runtime or consumer impact; the shipped hex tarball is byte-identical to 0.4.1 modulo this mix.exs line and the lockfile.
	ex_unit_json lockfile bump 0.4.2 → 0.4.3 — Picked up during mix deps.get. Dev/test dependency only; no runtime impact.

0.4.1 - 2026-04-18
Changed
	Handler message contract retired two unreachable shapes — {:frame, term} and {:frame_error, {:decode_error, term}} are removed from @type handler_message, the default handler, USAGE_RULES.md, and the ErrorHandling example. Both shapes were documented in R047 prep but never actually delivered: {:frame, _} was the other -> catch-all of route_data_frame/2, unreachable because MessageHandler.handle_control_frame/3 consumes every non-text/non-binary decode output before it gets there; {:frame_error, {:decode_error, _}} depended on ErrorHandler.handle_error/1 returning non-:stop for {:bad_frame, _}, but check_fatal/1 classifies every bad frame (and every unclassified error) as fatal, so the recoverable branch never ran. Decision was to retire rather than expand reachability — there is no concrete user need for recoverable frame-decode behavior, and Frame.decode/1 only emits one error shape ({:error, "Unknown frame type: ..."}), which is a protocol violation with nothing to recover from. MessageHandler.handle_message/2 and decode_and_handle_control/1 simplify to always produce {:protocol_error, _} in the decode-error branch; create_handler/1 drops the {:decode_error, _} routing clause. handle_frame_error/2's tightened @spec now declares {:protocol_error, term()} as the only reachable error tag. This is a breaking change against the prepared v0.4.0 handler contract — not against the published v0.3.1 surface, since the retired tuples were added in v0.4.0 doc work (R047) but were never emitted at runtime (R048)
	Handler message contract is now self-documenting and typed — ZenWebsocket.Client exposes @type handler_message/0 and @type handler/0, and the handler field in the GenServer state type uses handler() instead of (term() -> term()). USAGE_RULES.md adds a "Handler Message Reference" section with input-shape and default-handler translation tables, a custom-handler example, and a note on the :protocol_error / :frame_error payload asymmetry. The default handler now forwards :unmatched_response to the parent as :websocket_unmatched_response — previously the _other catch-all dropped it silently, making orphan JSON-RPC responses invisible to callers relying on default-handler delivery. Integration tests in client_test.exs cover the custom- and default-handler paths. The :frame and :frame_error handler shapes were discovered to be currently unreachable (control-frame consumption and fatal bad-frame classification respectively); both call sites carry TODO(Task R048) markers for the retire-or-reach decision (R047)
	Testing policy now permits opaque Gun transport message-shape fixtures — The "NO MOCKS ALLOWED" rule in CLAUDE.md and AGENTS.md is amended with a narrow, fenced exception: test doubles may construct the four Gun transport tuples (:gun_upgrade, :gun_ws, :gun_down, :gun_error) using real pids (from self() / spawn) and real refs (from make_ref/0), because Gun's pid and stream_ref are opaque BEAM primitives with no public contract — there is no behavior for a fixture to drift against. Business-logic mocking (API response fixtures, auth-flow simulation, exchange-behavior simulation) remains explicitly prohibited; MockWebSockServer and real-API tests remain the source of truth for all Client / reconnection / subscription / exchange tests. AGENTS.md carries the "what is permitted" pointer; CLAUDE.md holds the full rationale and the "what is NOT newly allowed" list. Unblocks R045 (GunStub test helper) and R046 (MessageHandler property tests) (R044)

Fixed
	Duplicate live request IDs no longer silently overwrite the first caller — RequestCorrelator.track/4 used Map.put/3 on state.pending_requests, so tracking a second request whose ID matched an already-pending entry silently replaced the first caller's from and timer. The first caller then blocked on GenServer.call until its per-call request_timeout fired, and its timeout timer became orphaned against an ID now owned by the second caller. track/4 now returns {:ok, new_state} on success and {:error, :duplicate_id, state} on collision, leaving the first caller's pending entry (and its timer) intact. At the Client.handle_call({:send_message, _}, …) call site, the second caller receives {:error, :duplicate_request_id} immediately and no WebSocket frame is sent. No :track telemetry is emitted on the duplicate path, keeping event counts honest. Covered by unit tests in request_correlator_test.exs (describe "track/4 duplicate ID") and an integration test in client_test.exs (describe "duplicate request ID (R043)") that fires two send_message calls with the same JSON-RPC id back-to-back and asserts the second returns the error while the first still resolves when the server replies (R043)
	Blocked callers no longer hang or inherit stale timeouts on automatic disconnect — On the automatic Gun disconnect/reconnect path, state.pending_requests was never drained, so callers blocked on GenServer.call for a correlated response waited until their per-call request_timeout fired even though the socket was gone. handle_connection_error/2 now calls RequestCorrelator.fail_all/2, which replies {:error, :disconnected} to every pending caller and emits [:zen_websocket, :request_correlator, :fail_all] telemetry. Correlation timers now use unique timer refs in their mailbox messages, so a stale timeout from a disconnected or already-resolved request cannot incorrectly time out a new request that reuses the same ID after reconnect (R042)
	retry_count not reset after successful reconnect — After a disconnect-reconnect cycle, retry_count accumulated instead of resetting to 0. This silently degraded reconnection capability over the lifetime of a long-running process — each successive disconnect cycle had fewer retry attempts available. Now reset to 0 on successful WebSocket upgrade (R030)
	Explicit reconnect now preserves the original connection contract — Client.reconnect/1 no longer falls back to URL-only reconnects. Client structs returned by connect/2 or ClientSupervisor.start_client/2 now retain their validated config plus runtime callbacks such as handler, heartbeat_config, on_connect, and on_disconnect, so explicit reconnects keep the same headers, timeouts, retry settings, callback behavior, and supervision mode (R030)
	Config inspection now redacts header values — inspect(config) (and inspect(client) output containing client.config) redacts header values via a custom Inspect impl, preventing bearer tokens or API keys from leaking through struct inspection. Debug-mode log line that directly logged config.headers during WebSocket upgrade has been removed (R030)

Added
	GunStub test helper codifies the R044 transport-shape fence — New ZenWebsocket.Test.Support.GunStub in test/support/ exposes four constructors (gun_upgrade/3, gun_ws/3, gun_down/4, gun_error/3) that build the raw Gun transport tuples consumed by MessageHandler.handle_message/2. Every constructor defaults to real pids (self/0) and real refs (make_ref/0) — no fake opaque values, as required by R044. The @moduledoc states the fence verbatim and enumerates what is explicitly not allowed (API fixtures, auth flows, exchange semantics), pointing to MockWebSockServer as the source of truth for behavioral tests. One existing test in message_handler_test.exs ("handles gun_upgrade message for websocket") adopts the helper to prove it is viable; further adoption is incremental (R045)
	MessageHandler property-test coverage — New message_handler_property_test.exs uses GunStub + stream_data to assert handle_message/2 routing totality and shape determinism: arbitrary non-Gun tuples always route to {:ok, {:unknown_message, _}} without raising; gun_down returns {:connection_down, pid, reason} for any reason term; gun_error returns {:connection_error, pid, ref, reason} for any reason term; text and binary data frames reach the handler callback across StreamData.string(:utf8) and StreamData.binary() respectively. Runs async: true and is fully pure (no network, no MockWebSockServer), so it stays in the default unit-test band (R046)
	Property-based test coverage — Added property tests using stream_data for three pure, deterministic modules (R010):	Frame: Gun-format and direct-format decode round-trips, constructor round-trips, close-frame normalization (integer code discarded), totality on arbitrary unknown shapes
	Config: valid-input totality across all positive-int fields, URL scheme/host validation, per-field non-positive rejection, max_backoff < retry_delay ordering constraint, new!/2 consistency with new/2
	JsonRpc: build_request/2 shape invariants, unique ID generation across N calls, match_response/1 coverage for result, error, and notification cases
	Deferred: MessageHandler property tests require Gun transport shape fixtures, which are blocked by the current "NO MOCKS" policy — tracked as R044 (policy amendment), R045 (GunStub helper), R046 (MessageHandler properties)


	Error scenario test coverage — Added explicit coverage for previously-untested error paths (R011):	Gun error variants in error_handler_test.exs: {:gun_error, ..., :closed}, {:gun_error, ..., :timeout}, {:gun_down, ..., :tls_error, []}, {:gun_down, ..., :protocol_error, [refs]}, and explain/1 unwrapping for both shapes
	Frame corruption in frame_test.exs: unknown atom frame types, non-tuple input, empty tuple, arity-mismatched :ws frames, unknown inner :ws type, empty and 1MB payloads, deeply nested inner type, map input — all return {:error, _} rather than crashing
	Concurrent correlation timeout cleanup in request_correlator_test.exs: N concurrent tracks timing out clear pending_requests and emit N telemetry events; timeout on an already-resolved request is a no-op
	Rate limit recovery in rate_limiter_test.exs: queue drain via refill after :queue_full, mixed-cost bucket-capacity cap behavior, refill token cap verification, and concurrent consume calls not losing tokens
	Follow-up: The gap R011 surfaced (pending requests not drained on Gun disconnect) is addressed by R042 above.


	Deployment considerations guide — New docs/guides/deployment_considerations.md covering latency sensitivity by strategy type, geographic proximity to exchange matching engines, connection architecture trade-offs (single vs pool vs per-account), production monitoring signals, and cancel-on-disconnect interactions. Framed as "questions to ask yourself" rather than prescriptive rules — the right answer depends on the operator's strategy and constraints. Cross-linked from README guide table and registered in mix.exs ExDoc Guides group (R025)
	Reconnection behavior documentation — USAGE_RULES.md now distinguishes automatic reconnect from explicit Client.reconnect/1, documenting what is preserved, reset, or carried across each path (R030)
	Config preservation regression tests — Mock-server regression tests now run in the default test suite and verify: retry_count resets after successful automatic reconnect, handler callbacks survive reconnect, Config structs remain identical across reconnects, supervised reconnect reruns lifecycle callbacks under ClientSupervisor, and explicit reconnect preserves the stored connection contract even after the original client is closed (R030)

0.4.0 - 2026-04-12 (unreleased — never tagged or published)
Added
	Self-describing API via Descripex — All 17 library modules annotated with use Descripex and api() macro declarations. Root ZenWebsocket module uses Descripex.Discoverable for three-level progressive disclosure: describe/0 (library overview), describe/1 (module functions), describe/2 (full function detail). Existing @doc strings preserved — api() writes machine-readable hints (BEAM slot 5) while @doc retains human prose (slot 4). Enables MCP tool discovery and JSON Schema generation. Tests cover all three describe levels and module registration completeness (R040)
	Custom client discovery hooks — send_balanced/2 accepts optional :client_discovery function for plugging in custom registries (pg, Horde, :global) instead of local-only discovery. start_client/2 accepts :on_connect and :on_disconnect lifecycle callbacks for external registry integration. Default behavior (local discovery via list_clients/0) unchanged. Documentation with pg and Horde examples in USAGE_RULES.md (R024)

Fixed
	Stale client PIDs no longer crash callers — send_message/2, get_state/1, get_heartbeat_health/1, get_state_metrics/1, and get_latency_stats/1 now check Process.alive? before GenServer.call. Dead PIDs return appropriate fallbacks (error tuple, :disconnected, or nil) instead of raising :exit. send_balanced/2 benefits automatically via existing failover logic. Best-effort guard — callers needing race-proof delivery should use send_balanced/2 with :client_discovery (R024) (R029)
	Subscription messages not reaching user handler — route_data_frame/2 sent "method" => "subscription" messages only to SubscriptionManager, never forwarding to the user handler callback. Now updates tracker state and forwards to handler (R038)
	Protocol errors not reaching user handler — handle_frame_error/2 stopped the GenServer on protocol errors without notifying the user handler first. Now calls handler.({:protocol_error, reason}) before stopping, matching the create_handler/1 contract (R039)
	Double callback delivery bug — MessageHandler.handle_message/2 called user handler, then route_data_frame called it again for every data frame. Added decode_and_handle_control/1 to MessageHandler for decode + control frame handling without handler invocation; Client GenServer uses this instead. Malformed frames are still classified as fatal protocol errors via ErrorHandler (R035)
	Skipped reconnection TODO replaced with real integration test — verifies Client GenServer survives MockWebSockServer disconnect and enters reconnection mode (R033)
	WebSocket upgrade now preserves query parameters from the connection URL — previously wss://host/path?token=abc would upgrade as just /path, dropping the query string (R031)
	DeribitAdapter.subscribe/2, unsubscribe/2, authenticate/1, and send_request/3 now return {:error, :not_connected} when client is nil instead of raising FunctionClauseError (R027)
	BatchSubscriptionManager now handles subscribe failures: marks request as failed with error reason and stops processing instead of silently ignoring the return value (R028)
	DeribitGenServerAdapter @doc corrected from "handler module" to "handler function" (R028)
	ErrorHandling example missing handle_info clause — {:websocket_error, reason} messages caused FunctionClauseError in examples/docs/error_handling.ex. Added catch-all error handler clause (R041)
	subscribe/2 return type documented incorrectly — USAGE_RULES.md showed {:ok, subscription_id} but actual spec returns :ok | {:error, term()} (R041)

	send_message/2 examples passed maps instead of binaries — README.md and USAGE_RULES.md examples used %{action: "ping"} but spec requires binary(). Fixed to use Jason.encode!/1 (R041)
	Non-existent telemetry event documented — [:zen_websocket, :client, :message_received] in USAGE_RULES.md replaced with accurate event list (R041)
	Stale telemetry events in performance_tuning.md — Events table listed [:zen_websocket, :request, :start/complete/timeout] and [:zen_websocket, :subscription, :add/remove] which use wrong namespaces. Replaced with actual 16 events from codebase across 6 namespaces (R041)
	get_state/1 misused in performance_tuning.md — Examples showed Client.get_state/1 returning full state map. Fixed to use get_latency_stats/1, get_heartbeat_health/1, get_state_metrics/1 (R041)
	Monitoring return shapes wrong in docs — get_heartbeat_health documented as %{failures: ..., last_at: ...} but returns %{failure_count: ..., last_heartbeat_at: ...}. get_state_metrics documented as %{pending_requests: ..., subscriptions: ..., memory_bytes: ...} but returns %{pending_requests_size: ..., subscriptions_size: ..., state_memory: ...}. Latency stats documented as floats but returns integers. Fixed in USAGE_RULES.md and performance_tuning.md (R041)
	reconnect/1 missing limitation note — Documented without noting it drops custom opts (headers, timeouts, etc.) on reconnect. Added note referencing R030 (R041)
	ErrorHandling example send_message @doc claimed JSON encoding — @doc said "will be JSON encoded" but Client.send_message/2 requires binary. Fixed doc and spec (R041)
	Architecture.md claimed "Gun HTTP/2" — Library actually forces HTTP/1.1 ALPN for WSS upgrades. Also claimed "5 functions per module" without qualifying existing modules. Fixed both (R041)
	last_heartbeat_at documented as DateTime — Docs showed ~U[...] but actual value is System.monotonic_time(:millisecond) (monotonic integer). Fixed in USAGE_RULES.md and performance_tuning.md (R041)
	ErrorHandling example understated error surface — send_message/1 doc/spec claimed only :ok | {:error, :not_connected} but delegates to Client.send_message/2 which returns :ok | {:ok, map()} | {:error, term()} including {:error, {:not_connected, reason}} variants. Fixed spec and doc (R041)


Improved
	Reconnection test now restarts mock server and verifies post-reconnect frame delivery — previously only proved GenServer survived disconnect (R036)

	Subscribe test now captures server-received frame and validates JSON-RPC payload structure (method, channels) — previously only checked :ok return (R037)

	Example files updated for handler contract change — ErrorHandling example now handles {:websocket_protocol_error, ...} and {:websocket_frame_error, ...} instead of non-existent {:websocket_error, ...}; JsonRpcClient.handle_message/1 now accepts pre-decoded maps instead of assuming raw JSON strings (codex review)

	AGENTS.md module overview corrected — Fixed stale function names across 9 modules (Frame, ErrorHandler, JsonRpc, Reconnection, MessageHandler, HeartbeatManager, SubscriptionManager, RequestCorrelator, RateLimiter). Added missing LatencyStats entry. Fixed test code example using non-existent Frame.encode/1 (codex review)


Changed
	Quality workflow updated — Removed mix lint, mix typecheck, mix coverage, mix check, mix rebuild aliases from mix.exs. Use mix test.json, mix dialyzer.json --quiet, mix credo --strict --format json directly for AI-friendly structured output. mix security remains as the Sobelow alias and now includes --skip so .sobelow-skips is honored for the known low-confidence Recorder findings.
	CLAUDE.md imports updated — Added cli-aliases.md and agent-economy.md includes; reordered to match Elixir Library template
	Roadmap reformatted — Migrated to [D:X/B:Y/U:Z → Eff:W] priority format; archived completed task details to CHANGELOG; added doc-update requirement to all pending tasks
	Added descripex ~> 0.6 dependency for self-describing APIs
	All docs updated — README, AGENTS.md, CONTRIBUTING.md, USAGE_RULES.md updated to reference JSON output commands instead of removed aliases
	Handler callback contract — valid JSON text frames are now delivered as decoded maps (%{"key" => "value"}) instead of raw binary strings. Non-JSON text frames remain as binary. If your handler pattern-matches on {:websocket_message, msg} when is_binary(msg) and calls Jason.decode/1, update to match on {:websocket_message, %{} = msg} for JSON and {:websocket_message, msg} when is_binary(msg) for non-JSON text (R035)
	Root ZenWebsocket moduledoc rewritten to document current API — replaces legacy references to Connection, Platform, Behaviors, and Defaults with actual Client, ClientSupervisor, and module index (R034)
	AGENTS.md module overview and file tree updated — Corrected function names/arities for all modules, added missing ConnectionRegistry/Debug entries, updated file organization tree to all 19 modules, removed stale "separate mix project" guidance for examples (R041)
	docs/Architecture.md updated — Added 9 missing modules (LatencyStats, RecorderServer, Testing, ClientSupervisor, PoolRouter, Debug, HeartbeatManager, SubscriptionManager, RequestCorrelator), updated data flow diagram (R041)
	"5 functions" framing updated — USAGE_RULES.md, README.md, and AGENTS.md now describe "5 essential/core functions" with note about additional monitoring and management functions (R041)
	Version bump to 0.4.0

Reverted
	R026 (Deribit example as separate mix project) — ergonomic cost outweighed benefit: broken Tidewave access, broken .iex.exs, 13+ stale doc references. Examples stay in lib/zen_websocket/examples/

0.3.1 - 2026-01-21
Changed
	Update ex_doc to ~> 0.40 for llms.txt support (AI-friendly documentation)

0.3.0 - 2026-01-21
Added
	ZenWebsocket.PoolRouter module for health-based connection routing (R022)	select_connection/1 - select healthiest connection from pool
	calculate_health/1 - score (0-100) based on pending requests, latency, errors, pressure
	record_error/1 / clear_errors/1 - error tracking with 60s decay
	pool_health/1 - get health snapshot for all connections
	Round-robin fallback when connections have equal health


	ClientSupervisor.send_balanced/2 for load-balanced message routing (R022)	Routes to healthiest connection using PoolRouter scoring
	Automatic failover on send failure (configurable max_attempts)
	Records errors and emits telemetry on failover


	Telemetry events for pool routing (R022)	[:zen_websocket, :pool, :route] - connection selected with health score
	[:zen_websocket, :pool, :health] - pool health snapshot
	[:zen_websocket, :pool, :failover] - failover attempt with reason


	AGENTS.md guide for AI coding agents contributing to the project (R023)	Module overview with key functions
	Project constraints (5 functions, 15 lines, real API testing)
	Testing strategy and common patterns
	Debugging guide (recording, state inspection)


	ZenWebsocket.Testing module with consumer-facing test utilities (R020)	start_mock_server/1 - simplified mock server startup with URL generation
	stop_server/1 - cleanup server and resources
	simulate_disconnect/2 - trigger disconnect scenarios (:normal, :going_away, {:code, n})
	inject_message/2 - send message from server to connected clients
	assert_message_sent/3 - verify client sent expected message (string, regex, map, or function matcher)
	Helpers integrate with ExUnit setup/on_exit patterns


	ZenWebsocket.Recorder module for session recording (R019)	format_entry/3 - format frames as JSONL entries
	parse_entry/1 - parse JSONL entries back to structs
	replay/3 - stream recorded sessions to handler function
	metadata/1 - get session statistics (count, duration, timestamps)


	ZenWebsocket.RecorderServer async GenServer for file I/O (R019)	Buffered writes with periodic flush (1s interval or 100 entries)
	Non-blocking record/3 via send (not call)
	stats/1 returns entries count and bytes written


	Config option record_to: path enables session recording (R019)	Records inbound and outbound frames with microsecond timestamps
	JSONL format (one JSON object per line) for streaming writes
	Binary frames encoded as base64
	Close frames include code and reason



Changed
	PoolRouter.calculate_health/1 uses div/2 for cleaner integer arithmetic
	ClientSupervisor restart policy documented in @moduledoc (moved from comment)
	Private functions consistently use @doc false with explanatory comments
	USAGE_RULES.md expanded with v0.2.0+ features (R023)	Testing module documentation (replaced MockWebSockServer references)
	Session recording section with Recorder API
	Expanded monitoring/observability section (latency, heartbeat, metrics)
	ErrorHandler.explain/1 usage example
	New config options (record_to, latency_buffer_size)
	Telemetry events reference table
	Updated test count (93 → 395)



Removed
	Stale documentation files superseded by ROADMAP.md and AGENTS.md	docs/TaskList.md, docs/deferred_tasks.md
	docs/JsonRPCElixir_MigrationTasks.md, docs/json_rpc_elixir.md
	docs/WNX0019_learnings.md, docs/test_roadmap.md



0.2.0 - 2026-01-20
Added
	Building Adapters Guide enhanced at docs/guides/building_adapters.md (R012)	Adapter decision tree (plain client vs struct vs GenServer)
	Heartbeat interface documentation (:deribit, :ping_pong, :binance, custom)
	Authentication patterns (API key+secret, HMAC signature, OAuth token flow)
	Binance Spot adapter example (non-JSON-RPC pattern)


	Performance Tuning Guide at docs/guides/performance_tuning.md (R013)	Configuration parameter tuning (timeouts, reconnection, latency buffer)
	Rate limiter tuning with exchange-specific cost functions
	Telemetry events reference table
	Memory characteristics documentation
	Common tuning scenarios (HFT, market data, resource-constrained)


	JsonRpc edge case tests for nil/empty params, empty methods, malformed responses (R016)
	ErrorHandler.explain/1 returns human-readable error messages with fix suggestions (R018)
	ZenWebsocket.LatencyStats module for bounded circular buffer latency statistics (R017)
	Client.get_latency_stats/1 returns p50/p99/last/count latency metrics (R017)
	Telemetry event [:zen_websocket, :connection, :upgrade] with connect_time_ms measurement (R017)
	Telemetry event [:zen_websocket, :heartbeat, :pong] with rtt_ms measurement (R017)
	Telemetry event [:zen_websocket, :rate_limiter, :pressure] for backpressure signaling (R021)
	Config option latency_buffer_size (default: 100) for latency stats circular buffer (R017)
	RateLimiter.status/1 now returns pressure_level and suggested_delay_ms fields (R021)
	ZenWebsocket.HeartbeatManager module for heartbeat lifecycle management (R001)
	ZenWebsocket.SubscriptionManager module for subscription tracking and restoration (R002)
	ZenWebsocket.RequestCorrelator module for JSON-RPC request/response correlation (R003)
	Telemetry events for SubscriptionManager: :add, :remove, :restore (R002)
	Telemetry events for RequestCorrelator: :track, :resolve, :timeout (R003)
	RateLimiter.shutdown/1 for proper ETS table cleanup (R005)
	Configurable max_queue_size option for RateLimiter (default: 100) (R005)
	Telemetry events for rate limiter: :consume, :queue, :queue_full, :refill (R005)
	Memory characteristics documentation in RateLimiter @moduledoc (R005)
	Test tagging conventions documentation in test_helper.exs (R015)
	Test coverage exclusion config for non-production modules (T001)
	Test coverage roadmap documentation at docs/test_roadmap.md
	Frame edge case tests for direct frame format decoding (T002)
	Config boundary value tests for new!/2 and request_timeout validation (T003)
	Reconnection extreme value tests for nil max_backoff and zero retries (T004)

Changed
	RequestCorrelator now stores timestamps and emits round_trip_ms in resolve telemetry (R017)
	RateLimiter tracks pressure level and emits threshold-crossing events at 25%/50%/75% queue fill (R021)
	HeartbeatManager emits RTT telemetry on heartbeat responses (R017)
	Client tracks connection timing from connect start to WebSocket upgrade (R017)
	Test coverage metrics now exclude non-production modules (Examples, Test.Support, Mix.Tasks) - reported coverage ~38% → ~70% (T001)
	Frame module now at 100% test coverage (T002)
	Config module now at 100% test coverage (T003)
	Extracted heartbeat logic from Client.ex to HeartbeatManager (789 lines from 870) (R001)
	Extracted subscription tracking from Client.ex to SubscriptionManager (R002)
	Extracted request/response correlation from Client.ex to RequestCorrelator (R003)
	Client.ex now fully delegates to extracted modules; removed dead restore_subscriptions/4 from Reconnection (R004)
	Automatic subscription restoration on reconnect via maybe_restore_subscriptions/1 (R002)
	Replaced magic numbers with named module attributes in Client, ClientSupervisor, and Reconnection modules (R008)
	Standardized Debug.log/2 to accept only Config.t() struct, removed polymorphic state map interface (R009)
	BasicUsage example now uses Deribit testnet instead of echo.websocket.org
	MockWebSockServer handler registration improved in websocket_init/1
	Downgraded Elixir from 1.20.0-rc.1 to 1.19.5 (fixes Credo false positives)
	RateLimiter handle_rate_limit/5 now accepts config parameter to avoid double ETS lookup (R005)

Fixed
	Dialyzer warning on Client.maybe_restore_subscriptions/1 - expanded Client.state() type to include all fields (R002)
	ConnectionRegistry monitor leaks: cleanup_dead/1 and shutdown/0 now properly demonitor before deletion (R006)
	Flaky tests: migrated from unreliable echo.websocket.org to local MockWebSockServer
	Race conditions in ErrorHandlingTest with proper wait_for_connection/1 polling
	MockWebSockServer now raises clear error when TLS certificates unavailable
	Test tagging: 7 integration test files now properly tagged with @moduletag :integration (R015)	mix test now runs 141 unit tests (~5 seconds vs ~93 seconds for full suite)
	Removed incorrect @moduletag :integration from platform_adapter_template_test.exs (pure unit tests)
	Removed module-level tag from rate_limiting_test.exs (uses @describetag for integration blocks only)



0.1.5 - 2026-01-18
Published to Hex without a changelog entry; the changes it carried were not
recorded at release time. Compare v0.1.4...v0.2.0 on GitHub for the range
that spans it.
0.1.4 - 2025-11-05
Changed
	Breaking: DeribitRpc functions now return {:ok, map()} tuples instead of bare maps for consistency with library conventions
	Updated Erlang from 27.3.4 to 28.1.1
	Updated Elixir from 1.18.4 to 1.19.1-otp-28

Improved
	DeribitAdapter and DeribitGenServerAdapter updated to use with statements for better error handling
	Correlation test improved with MockWebSockServer usage
	Test helper configuration cleaned up for better readability

0.1.3 - 2025-08-11
Fixed
	Compilation error in mix zen_websocket.validate_usage task (regex in module attributes)

0.1.2 - 2025-08-11
Added
	USAGE_RULES.md for AI agents and developer guidance
	Mix task zen_websocket.usage to export usage rules
	Mix task zen_websocket.validate_usage to validate code patterns
	Integration with usage_rules library ecosystem
	JSON export format for usage rules
	Automated code validation for common anti-patterns

Improved
	Documentation with clear usage patterns and examples
	Package metadata for Hex.pm publishing

0.1.1 - 2025-05-24
Added
	Initial release of ZenWebsocket
	Core WebSocket client implementation with Gun transport
	Automatic reconnection with exponential backoff
	Comprehensive error handling and categorization
	JSON-RPC 2.0 protocol support
	Request/response correlation manager
	Configurable token bucket rate limiter
	Integrated heartbeat/keepalive functionality
	Fault-tolerant adapter architecture
	Production-ready Deribit exchange integration
	Connection registry for multi-connection management
	Message handler with routing capabilities
	WebSocket frame encoding/decoding
	Telemetry events for monitoring
	Comprehensive test suite using real APIs (no mocks)
	Full documentation with examples

Features
	Simple 5-function public API
	Financial-grade reliability for trading systems
	Platform-agnostic design with adapter pattern
	Real-world tested against live WebSocket endpoints
	Strict code quality standards (max 5 functions per module, 15 lines per function)



  

    ZenWebsocket Usage Rules

Core Principles
	Start Simple: Use direct connection for development, add supervision for production
	Public Client API: connection lifecycle (connect, send_message, subscribe, get_state, close, reconnect) plus monitoring (get_latency_stats, get_heartbeat_health, get_state_metrics). build_client_struct/2 is public but @doc false (ClientSupervisor).
	Real-Boundary Testing: Use pure unit tests, the local real WebSocket stack, and opt-in live-provider tests; never simulate exchange behavior

Quick Start Pattern
# Simplest possible usage - connect and send
{:ok, client} = ZenWebsocket.Client.connect("wss://test.deribit.com/ws/api/v2")
ZenWebsocket.Client.send_message(client, Jason.encode!(%{method: "public/test"}))
Essential Functions
# 1. Connect to WebSocket
{:ok, client} = ZenWebsocket.Client.connect(url, opts)

# 2. Send messages (must be binary — use Jason.encode!/1 for maps)
:ok = ZenWebsocket.Client.send_message(client, Jason.encode!(%{method: "public/test"}))

# 3. Subscribe to channels (Deribit public/subscribe; tracked at send time)
:ok = ZenWebsocket.Client.subscribe(client, channels)

# 4. Check connection state
state = ZenWebsocket.Client.get_state(client)  # :connected, :connecting, :disconnected

# 5. Close connection
:ok = ZenWebsocket.Client.close(client)

# 6. Reconnect using the stored connection contract
{:ok, new_client} = ZenWebsocket.Client.reconnect(client)
Monitoring Functions
# Latency percentiles (p50/p99/last/count — all integers in ms)
stats = ZenWebsocket.Client.get_latency_stats(client)

# Heartbeat health (active_heartbeats, last_heartbeat_at, failure_count, config, timer_active)
health = ZenWebsocket.Client.get_heartbeat_health(client)

# Connection metrics (subscriptions_size, pending_requests_size, state_memory, ...)
metrics = ZenWebsocket.Client.get_state_metrics(client)
Common Patterns
Pattern 1: Development/Testing (No Supervision)
# Direct connection - crashes won't restart
{:ok, client} = ZenWebsocket.Client.connect(url)
# Use the client...
ZenWebsocket.Client.close(client)
Pattern 2: Production with Dynamic Connections
# Add to your supervision tree
children = [
  ZenWebsocket.ClientSupervisor,
  # ... other children
]

# Start connections dynamically. Supply `:handler` to receive unsolicited frames.
{:ok, client} =
  ZenWebsocket.ClientSupervisor.start_client(url,
    handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end
  )
Pattern 3: Production with Fixed Connections
# Add specific clients to supervision tree
children = [
  {ZenWebsocket.Client, [
    url: "wss://api.example.com/ws",
    id: :main_websocket,
    handler: &MyApp.Consumer.handle_ws/1,
    heartbeat_config: %{type: :ping_pong, interval: 30_000}
  ]}
]
Handler rule (Patterns 2 and 3): pass :handler whenever user code needs
unsolicited inbound frames. The parent-forwarding default that emits
{:websocket_message, _} is installed only by
ZenWebsocket.Client.connect/2. Every other start path
(ClientSupervisor.start_client/2, a child_spec entry, Client.start_link/2)
defaults to ZenWebsocket.MessageHandler.default_handler/1. Internal heartbeat
and pending JSON-RPC response handling still run, but other inbound frames are
discarded.
Configuration Options
opts = [
  # Connection
  timeout: 5000,              # Connection timeout in ms
  headers: [],                # Additional headers
  debug: false,               # Enable verbose debug logging

  # Reconnection
  retry_count: 3,             # Max reconnection attempts
  retry_delay: 1000,          # Initial retry delay (exponential backoff)
  reconnect_on_error: true,   # Auto-reconnect on errors
  restore_subscriptions: true, # Restore tracked Deribit subscriptions after reconnect

  # Heartbeat. Omit the key entirely for `:disabled` (the default — nothing is sent).
  heartbeat_config: %{
    type: :ping_pong,         # :ping_pong and :deribit send outbound heartbeats.
                              # :binance is inbound-only — it consumes heartbeat
                              # messages and has no outbound send clause.
    interval: 30_000          # Falls back to `heartbeat_interval` when omitted
  },

  # Session Recording
  record_to: "/tmp/session.jsonl",  # Enable message recording (nil to disable)

  # Latency Monitoring
  latency_buffer_size: 100    # Samples for p50/p99 calculations
]
Custom Client Discovery (Distributed Applications)
For distributed applications using :pg, Horde, or other registries, ZenWebsocket provides hooks to integrate with your registry of choice.
Lifecycle Callbacks
Register clients with your registry using on_connect/on_disconnect:
{:ok, client} = ZenWebsocket.ClientSupervisor.start_client(
  "wss://api.example.com/ws",
  handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end,
  on_connect: fn pid -> :pg.join(:ws_pool, pid) end,
  on_disconnect: fn pid -> :pg.leave(:ws_pool, pid) end
)
Important: on_disconnect is called during terminate/2, which requires a graceful shutdown. It will NOT be called if the process is killed with :kill signal.
Custom Discovery for Load Balancing
Use client_discovery to route messages across nodes:
ZenWebsocket.ClientSupervisor.send_balanced(
  message,
  client_discovery: fn -> :pg.get_members(:ws_pool) end
)
Without client_discovery, send_balanced/2 defaults to list_clients/0 (local connections only).
Example: Multi-Node Setup with pg
# Node A and Node B both run:
:pg.start_link()

# Define callbacks once
defmodule MyApp.WSCallbacks do
  def on_connect(pid), do: :pg.join(:ws_pool, pid)
  def on_disconnect(pid), do: :pg.leave(:ws_pool, pid)
end

# Start clients with pg callbacks
{:ok, _} = ZenWebsocket.ClientSupervisor.start_client(url,
  handler: &MyApp.Consumer.handle_ws/1,
  on_connect: &MyApp.WSCallbacks.on_connect/1,
  on_disconnect: &MyApp.WSCallbacks.on_disconnect/1
)

# Route to any healthy client across all nodes
ZenWebsocket.ClientSupervisor.send_balanced(msg,
  client_discovery: fn -> :pg.get_members(:ws_pool) end
)
Example: Horde Registry
# With Horde for distributed process registry
{:ok, _} = ZenWebsocket.ClientSupervisor.start_client(url,
  handler: &MyApp.Consumer.handle_ws/1,
  on_connect: fn pid ->
    Horde.Registry.register(MyApp.WSRegistry, {:ws_client, pid}, pid)
  end,
  on_disconnect: fn pid ->
    Horde.Registry.unregister(MyApp.WSRegistry, {:ws_client, pid})
  end
)

# Custom discovery using Horde
ZenWebsocket.ClientSupervisor.send_balanced(msg,
  client_discovery: fn ->
    Horde.Registry.select(MyApp.WSRegistry, [{{{:ws_client, :_}, :_, :"$1"}, [], [:"$1"]}])
  end
)
Callback Error Handling
Callback errors are caught and logged - they won't crash the client or prevent connection/termination:
# This won't crash the client
opts = [on_connect: fn _pid -> raise "intentional error" end]
# Warning logged: "Lifecycle callback error: %RuntimeError{message: \"intentional error\"}"
Session Recording
Pass record_to: "/tmp/debug.jsonl" to connect/2 to record every frame.
	Always Client.close/1 — the remaining buffer is flushed on close.
	Read back with ZenWebsocket.Recorder.metadata/1 ({:ok, map}) and
ZenWebsocket.Recorder.replay/2.
	Format is JSONL, one JSON object per line. Binary frames are base64-encoded.

See the README's Session Recording section for the runnable example.
Platform-Specific Rules
Deribit Integration
Use DeribitGenServerAdapter — it is the recommended supervised entry point.
alias ZenWebsocket.Examples.DeribitGenServerAdapter

{:ok, adapter} =
  DeribitGenServerAdapter.start_link(
    name: MyApp.Deribit,
    url: "wss://test.deribit.com/ws/api/v2",
    client_id: System.get_env("DERIBIT_CLIENT_ID"),
    client_secret: System.get_env("DERIBIT_CLIENT_SECRET")
  )

:ok = DeribitGenServerAdapter.authenticate(adapter)
:ok = DeribitGenServerAdapter.subscribe(adapter, ["trades.BTC-PERPETUAL.raw"])
{:ok, response} = DeribitGenServerAdapter.send_request(adapter, "public/test", %{})
{:ok, state} = DeribitGenServerAdapter.get_state(adapter)
authenticate/1 and subscribe/2 return bare :ok, not {:ok, _}. The adapter
handles the authentication flow, heartbeat/test_request, subscription tracking,
and re-authentication after reconnect.
ZenWebsocket.Examples.DeribitAdapter is the functional/struct-based variant —
it has no start_link/1. connect/0,1 returns {:ok, %DeribitAdapter{}} that
you thread through authenticate/1, subscribe/2, unsubscribe/2, and
send_request/2,3. Its :heartbeat_interval option is in seconds (default
30), unlike every millisecond-valued option elsewhere in this library.
{:ok, adapter} =
  ZenWebsocket.Examples.DeribitAdapter.connect(
    url: "wss://test.deribit.com/ws/api/v2",
    client_id: System.get_env("DERIBIT_CLIENT_ID"),
    client_secret: System.get_env("DERIBIT_CLIENT_SECRET"),
    heartbeat_interval: 30
  )

{:ok, adapter} = ZenWebsocket.Examples.DeribitAdapter.authenticate(adapter)
Reconnection Behavior
ZenWebsocket supports two reconnect paths with different preservation semantics.
Automatic Reconnect (reconnect_on_error: true)
When a connection drops and reconnect_on_error: true (the default), the same
Client GenServer reconnects with exponential backoff.
Preserved Across Automatic Reconnect
	State	Details
	Config struct	Full validated ZenWebsocket.Config struct
	Handler callback	Same function reference — no need to re-register
	Heartbeat config	Timer restarted with original interval after reconnect
	Subscriptions	Deribit-dialect channels restored if restore_subscriptions: true (default). See "Subscription tracking" below.
	Latency stats	Historical measurements accumulate across reconnects
	Session recorder	Continues recording to the same file
	on_disconnect callback	Same function reference

Reset on Automatic Reconnect
	State	Details
	Runtime retry counter	state.retry_count resets to 0 after successful reconnect; config retry_count stays unchanged
	Heartbeat failures	Counter reset to 0
	Heartbeat timer	Cancelled on disconnect, restarted on reconnect
	Gun PID / stream ref	New connection process and stream
	Pending requests	Failed with {:error, :disconnected} and cleared; not replayed

Pending Requests on Automatic Reconnect
Pending RPC requests are failed immediately on disconnect, not carried
across the reconnect. RequestCorrelator.fail_all/2 replies {:error, :disconnected} to every caller blocked in GenServer.call, cancels their
timeout timers, and clears pending_requests to %{} — so a caller gets a
prompt error rather than a timeout, and no response on the new connection can
be mismatched against a stale request id. Each failed request emits
[:zen_websocket, :request_correlator, :fail_all].
Callers must therefore handle {:error, :disconnected} from any in-flight
request when the connection drops, and re-issue it themselves if they want it
retried — the library does not replay it.
Subscription tracking
SubscriptionManager auto-tracks Deribit-dialect JSON-RPC only:
public/subscribe and public/unsubscribe with params.channels, plus
id-keyed confirmations and rejections. Other venues' subscribe shapes are
not inferred or automatically restored; adapters for those venues must manage
their own subscription state and reconnect replay. Restore payloads from
SubscriptionManager are always Deribit public/subscribe.
Client.subscribe/2 sends no JSON-RPC id, so channels are recorded at
send time. A server-side rejection is not observed and those channels stay
in the reconnect restore set. Send an id-carrying public/subscribe via
send_message/2 to wait for confirmation.
Explicit Reconnect (Client.reconnect/1)
Client.reconnect/1 starts a fresh Client process using the stored connection
contract from the original client struct returned by connect/2 or
ClientSupervisor.start_client/2.
If the original client was started under ClientSupervisor.start_client/2,
explicit reconnect goes back through ClientSupervisor.start_client/2 so the
replacement client stays supervised and reruns :on_connect.
Preserved Across Explicit Reconnect
	State	Details
	Config struct	Full validated ZenWebsocket.Config struct, including headers/timeouts/retry settings
	Handler callback	Same function reference
	Heartbeat config	Same heartbeat configuration for the new client
	Supervision mode	Supervised clients reconnect as supervised clients; direct clients reconnect directly
	on_connect callback	Rerun for supervised reconnect so registries can re-register the new PID
	on_disconnect callback	Same function reference

Reset on Explicit Reconnect
	State	Details
	Subscriptions	Fresh client state — resubscribe after reconnect if needed
	Pending requests	Fresh client state — in-flight requests from the old client do not carry over
	Latency stats / heartbeat state	Fresh client state with new counters and timers
	Server / Gun PIDs	New Client GenServer, Gun process, and stream ref

Error Handling
# All functions return tagged tuples
case ZenWebsocket.Client.connect(url) do
  {:ok, client} ->
    # Success path
    client

  {:error, reason} ->
    # Get human-readable explanation with fix suggestion
    explanation = ZenWebsocket.ErrorHandler.explain(reason)
    Logger.error("#{explanation.message}. #{explanation.suggestion}")
    # Errors are passed raw from Gun/WebSocket
    # Common errors: :timeout, :connection_refused, :protocol_error
end
Handler Message Reference
Your handler function (passed via connect/2 as :handler) receives one of the tuple shapes below. This section is the complete contract — matched against ZenWebsocket.Client.handler_message/0.
Input Shapes
The tuples delivered to your handler:
	Shape	When emitted	Payload
	{:message, map}	Decoded JSON frame (including subscription updates)	Decoded map
	{:message, binary}	Text frame that did not decode as JSON	Raw text binary
	{:binary, binary}	WebSocket binary frame	Raw bytes
	{:unmatched_response, map}	JSON-RPC response whose "id" did not match any pending request	Decoded response map
	{:protocol_error, reason}	Fatal, unrecoverable frame error (client will stop)	Unwrapped reason

Ping/pong/close control frames are handled transparently by the client and never reach your handler. Any frame decode error is fatal — {:protocol_error, _} is the only error shape you receive.
Custom Handler Example
A pattern-matching handler that distinguishes every shape:
handler = fn
  {:message, %{} = json} ->
    # Decoded JSON frame (subscription update or general message)
    MyApp.Router.route(json)

  {:message, text} when is_binary(text) ->
    # Text frame that was not valid JSON
    MyApp.TextStream.receive(text)

  {:binary, bin} ->
    MyApp.BinaryStream.receive(bin)

  {:unmatched_response, response} ->
    # Late reply after RequestCorrelator already timed it out, or an ID collision
    Logger.warning("unmatched response: #{inspect(response)}")

  {:protocol_error, reason} ->
    Logger.error("fatal protocol error: #{inspect(reason)}")
end

{:ok, client} = ZenWebsocket.Client.connect(url, handler: handler)
Handler return values are ignored.
Default Handler Translation
If you do not pass :handler to ZenWebsocket.Client.connect/2, a default handler forwards messages to the calling process as {:websocket_*, _} tuples. This applies to connect/2 only — ClientSupervisor.start_client/2, a child_spec entry, and Client.start_link/2 all default to ZenWebsocket.MessageHandler.default_handler/1, which discards the frame. The translation:
	Input shape	Message sent to parent
	{:message, data}	{:websocket_message, data}
	{:binary, data}	{:websocket_message, data} (same tag)
	{:unmatched_response, response}	{:websocket_unmatched_response, response}
	{:protocol_error, reason}	{:websocket_protocol_error, reason}

Note that {:message, _} and {:binary, _} both collapse to :websocket_message, so the default handler cannot distinguish text from binary frames. If you need to tell them apart, supply a custom handler.
Testing Rules
# Use the Testing module for controlled tests
alias ZenWebsocket.Testing

# Start a mock server
{:ok, server} = Testing.start_mock_server()
{:ok, client} = ZenWebsocket.Client.connect(server.url)

# Inject messages from server to client
Testing.inject_message(server, ~s({"type": "hello"}))

# Assert client sent expected message (supports string, regex, map, or function matchers)
assert Testing.assert_message_sent(server, %{"type" => "ping"}, 1000)

# Simulate disconnects for error handling tests
Testing.simulate_disconnect(server, :going_away)

# Cleanup
Testing.stop_server(server)
ExUnit Integration Pattern
defmodule MyTest do
  use ExUnit.Case
  alias ZenWebsocket.Testing

  setup do
    {:ok, server} = Testing.start_mock_server()
    on_exit(fn -> Testing.stop_server(server) end)
    {:ok, server: server}
  end

  test "client handles server message", %{server: server} do
    {:ok, client} = ZenWebsocket.Client.connect(server.url)
    Testing.inject_message(server, ~s({"type": "pong"}))
    assert_receive {:websocket_message, _}, 1000
    ZenWebsocket.Client.close(client)
  end
end
Real API Testing
# For integration tests against real endpoints
@tag :integration
@tag :external_network
test "real WebSocket behavior" do
  {:ok, client} = ZenWebsocket.Client.connect("wss://test.deribit.com/ws/api/v2")
  # Test against real API...
end
DO NOT
	Don't create wrapper modules - Use the Client functions directly
	Don't simulate exchange behavior - Use a live endpoint or the real-stack Testing module
	Don't add custom reconnection - Use built-in retry options
	Don't transform errors - Handle raw Gun/WebSocket errors
	Don't avoid GenServers - Client uses GenServer appropriately for state

Architecture Notes
	Gun Transport: Built on Gun for HTTP/2 and WebSocket
	GenServer State: Client maintains connection state in GenServer
	ETS Registry: Fast connection lookups via ETS
	Exponential Backoff: Smart reconnection with backoff
	Real-Boundary Testing: Pure unit tests plus real-stack local and live-provider integration tests

Monitoring and Observability
Latency Statistics
# Get latency metrics (p50/p99/last/count — all integers in ms)
stats = ZenWebsocket.Client.get_latency_stats(client)
# => %{p50: 12, p99: 45, last: 10, count: 100}
Heartbeat Health
# Check heartbeat status
health = ZenWebsocket.Client.get_heartbeat_health(client)
# => %{active_heartbeats: [], last_heartbeat_at: nil, failure_count: 0, config: :disabled, timer_active: false}
# `last_heartbeat_at` stays nil until the first pong is acknowledged; after that it
# is a monotonic timestamp (System.monotonic_time(:millisecond)), not a wall clock.
State Metrics
# Get connection state metrics
metrics = ZenWebsocket.Client.get_state_metrics(client)
# => %{subscriptions_size: 12, pending_requests_size: 5, state_memory: 1024, ...}
Rate Limiter
RateLimiter is a standalone token bucket over a named ETS table. Client never
consults it — call consume/2 yourself before sending. status/1, consume/2,
refill/1, and shutdown/1 all take the limiter name atom, read ETS
directly, and raise if init/2 was never called for that name.
alias ZenWebsocket.RateLimiter

# All four config keys are required. A missing `:tokens` raises KeyError.
{:ok, :deribit_limiter} =
  RateLimiter.init(:deribit_limiter, %{
    tokens: 100,
    refill_rate: 10,
    refill_interval: 1_000,
    request_cost: &RateLimiter.deribit_cost/1
  })

:ok = RateLimiter.consume(:deribit_limiter, %{"method" => "public/test"})
# {:error, :rate_limited} when the bucket is empty

# Queue/pressure keys stay at compatibility defaults — this limiter never retains requests.
{:ok, status} = RateLimiter.status(:deribit_limiter)
# => %{tokens: 99, queue_size: 0, pressure_level: :none, suggested_delay_ms: 0}

# ETS tables are not reclaimed on process exit
:ok = RateLimiter.shutdown(:deribit_limiter)
init/2 schedules refills with Process.send_after/3 against the calling
process. That process MUST handle {:refill, name}, or refills stop permanently:
def handle_info({:refill, name}, state) do
  ZenWebsocket.RateLimiter.refill(name)
  {:noreply, state}
end
Cost functions shipped: simple_cost/1 (always 1), deribit_cost/1
(credit-based), binance_cost/1 (weight-based).
Key Telemetry Events
	Event	Measurements	When
	[:zen_websocket, :connection, :upgrade]	connect_time_ms	WebSocket upgrade complete
	[:zen_websocket, :heartbeat, :pong]	rtt_ms	Heartbeat response received
	[:zen_websocket, :rate_limiter, :consume]	tokens_remaining, cost	Token consumed
	[:zen_websocket, :rate_limiter, :refill]	tokens_before, tokens_after, refill_rate	Bucket refilled
	[:zen_websocket, :request_correlator, :track]	count	Request tracked
	[:zen_websocket, :request_correlator, :resolve]	count, round_trip_ms	Response correlated
	[:zen_websocket, :request_correlator, :timeout]	count	Request timed out
	[:zen_websocket, :request_correlator, :fail_all]	count	Pending request failed on disconnect (metadata: id, reason)
	[:zen_websocket, :subscription_manager, :add]	count	Subscription added
	[:zen_websocket, :subscription_manager, :remove]	count	Subscription removed
	[:zen_websocket, :subscription_manager, :restore]	channel_count	Subscriptions restored
	[:zen_websocket, :pool, :route]	health, pool_size	Connection selected
	[:zen_websocket, :pool, :health]	pool_size, avg_health	Pool health snapshot
	[:zen_websocket, :pool, :failover]	attempt	Failover triggered

See Performance Tuning Guide for complete telemetry reference.
# Attach to telemetry events
:telemetry.attach(
  "websocket-logger",
  [:zen_websocket, :connection, :upgrade],
  fn _event, measurements, _metadata, _config ->
    Logger.info("WebSocket connected in #{measurements.connect_time_ms}ms")
  end,
  nil
)
Module Limits
Each module follows strict simplicity rules:
	Maximum 5 public functions per new module (existing core modules may exceed this)
	Maximum 15 lines per function
	Real API testing only (no mocks)

Getting Help
	Examples: See lib/zen_websocket/examples/ directory
	Tests: Review test/ for usage patterns
	Deribit: See DeribitGenServerAdapter (recommended, supervised) or DeribitAdapter (functional/struct-based)
	Guides: See docs/guides/ for performance tuning and adapter building
	Verification workflow:

mix test.json --quiet --summary-only        # test health
mix test.json --quiet --failed --first-failure
mix dialyzer.json --quiet                   # type checking
mix credo --strict --format json            # static analysis
mix security                                # Sobelow scan
mix docs                                    # generate docs

Self-Describing API (ZenWebsocket.describe/0,1,2)
Progressive discovery for agents and MCP tools. Three arities only — there is no
describe/3. Short names are accepted as either strings or atoms:
describe(:client) and describe("client") both work. Raises ArgumentError for
an unknown short name like :internal (not because it is an atom, but because the
name does not exist).
# 0. Every annotated module: %{module, short_name, namespace, description,
#    function_count, annotated?}
ZenWebsocket.describe()

# 1. Functions in one module (short name string): %{name, arity, description,
#    spec, defaults}
ZenWebsocket.describe("rate_limiter")

# 2. One function in full: adds %{params, returns, errors, opts, defaults,
#    returns_example, composes_with}
ZenWebsocket.describe("rate_limiter", :consume)
Available short names: client, config, client_supervisor,
rate_limiter, pool_router, connection_registry, error_handler,
latency_stats, recorder, recorder_server, testing, frame, json_rpc,
message_handler.
Reconnection, HeartbeatManager, SubscriptionManager, and
RequestCorrelator are internal (Client-owned state). They are not in
describe/0. describe(:client) includes start_link/2 and child_spec/1
for supervised usage. Params an agent cannot construct are kind: :exchange_data.
Common Mistakes to Avoid
	Creating abstractions too early - Start with direct usage
	Mocking in tests - Always use real WebSocket endpoints or Testing module
	Custom error types - Handle raw Gun/WebSocket errors
	Complex supervision - Use provided patterns (1, 2, or 3)
	Ignoring heartbeats - heartbeat_config defaults to :disabled; set it explicitly for long-lived connections (heartbeat_interval alone does nothing)

Migration from Other Libraries
From Websockex
# Old (Websockex with callbacks)
defmodule MyClient do
  use WebSockex
  def handle_frame({:text, msg}, state), do: {:ok, state}
end

# New (ZenWebsocket - simpler)
{:ok, client} = ZenWebsocket.Client.connect(url, handler: fn msg -> handle(msg) end)
# Messages are delivered to the `:handler` function
From Gun directly
# You're already using the right approach!
# ZenWebsocket is a thin, focused layer over Gun
Reconnection Backoff
Reconnection.calculate_backoff/3 is retry_delay * 2^attempt, capped at
max_backoff (default 30_000 ms). With the defaults (retry_delay: 1000):
1s, 2s, 4s, 8s, 16s, 30s, 30s...
For timeout, buffer, and pool sizing guidance see
Performance Tuning. This repo ships no
benchmark suite — measure your own workload rather than assuming figures.
Required Environment Variables
For platform integrations:
# Deribit
export DERIBIT_CLIENT_ID="your_client_id"
export DERIBIT_CLIENT_SECRET="your_client_secret"

Best Practices Summary
	Start with Pattern 1 (direct) for development
	Move to Pattern 2 or 3 for production
	Configure heartbeats for long-lived connections
	Test against real endpoints or use Testing module
	Handle raw errors with pattern matching
	Use telemetry for monitoring
	Enable record_to for debugging production issues
	Keep it simple - use Client directly (connect, send, subscribe, monitor, reconnect)



  

    ZenWebsocket Examples

Practical examples of using ZenWebsocket, all written and tested in-tree under
lib/zen_websocket/examples/. Examples and their test suites live in the library
repository; a separate examples/<name>/ mix project structure was evaluated and
reverted in favor of in-tree examples to ensure they stay synchronized with the
library. This page is a navigable index; each entry points at the module source
and test, which are the single source of truth rather than pasting code blocks
that can drift.
Module Index
lib/zen_websocket/examples/
	Module	File	Demonstrates	Tests
	ZenWebsocket.Examples.AdapterSupervisor	adapter_supervisor.ex	Supervising adapter GenServers alongside ClientSupervisor	none
	ZenWebsocket.Examples.BatchSubscriptionManager	batch_subscription_manager.ex	Batching subscription requests with configurable batch size/delay	batch_subscription_manager_test.exs
	ZenWebsocket.Examples.DeribitAdapter	deribit_adapter.ex	Simplified Deribit adapter built on DeribitRpc	deribit_adapter_auth_test.exs, deribit_adapter_nil_client_test.exs
	ZenWebsocket.Examples.DeribitGenServerAdapter	deribit_genserver_adapter.ex	Production-ready supervised Deribit adapter: monitored client, auto-reconnect, auth/subscription restore	deribit_genserver_adapter_test.exs
	ZenWebsocket.Examples.DeribitRpc	deribit_rpc.ex	Shared Deribit JSON-RPC method/request builders used by both Deribit adapters	none dedicated — exercised indirectly through the DeribitAdapter/DeribitGenServerAdapter test suites
	ZenWebsocket.Examples.JsonRpcTransport	json_rpc_transport.ex	Shared JSON-RPC send helper (Client.send_message/2 result normalization) used by both Deribit adapters	none dedicated — exercised indirectly via deribit_adapter_nil_client_test.exs
	ZenWebsocket.Examples.PlatformAdapterTemplate	platform_adapter_template.ex	Minimal template (connect/2, authenticate/2, extension points) for a new platform adapter	platform_adapter_template_test.exs
	ZenWebsocket.Examples.SupervisedClient	supervised_client.ex	Minimal ClientSupervisor-based connection supervision	supervised_client_test.exs
	ZenWebsocket.Examples.UsagePatterns	usage_patterns.ex	Three usage patterns: direct connection, ClientSupervisor, direct supervision in your own tree	none

ClientSupervisor itself (not an example module, but exercised by this
directory's supervision examples) has end-to-end coverage in
supervised_connection_test.exs.
lib/zen_websocket/examples/docs/
A second set of examples, written to accompany this guide's code snippets:
	Module	File	Demonstrates	Tests
	ZenWebsocket.Examples.Docs.BasicUsage	basic_usage.ex	Basic connect + request/response against Deribit testnet	basic_usage_test.exs
	ZenWebsocket.Examples.Docs.ErrorHandling	error_handling.ex	A GenServer wrapping a connection with retry-on-failure	error_handling_test.exs
	ZenWebsocket.Examples.Docs.JsonRpcClient	json_rpc_client.ex	Declaring JSON-RPC methods with ZenWebsocket.JsonRpc's defrpc macro	none
	ZenWebsocket.Examples.Docs.SubscriptionManagement	subscription_management.ex	Multi-channel subscription patterns	subscription_management_test.exs

Running the Examples
# Run a single example's test
mix test test/zen_websocket/examples/basic_usage_test.exs

# Run every example test
mix test test/zen_websocket/examples/

# Run with coverage
mix test --cover test/zen_websocket/examples/

# Or explore interactively
iex -S mix

# In IEx, try the basic usage example
alias ZenWebsocket.Examples.Docs.BasicUsage

{:ok, client} = BasicUsage.deribit_testnet_example()
Deribit Integration
ZenWebsocket.Examples.DeribitAdapter and ZenWebsocket.Examples.DeribitGenServerAdapter
are the in-tree Deribit integration examples — authentication, subscription
management, and (for the GenServer adapter) monitored auto-reconnect with
auth/subscription restore. Both share request-building through DeribitRpc and
transport through JsonRpcTransport. Study
deribit_genserver_adapter.ex
for the production-supervised pattern. Its test suite
(deribit_genserver_adapter_test.exs)
runs against real Deribit testnet endpoints — all integration tests in this library
use live API endpoints rather than mocks to ensure correctness against real
provider behavior.
Extending for Your Platform
To create an adapter for your own platform:
	Study platform_adapter_template.ex
	Follow the adapter building guide
	Implement platform-specific authentication, message formatting, subscription
management, and error handling
	Add tests against real API endpoints — see the Deribit adapters' test suites
for the pattern
	Document platform-specific features

Additional Resources
	Architecture Overview
	Building Custom Adapters
	Troubleshooting Reconnection
	API Documentation



  

    Building Exchange Adapters Guide

Overview
This guide explains how to build exchange adapters for ZenWebsocket. Exchange adapters provide platform-specific functionality on top of the core WebSocket client, including authentication, subscription management, and state restoration.
When to Use What
Choose your adapter pattern based on complexity:
	Pattern	When to Use	Example
	Plain Client	Simple scripts, one-off connections, no state restoration needed	Quick data fetch
	Struct Adapter	Stateless operations, functional pipelines, no reconnection logic	Data transformation
	GenServer Adapter	Production use, state management, reconnection, subscription tracking	Trading bots

Decision tree:
Need automatic reconnection?
  └─ No → Plain Client or Struct Adapter
  └─ Yes → Need to restore state after reconnection?
             └─ No → Plain Client with reconnect_on_error: true
             └─ Yes → GenServer Adapter (recommended for production)
Receiving Messages
Sending is only half of an adapter. Inbound frames reach you through the
:handler function passed to Client.connect/2 — nothing is delivered
automatically.
Client.connect/2 installs a default handler only when you omit :handler.
It is added by ZenWebsocket.Client.CallFacade.with_default_handler/2, and it
targets the process that called connect/2. For a GenServer adapter that is
the adapter process itself, provided the adapter calls Client.connect/2 from
inside one of its own callbacks. The shapes it sends:
	Message	Sent when	Payload
	{:websocket_message, data}	a text or binary frame arrived and was not intercepted (see below) — both collapse to this tag	decoded map for a JSON text frame; raw binary for a non-JSON text frame or a binary frame
	{:websocket_unmatched_response, response}	a JSON-RPC response arrived whose "id" matched no pending request	decoded map
	{:websocket_protocol_error, reason}	a frame could not be decoded (fatal — the client stops)	reason term

The client decodes JSON for you on the inbound path, so do not call
Jason.decode/1 on data — for a valid JSON text frame it is already a map.
Two classes of text frame never reach your handler at all, so do not write
clauses for them:
	JSON-RPC replies carrying an "id" are correlated and returned as the
{:ok, response} reply to the Client.send_message/2 that issued them. Only
uncorrelated replies surface, as {:websocket_unmatched_response, _}.
	Frames whose decoded body matches %{"method" => "heartbeat"} are routed
straight to ZenWebsocket.HeartbeatManager.handle_message/2 by
ZenWebsocket.Client.Frames.route_data_frame/2. The client answers them
itself; a handle_info({:websocket_message, %{"method" => "heartbeat"}}, _)
clause in your adapter can never fire. Observe heartbeat health through
Client.get_heartbeat_health/1 instead.

Market-data notifications (%{"method" => "subscription"}) are delivered
normally, as are any other decoded maps and non-JSON text frames.
Handle them in the adapter's handle_info/2:
@impl true
def handle_info({:websocket_message, %{"method" => "subscription", "params" => params}}, state) do
  {:noreply, dispatch_market_data(state, params)}
end

def handle_info({:websocket_message, %{} = msg}, state) do
  Logger.debug("Unhandled JSON message: #{inspect(msg)}")
  {:noreply, state}
end

def handle_info({:websocket_message, text}, state) when is_binary(text) do
  # Text frame that was not valid JSON, or a binary frame
  {:noreply, handle_raw_frame(state, text)}
end

def handle_info({:websocket_unmatched_response, response}, state) do
  # Usually a late reply after RequestCorrelator already timed the request out.
  Logger.warning("Unmatched response: #{inspect(response)}")
  {:noreply, state}
end

def handle_info({:websocket_protocol_error, reason}, state) do
  Logger.error("Protocol error: #{inspect(reason)}")
  {:noreply, state}
end
Supervised clients must pass :handler explicitly.
ClientSupervisor.start_client/2 starts the client through
DynamicSupervisor.start_child/2 → Client.start_link/2, which never runs
with_default_handler/2. With no :handler in the options the client falls
back to ZenWebsocket.MessageHandler.default_handler/1, which accepts and
discards every message — a supervised adapter that forgets :handler sees a
healthy connection and no data.
adapter = self()

{:ok, client} =
  ClientSupervisor.start_client(url,
    handler: fn
      {:message, data} -> send(adapter, {:websocket_message, data})
      {:binary, data} -> send(adapter, {:websocket_message, data})
      {:unmatched_response, r} -> send(adapter, {:websocket_unmatched_response, r})
      {:protocol_error, reason} -> send(adapter, {:websocket_protocol_error, reason})
      _other -> :ok
    end
  )
The complete set of tuple shapes a custom handler receives is documented in
USAGE_RULES.md, section "Handler Message Reference".
Adapter Template
Here's a minimal template for building an exchange adapter:
defmodule YourExchange.Adapter do
  use GenServer
  require Logger
  
  alias ZenWebsocket.Client
  
  # Public API
  
  def start_link(opts) do
    GenServer.start_link(__MODULE__, opts, name: opts[:name])
  end
  
  def connect(adapter) do
    GenServer.call(adapter, :connect)
  end
  
  def subscribe(adapter, channels) do
    GenServer.call(adapter, {:subscribe, channels})
  end
  
  def send_order(adapter, order_params) do
    GenServer.call(adapter, {:send_order, order_params})
  end
  
  # GenServer Callbacks
  
  @impl true
  def init(opts) do
    state = %{
      url: opts[:url] || "wss://your-exchange.com/ws",
      client: nil,
      client_ref: nil,
      api_key: opts[:api_key],
      api_secret: opts[:api_secret],
      subscriptions: MapSet.new(),
      authenticated: false,
      reconnecting: false
    }
    
    {:ok, state}
  end
  
  @impl true
  def handle_call(:connect, _from, state) do
    case do_connect(state) do
      {:ok, new_state} ->
        {:reply, :ok, new_state}
      {:error, reason} ->
        {:reply, {:error, reason}, state}
    end
  end
  
  # Private Functions
  
  defp do_connect(state) do
    # CRITICAL: Always set reconnect_on_error: false
    connect_opts = [
      reconnect_on_error: false,  # Adapter handles reconnection
      heartbeat_config: %{
        # Valid types: :deribit, :ping_pong, :binance, :disabled (see table below)
        type: :ping_pong,
        interval: 30_000
      }
    ]
    
    case Client.connect(state.url, connect_opts) do
      {:ok, client} ->
        # Monitor the client process
        ref = Process.monitor(client.server_pid)
        
        new_state = %{state | 
          client: client, 
          client_ref: ref,
          reconnecting: false
        }
        
        # Authenticate if credentials provided
        case authenticate(new_state) do
          {:ok, auth_state} ->
            # Restore subscriptions if any
            restore_subscriptions(auth_state)
          error ->
            error
        end
        
      {:error, reason} ->
        {:error, reason}
    end
  end
  
  defp authenticate(state) when is_nil(state.api_key) do
    {:ok, state}  # No authentication needed
  end
  
  defp authenticate(state) do
    # Exchange-specific authentication
    auth_msg = build_auth_message(state.api_key, state.api_secret)
    
    case Client.send_message(state.client, Jason.encode!(auth_msg)) do
      :ok ->
        # Wait for auth response (simplified)
        {:ok, %{state | authenticated: true}}
      error ->
        error
    end
  end
  
  defp restore_subscriptions(%{subscriptions: subs} = state) do
    unless Enum.empty?(subs) do
      Enum.each(subs, fn channel ->
        sub_msg = build_subscription_message(channel)
        Client.send_message(state.client, Jason.encode!(sub_msg))
      end)
    end

    {:ok, state}
  end
  
  # Monitor handling - CRITICAL for reconnection
  
  @impl true
  def handle_info({:DOWN, ref, :process, _pid, reason}, %{client_ref: ref} = state) do
    Logger.warning("Client process down: #{inspect(reason)}, initiating reconnection")
    
    new_state = %{state | 
      client: nil, 
      client_ref: nil,
      reconnecting: true,
      authenticated: false
    }
    
    # Attempt immediate reconnection
    case do_connect(new_state) do
      {:ok, connected_state} ->
        Logger.info("Successfully reconnected")
        {:noreply, connected_state}
      {:error, reason} ->
        Logger.error("Reconnection failed: #{inspect(reason)}")
        # Schedule retry
        Process.send_after(self(), :retry_connect, 5_000)
        {:noreply, new_state}
    end
  end
  
  @impl true
  def handle_info(:retry_connect, state) do
    case do_connect(state) do
      {:ok, connected_state} ->
        {:noreply, connected_state}
      {:error, _} ->
        # Exponential backoff could be implemented here
        Process.send_after(self(), :retry_connect, 10_000)
        {:noreply, state}
    end
  end
  
  # Exchange-specific message builders
  
  defp build_auth_message(api_key, api_secret) do
    # Exchange-specific auth format
    timestamp = System.system_time(:millisecond)

    %{
      "method" => "auth",
      "params" => %{
        "api_key" => api_key,
        "timestamp" => timestamp,
        # Exchange-specific signature - this is a placeholder
        # Real implementation depends on exchange requirements
        "signature" => generate_signature(api_secret, timestamp)
      }
    }
  end

  # Placeholder - implement based on exchange documentation
  defp generate_signature(api_secret, timestamp) do
    :crypto.mac(:hmac, :sha256, api_secret, "#{timestamp}")
    |> Base.encode16(case: :lower)
  end
  
  defp build_subscription_message(channel) do
    # Exchange-specific subscription format
    %{
      "method" => "subscribe",
      "params" => %{
        "channel" => channel
      }
    }
  end
end
Critical Implementation Rules
1. Always Set reconnect_on_error: false
This is the most critical rule. Your adapter MUST disable the Client's internal reconnection:
connect_opts = [
  reconnect_on_error: false,  # REQUIRED for adapters
  # ... other options
]
Why? This prevents duplicate reconnection attempts. The adapter handles all reconnection logic.
2. Monitor the Client Process
Always monitor the Client process to detect failures:
{:ok, client} = Client.connect(url, opts)
ref = Process.monitor(client.server_pid)
3. Handle Process DOWN Messages
Implement proper handling for client process termination:
def handle_info({:DOWN, ref, :process, _pid, reason}, %{client_ref: ref} = state) do
  # Client died - initiate reconnection
  # This is your ONLY reconnection trigger
end
4. Encode Payloads Yourself
Client.send_message/2 takes a binary() and writes it to the socket as a
text frame unchanged — there is no JSON encoding step in the send path. Passing
a map raises inside Gun. Encode before sending:
Client.send_message(client, Jason.encode!(%{"method" => "subscribe"}))
Correlation reads the JSON-RPC "id" out of that binary, so a request you want
correlated must be valid JSON carrying an "id".
Heartbeat Configuration
ZenWebsocket supports these heartbeat types via heartbeat_config. The list is
closed: heartbeat_config is stored on the client state without validation
(ZenWebsocket.Client.Connection), and HeartbeatManager.send_heartbeat/1
falls through to a no-op clause for anything it does not recognize — so an
invented type such as :custom produces a timer that fires and sends nothing,
with no error.
	Type	Description	Use Case
	:deribit	JSON-RPC test_request/heartbeat	Deribit API
	:ping_pong	WebSocket ping/pong frames	Standard WebSocket
	:binance	Inbound-only: no outbound send clause exists, so the timer sends nothing. Binance's server-initiated pings are answered by Gun at frame level	Binance APIs
	:disabled	No heartbeats	Custom handling

Configuring Heartbeats
# Deribit-style JSON-RPC heartbeats
connect_opts = [
  heartbeat_config: %{
    type: :deribit,
    interval: 15_000  # 15 seconds
  }
]

# Standard WebSocket ping/pong frames
connect_opts = [
  heartbeat_config: %{
    type: :ping_pong,
    interval: 30_000
  }
]

# Disable heartbeats (adapter handles manually)
connect_opts = [
  heartbeat_config: :disabled
]
Custom Heartbeat Handler
For exchanges with unique heartbeat patterns, disable built-in heartbeats and implement your own:
defmodule MyExchange.Adapter do
  use GenServer

  @heartbeat_interval 20_000

  def init(opts) do
    state = %{
      heartbeat_timer: nil,
      # ... other state
    }
    {:ok, state}
  end

  # Start heartbeat after connection established
  defp start_heartbeat(state) do
    timer = Process.send_after(self(), :send_heartbeat, @heartbeat_interval)
    %{state | heartbeat_timer: timer}
  end

  def handle_info(:send_heartbeat, state) do
    # Exchange-specific heartbeat format
    heartbeat_msg = %{"op" => "ping", "ts" => System.system_time(:millisecond)}
    Client.send_message(state.client, Jason.encode!(heartbeat_msg))

    timer = Process.send_after(self(), :send_heartbeat, @heartbeat_interval)
    {:noreply, %{state | heartbeat_timer: timer}}
  end

  # Handle heartbeat response
  def handle_info({:websocket_message, %{"op" => "pong"}}, state) do
    # Heartbeat acknowledged
    {:noreply, state}
  end
end
State Restoration Pattern
After reconnection, restore your application state in order:
	Re-establish connection (creates new Gun process)
	Authenticate (if required by exchange)
	Restore subscriptions (market data, account updates)
	Resume operations (re-enable trading, etc.)

defp restore_connection_state(state) do
  with {:ok, connected_state} <- establish_connection(state),
       {:ok, auth_state} <- authenticate(connected_state),
       {:ok, sub_state} <- restore_subscriptions(auth_state),
       {:ok, final_state} <- resume_operations(sub_state) do
    {:ok, final_state}
  end
end
Example: Deribit Adapter
Study the production-ready Deribit adapter for a complete implementation:
# From lib/zen_websocket/examples/deribit_genserver_adapter.ex (handle_info/2)

def handle_info(:connect, state) do
  opts = [
    heartbeat_config: %{type: :deribit, interval: (state.opts[:heartbeat_interval] || 30) * 1000},
    reconnect_on_error: false
  ]

  opts = if h = state.opts[:handler], do: Keyword.put(opts, :handler, h), else: opts

  case Client.connect(state.url, opts) do
    {:ok, client} ->
      ref = Process.monitor(client.server_pid)
      new_state = %{state | client: client, monitor_ref: ref}

      if state.was_authenticated or MapSet.size(state.subscriptions) > 0 do
        send(self(), :restore_state)
      end

      {:noreply, new_state}

    {:error, reason} ->
      Logger.warning("Connect failed: #{inspect(reason)}")
      Process.send_after(self(), :connect, @reconnect_delay)
      {:noreply, state}
  end
end
Two things to note, because they differ from what a first reading might assume:
	Connecting is message-driven, not a helper call. init/1 sets the state
and does send(self(), :connect), so the socket opens outside init/1 and a
failed connect reschedules itself rather than crashing the GenServer.
	The adapter does not authenticate on first connect. was_authenticated
starts false, so :restore_state — which is what calls authenticate/1 —
only fires on a re-connect. A fresh process must call
DeribitGenServerAdapter.authenticate/1 before any private/* request.

Authentication Patterns
Different exchanges use different authentication schemes:
1. API Key + Secret (Deribit, JSON-RPC)
defp authenticate(state) do
  auth_params = %{
    "jsonrpc" => "2.0",
    "method" => "public/auth",
    "params" => %{
      "grant_type" => "client_credentials",
      "client_id" => state.client_id,
      "client_secret" => state.client_secret
    },
    "id" => generate_id()
  }

  case Client.send_message(state.client, Jason.encode!(auth_params)) do
    :ok ->
      {:ok, %{state | authenticating: true}}
    error ->
      error
  end
end
2. HMAC Signature (Binance, Coinbase)
defp authenticate(state) do
  timestamp = System.system_time(:millisecond)

  # Build signature payload
  payload = "timestamp=#{timestamp}"
  signature = :crypto.mac(:hmac, :sha256, state.api_secret, payload)
               |> Base.encode16(case: :lower)

  auth_msg = %{
    "method" => "auth",
    "params" => %{
      "apiKey" => state.api_key,
      "timestamp" => timestamp,
      "signature" => signature
    }
  }

  Client.send_message(state.client, Jason.encode!(auth_msg))
end
3. OAuth Token Flow
defp authenticate(state) do
  # Exchange auth code for access token (via HTTP, not WebSocket)
  case exchange_token(state.auth_code) do
    {:ok, access_token} ->
      auth_msg = %{
        "type" => "auth",
        "token" => access_token
      }
      Client.send_message(state.client, Jason.encode!(auth_msg))
      {:ok, %{state | access_token: access_token}}

    {:error, reason} ->
      {:error, reason}
  end
end

defp exchange_token(auth_code) do
  case Req.post("https://api.exchange.com/oauth/token",
         form: [grant_type: "authorization_code", code: auth_code]
       ) do
    {:ok, %{status: 200, body: %{"access_token" => token}}} ->
      {:ok, token}

    {:ok, %{status: status, body: body}} ->
      {:error, {:token_exchange_failed, status, body}}

    {:error, reason} ->
      {:error, {:http_error, reason}}
  end
end
Common Patterns
Subscription Management
defp track_subscription(state, channel) do
  new_subs = MapSet.put(state.subscriptions, channel)
  %{state | subscriptions: new_subs}
end

defp restore_subscriptions(state) do
  Enum.each(state.subscriptions, fn channel ->
    subscribe_message = build_subscribe_message(channel)
    Client.send_message(state.client, Jason.encode!(subscribe_message))
  end)
  
  {:ok, state}
end
Cancel-on-Disconnect
defp handle_connection_loss(state) do
  if state.cancel_on_disconnect do
    # Cancel all open orders
    cancel_all_orders(state)
  end
  
  # Proceed with reconnection
  initiate_reconnection(state)
end
Example: Binance Spot Adapter
The connect / monitor / reconnect scaffolding is identical to the template
above — only the exchange-specific pieces differ. Those pieces:
defmodule Binance.SpotAdapter do
  use GenServer
  require Logger

  alias ZenWebsocket.Client

  @base_url "wss://stream.binance.com:9443/ws"

  # Binance answers server-initiated pings at the WebSocket frame level,
  # so :ping_pong is the right heartbeat type.
  @connect_opts [
    heartbeat_config: %{type: :ping_pong, interval: 30_000},
    reconnect_on_error: false
  ]

  # Plain JSON, not JSON-RPC: a "method"/"params"/"id" envelope where
  # params is a flat list of stream names.
  @impl true
  def handle_call({:subscribe, streams}, _from, state) do
    msg = %{"method" => "SUBSCRIBE", "params" => streams, "id" => state.request_id}

    case Client.send_message(state.client, Jason.encode!(msg)) do
      :ok ->
        new_subs = Enum.reduce(streams, state.subscriptions, &MapSet.put(&2, &1))
        {:reply, :ok, %{state | subscriptions: new_subs, request_id: state.request_id + 1}}

      error ->
        {:reply, error, state}
    end
  end

  # HMAC-SHA256 over the query string. Binance uses this for REST endpoints
  # (listen-key creation for the user data stream), not for WebSocket frames.
  def sign(secret, query) do
    :hmac
    |> :crypto.mac(:sha256, secret, query)
    |> Base.encode16(case: :lower)
  end
end
Key differences from Deribit:
	Uses "method" => "SUBSCRIBE" instead of JSON-RPC
	Authentication via HMAC signatures (typically for REST, user data streams)
	Stream names like "btcusdt@trade" instead of channel objects
	Ping/pong heartbeats handled at WebSocket frame level

Testing Your Adapter
Test against a real socket. ZenWebsocket.Testing starts an in-process
cowboy/websock mock server, so no exchange behavior is stubbed. Synchronize on
messages and process monitors — this repo bans :timer.sleep/1 as a
synchronization primitive.
	Helper	Signature	Purpose
	start_mock_server/1	(keyword()) :: {:ok, server}	server is %{pid:, port:, url:, message_agent:}; port: 0 (default) picks a free port
	stop_server/1	(server) :: :ok	Teardown; call from on_exit/1
	inject_message/2	(server, binary()) :: :ok	Push a text frame to every connected client
	assert_message_sent/3	(server, expected, timeout_ms) :: boolean()	Poll captured client→server messages; expected may be a string, regex, map, or 1-arity function
	simulate_disconnect/2	(server, :normal | :going_away | {:code, n}) :: :ok	Close from the server side

Unit Tests
defmodule YourExchange.AdapterTest do
  use ExUnit.Case, async: false

  alias YourExchange.Adapter
  alias ZenWebsocket.Testing

  setup do
    {:ok, server} = Testing.start_mock_server()
    on_exit(fn -> Testing.stop_server(server) end)
    {:ok, server: server}
  end

  @tag :integration
  @tag :local_network
  test "reconnects on client process death", %{server: server} do
    {:ok, adapter} = start_supervised({Adapter, url: server.url})
    assert :ok = Adapter.connect(adapter)

    client_pid = :sys.get_state(adapter).client.server_pid
    ref = Process.monitor(client_pid)

    Process.exit(client_pid, :kill)
    assert_receive {:DOWN, ^ref, :process, ^client_pid, :killed}, 1_000

    # The adapter re-subscribes on reconnect; the mock server sees that frame.
    assert Testing.assert_message_sent(server, ~r/"subscribe"/, 2_000)

    refute :sys.get_state(adapter).client.server_pid == client_pid
  end

  @tag :integration
  @tag :local_network
  test "routes injected messages into adapter state", %{server: server} do
    {:ok, adapter} = start_supervised({Adapter, url: server.url})
    assert :ok = Adapter.connect(adapter)

    Testing.inject_message(server, ~s({"method":"subscription","params":{"channel":"trades"}}))

    # Adapter forwards market data to its caller; assert on that, not on a sleep.
    assert_receive {:market_data, %{"channel" => "trades"}}, 1_000
  end
end
Integration Tests
@tag :integration
@tag :local_network
test "maintains subscriptions across a server-side disconnect", %{server: server} do
  {:ok, adapter} = start_supervised({Adapter, url: server.url})
  :ok = Adapter.connect(adapter)
  :ok = Adapter.subscribe(adapter, ["trades.BTC-USD"])

  assert Testing.assert_message_sent(server, ~r/trades\.BTC-USD/, 1_000)

  client_pid = :sys.get_state(adapter).client.server_pid
  ref = Process.monitor(client_pid)

  Testing.simulate_disconnect(server, :going_away)
  assert_receive {:DOWN, ^ref, :process, ^client_pid, _reason}, 2_000

  # Subscription is resent after the adapter reconnects.
  assert Testing.assert_message_sent(server, ~r/trades\.BTC-USD/, 5_000)
end
Tests that open a socket must carry @tag :integration (plus :local_network
for mock-server tests) — default mix test excludes them.
Troubleshooting
Adapter reconnection problems — duplicate reconnection attempts, lost
subscriptions, authentication that does not survive a reconnect, and Gun
processes that leak — are diagnosed in
Troubleshooting Reconnection, with symptoms,
root causes, and fixes for each.
Best Practices
	Use Supervisors: Always run adapters under a Supervisor
	Log Transitions: Log all state changes for debugging
	Implement Backoff: Use exponential backoff for reconnection attempts
	Monitor Health: Add telemetry for connection health metrics
	Test Failures: Test with real network failures and process crashes
	Handle Partial State: Be prepared for partial message delivery

Summary
Building a robust exchange adapter requires:
	Disabling Client reconnection (reconnect_on_error: false)
	Monitoring Client process for failures
	Implementing complete state restoration
	Testing reconnection scenarios thoroughly

Follow the patterns in this guide and study the Deribit adapter example for a production-ready implementation.
Related Guides
	Troubleshooting Reconnection - Diagnose duplicate reconnects, lost subscriptions, auth loss, and Gun process leaks
	Performance Tuning Guide - Optimize timeouts, reconnection, rate limiting, and memory usage
	Deployment Considerations - Supervision, pooling, and production trade-offs for adapters



  

    Performance Tuning Guide

Overview
This guide covers performance tuning for ZenWebsocket connections. Each parameter affects latency, throughput, memory usage, or reliability—understanding these tradeoffs helps optimize for your specific use case.
Configuration Parameters
Timeout Settings
	Parameter	Default	Description
	timeout	5000ms	Connection establishment timeout
	request_timeout	30000ms	Timeout for correlated request/response
	heartbeat_config	:disabled	Heartbeat mode; no heartbeat is sent until you set it
	heartbeat_interval	30000ms	Fallback interval used when heartbeat_config omits :interval

Heartbeats are off by default: heartbeat_interval alone starts no timer, so every
snippet below sets heartbeat_config to enable one. See the
README heartbeat section for the available
:type values.
Tuning guidance:
# Low-latency trading (fast fail, quick detection)
{:ok, client} = Client.connect(url,
  timeout: 3000,           # Fail fast on connection issues
  request_timeout: 5000,   # Don't wait long for responses
  heartbeat_config: %{type: :ping_pong, interval: 10_000}  # Detect disconnects quickly
)

# High-latency networks (more tolerance)
{:ok, client} = Client.connect(url,
  timeout: 15_000,          # Allow for slow networks
  request_timeout: 60_000,  # Accommodate slow API responses
  heartbeat_config: %{type: :ping_pong, interval: 60_000}  # Reduce overhead
)
Reconnection Settings
	Parameter	Default	Description
	retry_count	3	Maximum reconnection attempts
	retry_delay	1000ms	Base delay for exponential backoff
	max_backoff	30000ms	Maximum delay between attempts
	reconnect_on_error	true	Enable automatic reconnection
	restore_subscriptions	true	Restore subscriptions after reconnect

Exponential backoff formula:
delay = min(retry_delay * 2^attempt, max_backoff)

With retry_delay: 1000, max_backoff: 30_000

Attempt 0:  1000ms
Attempt 1:  2000ms
Attempt 2:  4000ms
Attempt 3:  8000ms
Attempt 4: 16000ms
Attempt 5: 30000ms  <- 32000 uncapped, clamped to max_backoff
Attempt 6: 30000ms  <- every later attempt stays at the cap
Tuning guidance:
# Production trading (aggressive reconnection)
{:ok, client} = Client.connect(url,
  retry_count: 10,         # Many attempts before giving up
  retry_delay: 500,        # Start with short delays
  max_backoff: 10_000,     # Cap at 10 seconds
  reconnect_on_error: true,
  restore_subscriptions: true
)

# Adapter-managed reconnection (disable internal)
{:ok, client} = Client.connect(url,
  reconnect_on_error: false  # Adapter handles all reconnection
)
Latency Monitoring
	Parameter	Default	Description
	latency_buffer_size	100	Samples retained for percentile calculations

The LatencyStats module maintains a circular buffer of request latencies for p50/p99 calculations.
Structure: LatencyStats holds samples as small non-negative integers in an
Erlang :queue, bounded by latency_buffer_size — insertion is O(1) with the
oldest sample evicted at capacity, and percentile calculation sorts the bounded
list. Memory is therefore proportional to latency_buffer_size and stops
growing once the buffer is full. This repo publishes no measured per-sample
figure; measure your own with Client.get_state_metrics/1 (see below) rather
than budgeting from a guess.
# High-precision latency tracking
{:ok, client} = Client.connect(url,
  latency_buffer_size: 1000  # More samples for smoother percentiles
)

# Memory-constrained environment
{:ok, client} = Client.connect(url,
  latency_buffer_size: 25  # Minimal samples
)
Retrieving latency stats:
# Get summary with p50, p99, last sample, count
stats = Client.get_latency_stats(client)
# => %{p50: 45, p99: 120, last: 52, count: 100}
Rate Limiter Tuning
The RateLimiter module implements a token bucket algorithm supporting different exchange patterns.
Configuration Options
config = %{
  tokens: 100,              # Bucket capacity
  refill_rate: 10,          # Tokens added per interval
  refill_interval: 1000,    # Interval in milliseconds
  request_cost: &MyModule.cost_function/1
}

{:ok, limiter} = RateLimiter.init(:my_limiter, config)
Exchange-Specific Cost Functions
Different exchanges use different rate limit models:
The bucket sizes below are illustrative — they are scaled to the built-in
cost functions' own relative units, not to any exchange's published credit
values. Size your bucket against the venue's current published limits.
# Deribit: credit-based (methods have different costs)
config = %{
  tokens: 10_000,           # illustrative capacity in deribit_cost/1 units
  refill_rate: 1000,        # illustrative refill per interval
  refill_interval: 1000,
  request_cost: &RateLimiter.deribit_cost/1
}

# Built-in cost function — a relative scale, NOT Deribit's published credits:
# - public/* methods: 1
# - private/get_* methods: 5
# - private/set_* methods: 10
# - private/buy, private/sell: 15
# - anything else: 5

# Binance: weight-based
config = %{
  tokens: 1200,             # illustrative capacity in binance_cost/1 units
  refill_rate: 20,
  refill_interval: 1000,
  request_cost: &RateLimiter.binance_cost/1
}

# Simple fixed-rate (Coinbase, etc.)
config = %{
  tokens: 10,               # illustrative: 10 requests
  refill_rate: 10,
  refill_interval: 1000,    # per second
  request_cost: &RateLimiter.simple_cost/1
}
Deribit's published limits, from
https://docs.deribit.com/articles/rate-limits.md (retrieved 2026-08-22), for
mapping the illustrative numbers onto reality:
	Non-matching-engine requests: 500 credits per request against a 50,000-credit
maximum pool, refilled at 10,000 credits/second — "Credits are refilled at a
rate that allows up to 20 requests per second (10,000 credits per second)",
with burst up to 100 requests.
	Matching-engine requests are tier-based on 7-day volume, recalculated hourly:
Tier 1 (>$25M) 30 req/s sustained / 100 burst, down to Tier 4 (up to $1M)
5 req/s / 20 burst.
	private/move_positions is special-cased at 100,000 credits per request
against a 600,000-credit pool.
	Exhausting credits returns too_many_requests (code 10028) and terminates
the session.

Refill Timers Are Delivered to the Calling Process
RateLimiter.init/2 schedules refills with Process.send_after/3 addressed to
whichever process called init/2. That process must handle {:refill, name}
and call RateLimiter.refill/1, which reschedules the next timer. Miss the
clause and refills stop permanently after the first tick — the bucket drains
once and never recovers.
defmodule MyApp.Trader do
  use GenServer

  alias ZenWebsocket.RateLimiter

  @impl true
  def init(_opts) do
    {:ok, :my_limiter} =
      RateLimiter.init(:my_limiter, %{
        tokens: 100,
        refill_rate: 10,
        refill_interval: 1000,
        request_cost: &RateLimiter.simple_cost/1
      })

    {:ok, %{}}
  end

  # REQUIRED — without this clause refills stop after the first timer fires.
  @impl true
  def handle_info({:refill, name}, state) do
    RateLimiter.refill(name)
    {:noreply, state}
  end

  @impl true
  def terminate(_reason, _state) do
    # ETS tables are not cleaned up on process exit.
    RateLimiter.shutdown(:my_limiter)
  end
end
The limiter is caller-driven. ZenWebsocket.Client never consults
RateLimiter — nothing in the send path checks a bucket. You call
RateLimiter.consume/2 yourself before Client.send_message/2, or requests go
out unthrottled.
Allow/Deny and Retry
The rate limiter is an allow/deny gate. Rate-limited requests are not
queued or retried inside the limiter — the caller decides when to retry.
case RateLimiter.consume(:my_limiter, request) do
  :ok -> send_request(request)
  {:error, :rate_limited} -> schedule_retry(request)
end

{:ok, status} = RateLimiter.status(:my_limiter)
# => %{tokens: 50, queue_size: 0, pressure_level: :none, suggested_delay_ms: 0}
# queue_size / pressure_level / suggested_delay_ms stay at those defaults
# for response compatibility; they are not a live backpressure signal.
Telemetry Events
ZenWebsocket emits telemetry events for monitoring. Attach handlers for observability.
Available Events
	Event	Measurements	Metadata
	[:zen_websocket, :connection, :upgrade]	connect_time_ms	url
	[:zen_websocket, :heartbeat, :pong]	rtt_ms	type
	[:zen_websocket, :rate_limiter, :consume]	tokens_remaining, cost	name
	[:zen_websocket, :rate_limiter, :refill]	tokens_before, tokens_after, refill_rate	name
	[:zen_websocket, :request_correlator, :track]	count	id, timeout_ms
	[:zen_websocket, :request_correlator, :resolve]	count, round_trip_ms	id
	[:zen_websocket, :request_correlator, :timeout]	count	id
	[:zen_websocket, :request_correlator, :fail_all]	count	id, reason
	[:zen_websocket, :subscription_manager, :add]	count	channel
	[:zen_websocket, :subscription_manager, :remove]	count	channel
	[:zen_websocket, :subscription_manager, :restore]	channel_count	channels
	[:zen_websocket, :pool, :route]	health, pool_size	selected
	[:zen_websocket, :pool, :health]	pool_size, avg_health	
	[:zen_websocket, :pool, :failover]	attempt	failed_pid, reason

Setting Up Telemetry Handlers
Important: Call setup/0 in your application's start/2 callback to attach handlers before any connections are made:
# lib/my_app/application.ex
def start(_type, _args) do
  MyApp.TelemetryHandler.setup()

  children = [
    # ... your supervision tree
  ]

  Supervisor.start_link(children, strategy: :one_for_one)
end
defmodule MyApp.TelemetryHandler do
  require Logger

  def setup do
    events = [
      [:zen_websocket, :rate_limiter, :consume],
      [:zen_websocket, :request_correlator, :resolve],
      [:zen_websocket, :request_correlator, :timeout]
    ]

    :telemetry.attach_many(
      "my-app-zen-websocket",
      events,
      &__MODULE__.handle_event/4,
      nil
    )
  end

  def handle_event([:zen_websocket, :rate_limiter, :consume], measurements, metadata, _config) do
    Logger.debug("Rate limiter #{metadata.name}: #{measurements.tokens_remaining} tokens remaining")
  end

  def handle_event([:zen_websocket, :request_correlator, :resolve], measurements, metadata, _config) do
    if measurements.round_trip_ms > 1000 do
      Logger.warning("Slow request: #{inspect(metadata.id)} took #{measurements.round_trip_ms}ms")
    end
  end

  def handle_event([:zen_websocket, :request_correlator, :timeout], _measurements, metadata, _config) do
    Logger.error("Request timeout: #{inspect(metadata.id)}")
  end
end
Memory Characteristics
Measure, Don't Estimate
This repo ships no memory benchmark, so it publishes no per-connection byte
figures. Measure the connections you actually run:
metrics = Client.get_state_metrics(client)
# %{
#   connection_state: :connected,
#   active_heartbeats_size: 1,
#   subscriptions_size: 12,
#   pending_requests_size: 5,
#   state_memory: 1024,        # :erts_debug.size(term) of the state term, in WORDS
#   heartbeat_failures: 0,
#   last_heartbeat_at: 123_456,
#   heartbeat_timer_active: true,
#   message_queue_len: 0,
#   memory: 21_000,            # :erlang.process_info(:memory), in bytes
#   reductions: 98_765
# }
state_memory is :erts_debug.size(term) — a word count for the state term
(multiply by :erlang.system_info(:wordsize) for bytes), while memory is the
GenServer process's own byte total from Process.info/2. The Gun connection is a
separate process; size it with Process.info(client.gun_pid, :memory).
What Grows With What
	Component	Grows with
	RequestCorrelator	number of in-flight correlated requests (bounded by how many you issue before request_timeout)
	SubscriptionManager	number of tracked subscription channels
	LatencyStats	number of retained samples, hard-capped at latency_buffer_size
	RateLimiter ETS table	fixed: one config map (~200 bytes) plus one token counter (8 bytes), per ZenWebsocket.RateLimiter's "Memory Characteristics" — and not freed on process exit; call RateLimiter.shutdown/1

Memory Optimization
# Memory-constrained configuration
{:ok, client} = Client.connect(url,
  latency_buffer_size: 25,    # Smaller latency buffer
  request_timeout: 10_000     # Shorter timeout = fewer pending requests
)

# Initialize a smaller rate-limit bucket
RateLimiter.init(:my_limiter, %{
  tokens: 25,
  refill_rate: 10,
  refill_interval: 1000,
  request_cost: &RateLimiter.simple_cost/1
})
Common Tuning Scenarios
High-Frequency Trading
Optimize for lowest latency, fast failure detection:
{:ok, client} = Client.connect(url,
  timeout: 2000,
  request_timeout: 3000,
  heartbeat_config: %{type: :ping_pong, interval: 5000},
  retry_count: 3,
  retry_delay: 100,
  max_backoff: 1000,
  latency_buffer_size: 500
)
Market Data Collection
Optimize for reliability, handle reconnection gracefully:
{:ok, client} = Client.connect(url,
  timeout: 10_000,
  request_timeout: 30_000,
  heartbeat_config: %{type: :ping_pong, interval: 30_000},
  retry_count: 20,
  retry_delay: 1000,
  max_backoff: 60_000,
  restore_subscriptions: true
)
Resource-Constrained Environment
Minimize memory and CPU overhead:
{:ok, client} = Client.connect(url,
  heartbeat_config: %{type: :ping_pong, interval: 60_000},  # Less frequent heartbeats
  latency_buffer_size: 10,                                  # Minimal latency tracking
  retry_count: 3                                            # Limited retries
)
Debugging Performance Issues
Enable Debug Logging
{:ok, client} = Client.connect(url, debug: true)
This logs detailed connection lifecycle events including Gun operations, WebSocket upgrades, and message timing.
Check Connection State
# Connection state (atom)
state = Client.get_state(client)
# => :connected | :connecting | :disconnected

# Latency metrics
stats = Client.get_latency_stats(client)
# => %{p50: 45, p99: 120, last: 52, count: 100}

# Heartbeat health - five keys
health = Client.get_heartbeat_health(client)
# => %{
#      active_heartbeats: [],      # list of heartbeat types that have been acknowledged
#      last_heartbeat_at: nil,
#      failure_count: 0,
#      config: :disabled,
#      timer_active: false
#    }
#
# last_heartbeat_at is System.monotonic_time(:millisecond) once a heartbeat has
# been acknowledged - a large negative integer on a freshly booted node, never a
# wall-clock DateTime. It stays nil until then, which is always the case with
# config: :disabled.

# Connection metrics
metrics = Client.get_state_metrics(client)
# => %{subscriptions_size: 12, pending_requests_size: 5, state_memory: 1024, ...}
Monitor Rate Limiter
{:ok, status} = RateLimiter.status(:my_limiter)
IO.inspect(status)
# => %{tokens: 85, queue_size: 0, pressure_level: :none, suggested_delay_ms: 0}
Summary
	Goal	Key Parameters
	Lower latency	Reduce timeout, request_timeout, and the :interval in heartbeat_config
	Higher reliability	Increase retry_count, max_backoff
	Less memory	Reduce latency_buffer_size
	Better observability	Attach telemetry handlers, enable debug: true
	Prevent rate limits	Configure an appropriate request_cost function, monitor remaining tokens

Related Guides
	Building Exchange Adapters - Build production adapters with reconnection and state restoration
	Troubleshooting Reconnection - Diagnose duplicate reconnects, lost subscriptions, and Gun process leaks
	Deployment Considerations - Supervision, pooling, and production trade-offs



  

    Troubleshooting Reconnection Guide

Overview
This guide helps diagnose and resolve common reconnection issues in ZenWebsocket. It covers debugging techniques, performance considerations, and monitoring strategies for production deployments.
Common Reconnection Issues
1. Duplicate Reconnection Attempts
Symptoms:
	Multiple connection attempts in logs
	Resource exhaustion (too many processes)
	Rapid connection/disconnection cycles

Root Cause:
Both Client and Adapter attempting reconnection independently.
Solution:
# In your adapter's do_connect function
connect_opts = [
  reconnect_on_error: false,  # MUST be false for adapters
  heartbeat_config: %{...}
]
Verification:
# Check client configuration. `Client.get_state/1` returns only the connection
# state atom (:connecting | :connected | :disconnected); the config lives on the
# client struct that `connect/2` handed back.
IO.inspect(client.config.reconnect_on_error)  # Should be false
IO.inspect(Client.get_state(client))          # :connected | :connecting | :disconnected
2. Lost Subscriptions After Reconnection
Symptoms:
	No market data after reconnection
	Missing account updates
	Silent connection (no data flow)

Root Cause:
Adapter not tracking or restoring subscriptions.
Solution:
Client.send_message/2 takes a binary() and writes it to the socket
unchanged — it does not encode. Encode the payload yourself, or the send raises.
defmodule YourAdapter do
  # Track subscriptions in state
  defstruct [..., subscriptions: MapSet.new()]
  
  def handle_call({:subscribe, channels}, _from, state) do
    # Send subscription request
    Client.send_message(state.client, Jason.encode!(build_sub_msg(channels)))
    
    # Track in state
    new_subs = MapSet.union(state.subscriptions, MapSet.new(channels))
    {:reply, :ok, %{state | subscriptions: new_subs}}
  end
  
  # Restore after reconnection
  defp restore_subscriptions(state) do
    Enum.each(state.subscriptions, fn channel ->
      Client.send_message(state.client, Jason.encode!(build_sub_msg([channel])))
    end)
  end
end
3. Authentication Failures on Reconnection
Symptoms:
	Reconnection succeeds but authenticated endpoints fail
	"Unauthorized" errors after reconnection
	Orders rejected after reconnection

Root Cause:
Authentication state not restored after creating new connection.
Solution:
# Store credentials securely
defmodule YourAdapter do
  defstruct [
    ...,
    client_id: nil,
    client_secret: nil,
    auth_token: nil,
    auth_expiry: nil
  ]
  
  defp do_connect(state) do
    with {:ok, client} <- Client.connect(url, opts),
         {:ok, auth_state} <- authenticate(client, state),
         {:ok, final_state} <- restore_subscriptions(auth_state) do
      {:ok, final_state}
    end
  end
  
  defp authenticate(client, state) do
    # Re-authenticate with stored credentials
    auth_msg = build_auth_message(state.client_id, state.client_secret)
    Client.send_message(client, Jason.encode!(auth_msg))
    # ... handle response
  end
end
4. Memory Leaks from Failed Connections
Symptoms:
	Growing process count
	Increasing memory usage
	Eventually: system out of memory

Root Cause:
Gun processes not being properly cleaned up.
Solution:
# Always demonitor before creating new connection
defp cleanup_old_connection(state) do
  if state.monitor_ref do
    Process.demonitor(state.monitor_ref, [:flush])
  end
  
  %{state | client: nil, monitor_ref: nil}
end

defp do_connect(state) do
  # Clean up first
  clean_state = cleanup_old_connection(state)
  
  # Then connect
  case Client.connect(url, opts) do
    {:ok, client} ->
      ref = Process.monitor(client.server_pid)
      %{clean_state | client: client, monitor_ref: ref}
  end
end
5. Reconnection Storms
Symptoms:
	Hundreds of reconnection attempts
	Server rejecting connections
	Rate limiting or IP bans

Root Cause:
No backoff strategy or circuit breaker.
Solution:
defmodule YourAdapter do
  defstruct [
    ...,
    reconnect_attempts: 0,
    last_reconnect: nil,
    max_attempts: 10
  ]
  
  def handle_info({:DOWN, ref, :process, _pid, _reason}, state) do
    if state.reconnect_attempts >= state.max_attempts do
      Logger.error("Max reconnection attempts reached, giving up")
      {:stop, :max_reconnections_exceeded, state}
    else
      # Exponential backoff
      delay = calculate_backoff(state.reconnect_attempts)
      Process.send_after(self(), :reconnect, delay)
      
      {:noreply, %{state | 
        reconnect_attempts: state.reconnect_attempts + 1,
        last_reconnect: DateTime.utc_now()
      }}
    end
  end
  
  defp calculate_backoff(attempts) do
    # 1s, 2s, 4s, 8s, 16s, 32s, 60s max
    min(1000 * :math.pow(2, attempts), 60_000)
  end
end
Debugging Connection Failures
Enable Detailed Logging
# In your config/config.exs
config :logger, :console,
  level: :debug,
  format: "$time $metadata[$level] $message\n",
  metadata: [:module, :function, :line]

# Add logging to your adapter
defmodule YourAdapter do
  require Logger
  
  defp do_connect(state) do
    Logger.debug("Attempting connection to #{state.url}")
    
    case Client.connect(state.url, opts) do
      {:ok, client} ->
        Logger.info("Successfully connected")
        {:ok, client}
      {:error, reason} ->
        Logger.error("Connection failed: #{inspect(reason)}")
        {:error, reason}
    end
  end
end
Use Telemetry Events
# Emit telemetry events
:telemetry.execute(
  [:your_app, :websocket, :reconnection, :attempt],
  %{count: state.reconnect_attempts},
  %{url: state.url, reason: reason}
)

# Monitor in another process
:telemetry.attach(
  "websocket-reconnection-monitor",
  [:your_app, :websocket, :reconnection, :attempt],
  fn _event, measurements, metadata, _config ->
    IO.puts("Reconnection attempt #{measurements.count} for #{metadata.url}")
  end,
  nil
)
Inspect Process State
# During runtime debugging
state = :sys.get_state(your_adapter_pid)
IO.inspect(state, label: "Adapter state")

# Check if client is alive
if state.client do
  client_state = Client.get_state(state.client)
  IO.inspect(client_state, label: "Client state")
end

# Gun connection details for a tracked pid (`:gun.info/1`)
IO.inspect(:gun.info(client.gun_pid), label: "Gun connection")
Performance Considerations
1. Connection Pooling
For high-frequency reconnection scenarios:
defmodule ConnectionPool do
  use GenServer
  
  def start_link(opts) do
    GenServer.start_link(__MODULE__, opts, name: __MODULE__)
  end
  
  def get_connection() do
    GenServer.call(__MODULE__, :get_connection)
  end
  
  def init(opts) do
    # Pre-create connections
    connections = for _ <- 1..opts[:size] do
      {:ok, client} = Client.connect(opts[:url], reconnect_on_error: false)
      client
    end
    
    {:ok, %{connections: connections, available: connections}}
  end
end
2. Circuit Breaker Pattern
Prevent cascading failures:
defmodule CircuitBreaker do
  defstruct [
    state: :closed,  # :closed, :open, :half_open
    failure_count: 0,
    failure_threshold: 5,
    timeout: 60_000,
    last_failure: nil
  ]
  
  def call(breaker, fun) do
    case breaker.state do
      :open ->
        if time_to_retry?(breaker) do
          try_half_open(breaker, fun)
        else
          {:error, :circuit_open}
        end
      
      :closed ->
        execute_with_breaker(breaker, fun)
      
      :half_open ->
        execute_with_breaker(breaker, fun)
    end
  end
end
3. Resource Monitoring
Monitor system resources:
defmodule ResourceMonitor do
  def check_resources() do
    %{
      process_count: :erlang.system_info(:process_count),
      memory: :erlang.memory(:total),
      ets_tables: length(:ets.all())
    }
  end
  
  def alert_if_high() do
    resources = check_resources()
    
    if resources.process_count > 10_000 do
      Logger.error("High process count: #{resources.process_count}")
    end
  end
end
Monitoring Recommendations
1. StatsD/Prometheus Metrics
defmodule Metrics do
  def record_reconnection(reason) do
    :telemetry.execute(
      [:websocket, :reconnection],
      %{count: 1},
      %{reason: reason}
    )
  end
  
  def record_connection_duration(start_time) do
    duration = System.monotonic_time() - start_time
    
    :telemetry.execute(
      [:websocket, :connection, :duration],
      %{duration: duration},
      %{}
    )
  end
end
2. Health Checks
defmodule HealthCheck do
  def check_websocket_health(adapter) do
    case GenServer.call(adapter, :get_state, 5000) do
      {:ok, state} when state.connected ->
        {:ok, "WebSocket connected"}
      
      {:ok, state} ->
        {:error, "WebSocket disconnected", state}
      
      {:error, :timeout} ->
        {:error, "Adapter not responding"}
    end
  end
end
3. Alerting Rules
The thresholds below are illustrative starting points, not measured values
for this library — replace them with numbers taken from your own baseline before
they page anyone. Alert on:
	Connection failure rate over a rolling window
	Average reconnection time
	Process count growth
	Memory usage growth

Testing Reconnection Scenarios
Simulate Network Failures
defmodule NetworkSimulator do
  def drop_connection(client) do
    # The Gun pid is on the client struct, not on `get_state/1` (which returns
    # a bare state atom). Note it is a snapshot from connect time: after a
    # reconnect the client struct you hold points at the previous Gun process.
    Process.exit(client.gun_pid, :kill)
  end
  
  def block_traffic(duration) do
    # Use iptables or similar to block traffic
    System.cmd("sudo", ["iptables", "-A", "OUTPUT", "-p", "tcp", "--dport", "443", "-j", "DROP"])
    :timer.sleep(duration)
    System.cmd("sudo", ["iptables", "-D", "OUTPUT", "-p", "tcp", "--dport", "443", "-j", "DROP"])
  end
end
Load Testing
defmodule LoadTest do
  # Sequential, monitor-driven: each cycle waits for the actual :DOWN and for
  # the adapter to hand back a new client pid. No sleeps — a sleep either
  # under-waits (flaky) or over-waits (slow), and never proves anything.
  def stress_reconnection(adapter, iterations) do
    Enum.each(1..iterations, fn _ ->
      old_pid = :sys.get_state(adapter).client.server_pid
      ref = Process.monitor(old_pid)

      Process.exit(old_pid, :kill)

      receive do
        {:DOWN, ^ref, :process, ^old_pid, _reason} -> :ok
      after
        5_000 -> raise "client process never went down"
      end

      await_new_client(adapter, old_pid, System.monotonic_time(:millisecond) + 10_000)
    end)
  end

  defp await_new_client(adapter, old_pid, deadline) do
    # Snapshot the state once: two separate :sys.get_state/1 calls can observe
    # different states (the adapter clears `client` before it reconnects), and
    # evaluating `.server_pid` against a state where `client` is nil crashes.
    state = :sys.get_state(adapter)
    pid = state.client && state.client.server_pid

    cond do
      is_pid(pid) and pid != old_pid and Process.alive?(pid) ->
        :ok

      System.monotonic_time(:millisecond) > deadline ->
        raise "adapter did not reconnect within 10s"

      true ->
        Process.sleep(50)
        await_new_client(adapter, old_pid, deadline)
    end
  end
end
Quick Diagnosis Checklist
When experiencing reconnection issues:
	Check Configuration
# Is reconnect_on_error set correctly?
IO.inspect(state.config.reconnect_on_error)

	Verify Process Monitoring
# Is the monitor ref valid?
IO.inspect(Process.info(self(), :monitors))

	Check Gun Processes
# Gun exposes :gun.info/1 for a connection pid, not a process list.
IO.inspect(:gun.info(client.gun_pid))

	Review Logs
grep -i "reconnect\|connection\|gun" app.log | tail -100


	Monitor Resources
# Check system resources
IO.inspect(:erlang.memory())
IO.inspect(:erlang.system_info(:process_count))


Summary
Successful reconnection troubleshooting requires:
	Understanding the dual-layer architecture
	Proper configuration (reconnect_on_error: false for adapters)
	Comprehensive logging and monitoring
	Testing failure scenarios
	Resource management and cleanup

Follow this guide's patterns to build robust, production-ready WebSocket connections for financial trading systems.


  

    Deployment Considerations for Trading Applications

Overview
This guide is educational, not prescriptive. The right deployment shape for a ZenWebsocket-based trading application depends on your strategy, your exchange, your latency budget, and your operational constraints. None of those are library concerns — but they are unavoidable context for running the library well in production.
The goal here is to help you ask the right questions and to make the trade-offs visible. If you find yourself looking for a single "best" answer, re-read the section title: these are considerations.
For code-level tuning (timeouts, retry, buffer sizes), see Performance Tuning. For reconnection diagnostics, see Troubleshooting Reconnection. For supervision topology, see Supervision Strategy.

Latency: Where Microseconds Matter
Network latency between your application and the exchange is dominated by physical distance, not code. No amount of BEAM tuning recovers the ~40ms round-trip between Frankfurt and Tokyo.
When latency is load-bearing
	Strategy type	Typical sensitivity
	Market making, passive quoting	High — stale quotes = adverse fills
	Arbitrage (cross-exchange)	High — the slower side loses
	Aggressive taker flow	High — front-running risk
	Trend-following, swing	Low — seconds don't matter
	Analytics, backtesting, research	Negligible
	Discretionary / manual trading	Negligible

If you're in the bottom three rows, most of this section is academic — deploy wherever is operationally convenient and move on.
Orders of magnitude
Rough ranges for round-trip WebSocket message latency (propagation + TLS + exchange processing):
	Same data center / colocation: sub-millisecond to low single-digit ms
	Same metro region (e.g., AWS Frankfurt → Deribit Frankfurt): typically a few ms
	Same continent, different provider: tens of ms
	Cross-continent: 50–300+ ms
	Via consumer ISP / residential: add highly variable jitter

These are ballparks. Measure your actual path — don't plan against rules of thumb.
Questions to ask yourself
	What is my strategy's actual latency sensitivity, expressed as a cost? ("Every 10ms of added latency costs me X bps on fills.")
	Do I have evidence that latency is the binding constraint, or am I optimizing prematurely?
	Is my latency variability (p99 − p50) a bigger problem than my median latency?
	Am I willing to accept the operational cost (colocation contracts, harder deploys, limited tooling) of the lowest-latency option?


Geographic Proximity
Most crypto exchanges publish their primary matching-engine region. Some publish multiple access points; a few offer colocation. This determines what "close" even means.
Finding out where the exchange is
	Check the exchange's API documentation for endpoint regions or recommended access points.
	Ask support directly — particularly for institutional programs.
	Measure: from a candidate deployment region, run a simple latency probe (e.g., a ping-pong WebSocket round-trip) for a representative time window that includes both quiet and busy market hours.
	Look for published "colocation" or "direct connectivity" programs — these exist for some venues and are gated by volume.

Deployment region heuristics
A pragmatic ranking, best → worst, when you care about latency:
	Exchange-provided colocation — cross-connect in the same data center as the matching engine. Rare, expensive, contract-gated.
	Cloud region in the same metro — e.g., AWS eu-central-1 for a Frankfurt exchange. Usually the sweet spot for small-to-mid-size operators.
	Cloud region on the same continent — acceptable for most strategies; tens of ms of added latency.
	Anywhere else, bare-metal with a good ISP — wide variance.
	Residential / office network — fine for research, unacceptable for live quoting.

The marginal improvement from step 3 → step 2 is often ~20–100ms. From 2 → 1 is typically single-digit ms at much higher cost. Know which gap is actually worth closing.
Questions to ask yourself
	Where does my exchange's matching engine actually live?
	What is the cheapest deployment option that gets me within my latency budget?
	Do I need multi-region redundancy, or would a single well-placed region serve me better?
	If the exchange adds a new region (e.g., an Asia endpoint), is my architecture able to take advantage without a rewrite?


Connection Architecture Choices
ZenWebsocket supports a range of topologies. None is universally correct.
Patterns
	Pattern	When to reach for it
	Single unsupervised Client.connect/2	Scripts, experiments, low-stakes integrations
	Single supervised client (adapter GenServer)	Production bot with one account, one venue
	ClientSupervisor pool	Multiple accounts or multiple markets; parallelize subscriptions
	One client per account	Hard isolation: an error on account A must not affect account B
	One client per subscription group	Large subscription counts; shard to respect exchange limits
	Custom discovery (pg / Horde / :global)	Multi-node distribution, cluster-wide load balancing

Single vs pooled clients
A single WebSocket connection is simpler to reason about, simpler to monitor, and — for most retail-scale strategies — sufficient. Exchanges typically allow hundreds of subscriptions per connection.
Reach for a pool when:
	You hit a per-connection subscription limit.
	You want to isolate blast radius per account or per market.
	You want to parallelize message processing across BEAM schedulers.
	You need independent rate-limit buckets per account.

The pool adds operational complexity: more lifecycle events to monitor, more state to reconcile after network partitions. Don't pool for its own sake.
One client per account
Exchanges commonly scope authentication, rate limits, and order routing to the account. One client per account gives you:
	Clean rate-limit accounting (one bucket per connection).
	Authentication failures that don't cascade.
	Cancel-on-disconnect semantics that affect only one account's orders.

The trade-off is N times the heartbeat and connection overhead. For small N (1–5 accounts) this is negligible.
Questions to ask yourself
	How many accounts and markets does this process actually need to serve?
	What is the isolation boundary I care about — per-account, per-market, per-strategy?
	Do I need cross-node coordination (multi-BEAM distribution), or will a single node plus a warm standby suffice?
	If a connection drops, what is the minimum scope of work that needs to restart?


Monitoring in Production
You cannot operate what you cannot see. ZenWebsocket emits telemetry; use it.
Signals worth watching
	Signal	Why it matters
	Reconnect frequency	Spikes indicate network or exchange-side trouble
	Time since last frame received	Silent-drop detection (heartbeat catches most but not all)
	Heartbeat health	Exchange is still talking to you
	Request round-trip latency (p50, p99)	Your actual experienced latency, not a ping-pong estimate
	Subscription count vs expected	Detect subscription drift after reconnect
	Rate-limit rejections	You're hitting exchange-imposed caps
	Process memory, mailbox length	BEAM-side back-pressure warning signs

See Performance Tuning for the latency-specific tooling and the get_latency_stats/1 / get_heartbeat_health/1 APIs.
Alerting
Alert thresholds are strategy-specific. Some suggestions as starting points, not rules:
	Reconnect rate above your historical p95 sustained for > 5 minutes.
	No frames received for > 2 × heartbeat_interval.
	p99 round-trip latency > 3 × your historical median, sustained.
	Subscription count < expected for > 30 seconds after a reconnect event.

Tune these after you have historical baselines. Alerting on "every reconnect" will burn you out fast — transient reconnects are normal.
Log hygiene
	Keep connection-level events at info, not debug, so you see them in production.
	Redact credentials from logs. ZenWebsocket already redacts header values in inspect/1 output (see CHANGELOG.md), but your own logging is your responsibility.
	Use structured logging (:logger with metadata) — you'll thank yourself when grepping.

Questions to ask yourself
	What is my normal baseline for reconnects per hour? (If you don't know, you can't detect abnormality.)
	Do I have visibility into why a reconnect happened (network vs protocol vs auth)?
	If the exchange silently stops sending data, how long until I notice?
	Are my alerts actionable, or do they fire into the void at 3am?


Resilience Considerations
Reconnection is not just about re-establishing a TCP connection — it is about re-establishing a trading state.
The cancel-on-disconnect interaction
Many exchanges support "cancel-on-disconnect" (CoD) as an account-level setting. When enabled, your open orders are cancelled if your WebSocket drops. Interactions:
	CoD protects you from stale quotes if your process dies.
	CoD means every transient reconnect creates a burst of cancellations and re-placements, which has real cost (rate limits, fee tier impact, market impact on thin books).
	CoD is often scoped to the connection, not the account — reconnecting with a new session may or may not clear the cancellation, depending on the venue.

There is no right answer. Operators running into a cancel storm during a noisy network window should consider either tightening reconnection (to fail over faster) or disabling CoD and handling cleanup in-process. Both are defensible.
Restart strategies
	ClientSupervisor with a bounded restart intensity catches the common case: the client crashes, supervisor restarts it, subscriptions restore.
	If your strategy has trading state (open orders, positions) that needs reconciling after restart, that logic belongs in your adapter or GenServer, not in the client. The client reconnects the transport; only you know what the business-level recovery means.
	Consider a "cold start" mode on boot: before placing any orders, pull current open orders and positions from REST, reconcile, then start streaming. This catches the case where you restart after an uncontrolled shutdown.

State restoration semantics
ZenWebsocket restores subscriptions across reconnect by default (restore_subscriptions: true). It does not know about:
	Pending orders you sent but never got an ack for.
	Private channel authentication state (your adapter typically re-authenticates).
	Exchange-specific session cookies or sequence numbers (venue-dependent).

See Troubleshooting Reconnection for details on what is and isn't preserved.
Questions to ask yourself
	If my process dies mid-order-placement, do I know what happened to that order?
	Is cancel-on-disconnect on, and do I want it on given my reconnect frequency?
	When I reconnect, how do I reconcile local state vs exchange state?
	Have I actually tested a full process restart against the live (or testnet) venue?


Deployment Checklist — Questions, Not Answers
Work through these before going live. If you can't answer one, that's the item to investigate first.
Placement
	[ ] Where is the exchange's matching engine, and where am I deploying?
	[ ] What is my measured p50/p99 round-trip latency to the exchange from this location?
	[ ] Is that latency good enough for my strategy, with margin?

Architecture
	[ ] How many connections do I need, and why that number (not more, not fewer)?
	[ ] What is my isolation boundary — per account, per market, per strategy?
	[ ] Am I using a pool, and if so, what am I getting from it that a single client wouldn't give me?

Reliability
	[ ] What is my reconnection policy, and does it match the exchange's expectations?
	[ ] Is cancel-on-disconnect enabled? Do I know what that costs me during a reconnect burst?
	[ ] What happens to my open orders / positions if this process dies right now?

Observability
	[ ] Can I see reconnect rate, heartbeat health, and latency percentiles in production?
	[ ] Do I have alerts tied to meaningful business thresholds, not just technical ones?
	[ ] Are my logs structured and scrubbed of credentials?

Operational
	[ ] Do I have a tested deployment procedure — including a rollback — that I can execute under pressure?
	[ ] Is there a warm standby, or will downtime last as long as it takes me to notice and respond?
	[ ] Who gets paged, and with what runbook, when the market is moving at 3am?


See Also
	Performance Tuning — timeout, retry, and buffer configuration
	Building Adapters — exchange-specific adapter patterns
	Troubleshooting Reconnection — diagnostic flows for connection issues
	Supervision Strategy — OTP supervision topology choices



  

    ZenWebsocket Architecture

Overview
ZenWebsocket is a production-grade WebSocket client library built on top of Gun. It provides a simple, reliable interface for WebSocket communications with a focus on financial trading systems.
Core Design Principles
	Simplicity First - Target 5 functions per new module, 15 lines per function (existing core modules may exceed this)
	Real-Boundary Testing - Pure unit tests plus local real-stack and opt-in
live-provider integration tests
	Financial-Grade Reliability - Built for high-frequency trading systems
	Minimal Abstraction - Direct Gun API usage, no unnecessary wrappers

Architecture Layers
1. Transport Layer (Gun)
	Direct integration with Gun for WebSocket connections
	HTTP/1.1 ALPN negotiation for WSS upgrades (avoids Cloudflare HTTP/2 stripping of Connection: Upgrade)
	Connection monitoring and lifecycle management

2. Core Modules
Client (client.ex)
The main interface for WebSocket operations:
	connect/2 - Establish WebSocket connection
	send_message/2 - Send binary messages to server
	close/1 - Close connection gracefully
	subscribe/2 - Subscribe to data channels
	get_state/1 - Retrieve connection state (:connecting, :connected, :disconnected)
	get_latency_stats/1 - Get p50/p99 latency percentiles
	get_heartbeat_health/1 - Get heartbeat health metrics
	get_state_metrics/1 - Get detailed connection metrics
	reconnect/1 - Explicitly reconnect

The GenServer callbacks stay on Client. Responsibility-scoped internals:
	Client.CallFacade (client/call_facade.ex) - process-down-safe GenServer.call and connect await
	Client.Callbacks (client/callbacks.ex) - handle_call/3 and handle_info/2 clause routing
	Client.Correlation (client/correlation.ex) - JSON-RPC response and timeout correlation
	Client.Connection (client/connection.ex) - Gun open, upgrade, attempt-identity timers
	Client.Frames (client/frames.ex) - inbound WebSocket frame routing
	Client.Reconnect (client/reconnect.ex) - explicit reconnect targets and options
	Client.Recorder (client/recorder.ex) - session recorder lifecycle
	Client.Retry (client/retry.ex) - disconnect retry, backoff, and stop-with-error
	Client.RetryPolicy (client/retry_policy.ex) - retry eligibility and error normalization
	Client.TransportErrors (client/transport_errors.ex) - Gun error/down logging and retry dispatch

Config (config.ex)
Configuration struct and validation:
	new/2, new!/2 - Create and validate configuration
	Supports: url, headers, timeout, retry_count, retry_delay, heartbeat_interval, max_backoff, reconnect_on_error, restore_subscriptions, request_timeout, debug, latency_buffer_size, record_to

Frame (frame.ex)
WebSocket frame handling:
	text/1, binary/1 - Encode text/binary frames
	ping/0, pong/1 - Control frames
	decode/1 - Decode incoming frames

Reconnection (reconnection.ex)
Automatic reconnection with exponential backoff:
	establish_connection/1 - Establish Gun connection
	calculate_backoff/3 - Exponential backoff calculation
	should_reconnect?/1 - Error-based reconnection decision
	max_retries_exceeded?/2 - Retry limit check

Message Handler (message_handler.ex)
Message routing and processing:
	handle_message/2 - Route incoming Gun messages
	decode_and_handle_control/1 - Decode and handle control frames
	create_handler/1 - Create callback handler for message types

Error Handler (error_handler.ex)
Comprehensive error management:
	categorize_error/1 - Classify as :recoverable or :fatal
	handle_error/1 - Return :reconnect or :stop action
	explain/1 - Human-readable error with suggestion and docs URL

3. Protocol Support
JSON-RPC (json_rpc.ex)
JSON-RPC 2.0 support:
	build_request/2 - Build JSON-RPC request
	match_response/1 - Match response/notification/error
	defrpc/2 - Macro for generating RPC method functions

Request Correlator (request_correlator.ex)
Request/response correlation tracking:
	track/4 - Track pending request with timeout
	resolve/2 - Resolve response by ID
	timeout/2 - Handle request timeout
	Telemetry events for tracking, resolution, and timeout

4. Infrastructure Modules
Standalone Connection Registry (connection_registry.ex)
Opt-in ETS-based connection tracking:
	Fast connection lookups via get/1
	Process monitoring with register/2
	Explicit cleanup via cleanup_dead/1

Decision: Keep ConnectionRegistry as a supported standalone public utility.
ClientSupervisor discovers children through DynamicSupervisor, so wiring the
registry into it would create a second lifecycle data source. Consumers that opt
in own registry initialization, dead-process cleanup, and shutdown.
Rate Limiter (rate_limiter.ex)
Token bucket rate limiting:
	Exchange-specific cost functions (deribit_cost/1, binance_cost/1, simple_cost/1)
	Atomic consume/refill against a public ETS table
	Allow/deny gate — rate-limited requests are not retained

Heartbeat Manager (heartbeat_manager.ex)
Heartbeat lifecycle management:
	Platform-specific heartbeat types (:deribit, :ping_pong, :binance)
	Timer management
	Delegates application-heartbeat pong recording to HeartbeatInterval

Heartbeat Interval (heartbeat_interval.ex)
Shared pong recording for generic and Deribit heartbeats:
	record_pong/3 - update active_heartbeats, reset failures, emit interval telemetry
	The rtt_ms measurement is time between responses, not true RTT

Safe Callback (safe_callback.ex)
Crash-safe lifecycle callback invocation:
	invoke/2 - call a 1-arity callback, swallowing raise/throw/exit
	Used by Client.terminate/2 (on_disconnect) and ClientSupervisor.start_client/2 (on_connect)

Subscription Manager (subscription_manager.ex)
Deribit-dialect JSON-RPC subscription tracking and restoration:
	Auto-tracks public/subscribe and public/unsubscribe (params.channels) plus id-keyed confirmations/rejections
	Does not auto-track or automatically restore other venues; their adapters manage subscription state and reconnect replay
	Client.subscribe/2 has no request id, so tracking is optimistic (a rejection stays in the restore set)
	Restore payloads are Deribit public/subscribe
	Telemetry events for add/remove/restore

Latency Stats (latency_stats.ex)
Bounded circular buffer for latency tracking:
	add/2 - Record latency sample
	summary/1 - Get p50/p99/last/count

Debug (debug.ex)
Debug logging utility:
	log/2 - Log when debug mode enabled (no-op otherwise)

5. Session Recording
Recorder (recorder.ex)
Pure functions for session recording:
	format_entry/3 - Format frame as JSONL line
	replay/3 - Replay recorded session
	metadata/1 - Get session statistics

Recorder Server (recorder_server.ex)
Async file I/O for recording:
	Buffered writes with periodic flush
	Non-blocking record/3 via send

6. Pool Management
Client Supervisor (client_supervisor.ex)
DynamicSupervisor for connection pools:
	start_client/2 - Start supervised client
	send_balanced/2 - Health-based load balancing with failover
	Custom client discovery via :client_discovery option
	Lifecycle callbacks (:on_connect, :on_disconnect)

Pool Router (pool_router.ex)
Health-based connection routing:
	Health scoring (0-100) based on pending requests, latency, and errors
	Round-robin fallback for equal health
	Error recording with 60s decay

7. Testing
Testing (testing.ex)
Consumer-facing test utilities:
	start_mock_server/1 - Start mock WebSocket server
	inject_message/2 - Send message from server to client
	assert_message_sent/3 - Verify client sent expected message
	simulate_disconnect/2 - Trigger disconnect scenarios

8. Platform Adapters
Deribit Adapter (examples/deribit_adapter.ex)
Reference implementation for exchange integration:
	Authentication flow
	Heartbeat management
	Subscription handling
	Cancel-on-disconnect protection

The executable examples and Mix.Tasks.ZenWebsocket.* commands remain in the
Hex package. This preserves the modules and tasks already available to consumers;
removing either directory from package.files would remove that consumer-facing
content.
Data Flow
User Code
    |
    v
Client API (connect, send, subscribe, close, monitoring)
    |
    +---> RequestCorrelator (track/resolve/timeout)
    |
    v
Message Handler <---> JSON-RPC
    |                    |
    v                    v
Frame Encoder      Rate Limiter
    |                    |
    v                    v
Gun Transport <---> WebSocket Server
    |
    +---> HeartbeatManager (ping/pong, RTT tracking)
    +---> SubscriptionManager (track, restore on reconnect)
    +---> LatencyStats (p50/p99 circular buffer)
    +---> Recorder/RecorderServer (JSONL session capture)
    |
    v
Error Handler --> Reconnection

ClientSupervisor ---> PoolRouter (health scoring, failover)
State Management
Connection State
	Managed by Client GenServer
	Includes: connection status, subscriptions, pending requests
	Preserved across reconnections

Registry State
	Standalone ETS table for O(1) lookups
	Stores: PID to connection mappings
	Initialized, cleaned, and shut down explicitly by opt-in consumers

Rate Limiter State
	Token bucket per connection
	Configurable refill rates
	Burst capacity tracking

Error Handling Strategy
	Connection Errors: Trigger automatic reconnection
	Protocol Errors: Log and notify user callback
	Authentication Errors: Halt and require user intervention
	Application Errors: Pass through to user code

Supervision Strategy
Client Supervisor
	Simple one-for-one strategy
	Restart clients on failure
	Configurable restart intensity

Adapter Supervision
	Platform adapters handle their own supervision
	Separation of concerns between transport and business logic
	Clean restart semantics

Performance Considerations
	ETS for Fast Lookups: Connection registry uses ETS
	Direct Gun API: No abstraction overhead
	Efficient Frame Processing: Minimal allocations
	Telemetry Integration: Observable performance metrics

Extension Points
Custom Adapters
	Implement authentication for your platform
	Handle platform-specific message formats
	Add custom subscription logic
	Integrate with platform features

Custom Protocols
	Extend message handler for new formats
	Add protocol-specific frame handling
	Implement custom correlation strategies

Testing Architecture
Unit Tests
	Test individual modules in isolation
	Use local mock servers (not mocks!)
	Verify edge cases and error conditions

Integration Tests
	Test against real APIs (test.deribit.com)
	Verify end-to-end functionality
	Test reconnection scenarios
	Measure real-world performance

Stability Tests
	Long-running connection tests
	High-frequency message testing
	Network interruption simulation
	Memory leak detection

Security Considerations
	TLS by Default: All connections use TLS
	Credential Management: Environment variables for secrets
	No Credential Logging: Sensitive data never logged
	Secure Frame Masking: Client-side frame masking

Monitoring and Observability
Telemetry Events
	Connection lifecycle events
	Message send/receive metrics
	Error occurrence tracking
	Performance measurements

Health Checks
	Connection state monitoring
	Heartbeat status
	Rate limit utilization
	Queue depth tracking



  

    Reconnection Architecture Guide

Overview
ZenWebsocket implements a dual-layer reconnection architecture that provides both network-level and process-level reliability. This design leverages Gun's flexible process ownership model to ensure robust connection management for financial trading systems.
Dual-Layer Design Rationale
Layer 1: Client-Level Reconnection (Network Recovery)
The ZenWebsocket.Client GenServer provides built-in reconnection for network-level failures:
	Handles temporary network outages
	Manages WebSocket protocol errors
	Preserves connection state during recovery
	Configurable via reconnect_on_error option (default: true)

Layer 2: Adapter-Level Supervision (Process Recovery)
Platform adapters like DeribitGenServerAdapter provide process-level supervision:
	Monitors Client process health
	Handles complete process crashes
	Restores authentication state
	Re-establishes subscriptions
	Always sets reconnect_on_error: false to prevent duplicate attempts

Gun Process Ownership Model
Gun creates a dedicated process for each WebSocket connection with flexible ownership:
┌─────────────────┐
│   Client        │
│  GenServer      │─── owns ──→ ┌─────────────┐
└─────────────────┘             │ Gun Process │
                                └─────────────┘
Key Features:
	The process that creates the Gun connection owns it initially
	Gun sends all messages to the owning process
	Ownership can be transferred between processes if needed
	If owner dies, Gun process terminates
	New connections require new Gun processes

This ownership model enables our Client GenServer to directly receive and handle all Gun messages, including WebSocket frames and heartbeats.
When to Use Each Reconnection Mechanism
Use Client-Level Reconnection (Standalone Pattern)
For simple use cases without complex state requirements:
# Client handles its own reconnection
{:ok, client} = Client.connect(url)  # reconnect_on_error: true (default)
Characteristics:
	Network failures trigger automatic reconnection
	Connection state preserved
	No authentication restoration
	No subscription restoration
	Suitable for read-only market data

Use Adapter-Level Supervision (Supervised Pattern)
For production trading systems requiring full state restoration:
# Adapter disables client reconnection
connect_opts = [
  reconnect_on_error: false,  # Client stops cleanly on errors
  heartbeat_config: %{...}    # Other options preserved
]
Characteristics:
	Adapter monitors Client process
	Full state restoration on crashes
	Authentication automatically restored
	Subscriptions re-established
	Cancel-on-disconnect protection maintained

Message and Failure Flows
Normal Operation Flow
User Request
    ↓
Adapter GenServer
    ↓
Client GenServer
    ↓
Gun Process ←──── WebSocket ────→ Exchange
    ↓
Client GenServer (receives Gun messages directly)
    ↓
Adapter GenServer
    ↓
User Response
Network Failure with Client Reconnection
Network Failure Detected
    ↓
Gun Process notifies Client GenServer
    ↓
Client checks reconnect_on_error
    ↓
If true: Exponential backoff retry
    ↓
Create new Gun process (Client owns it)
    ↓
Re-establish WebSocket
    ↓
Resume message flow
Process Crash with Adapter Supervision
Client Process Crash
    ↓
Adapter receives {:DOWN, ...}
    ↓
Adapter initiates reconnection
    ↓
Create new Client (reconnect_on_error: false)
    ↓
New Client creates Gun process (owns it)
    ↓
Restore authentication
    ↓
Re-establish subscriptions
    ↓
Resume trading operations
Architecture Decision Records
ADR-001: Dual-Layer Reconnection
Context: Different use cases require different reconnection strategies.
Decision: Implement reconnection at both Client and Adapter layers.
Consequences: Clear separation of concerns, no duplicate attempts, flexible deployment.
ADR-002: Configuration-Based Behavior
Context: Need to prevent duplicate reconnection attempts in supervised scenarios.
Decision: Use reconnect_on_error flag to control Client behavior.
Consequences: Backward compatibility maintained, explicit configuration required.
ADR-003: Client GenServer Owns Gun Connection
Context: Gun sends messages to the owning process; integrated heartbeat needs these messages.
Decision: Client GenServer always owns the Gun connection it creates.
Consequences: Direct message handling, simplified architecture, no message forwarding needed.
ADR-004: Adapter Ownership of Reconnection Logic
Context: Production systems need full state restoration beyond network recovery.
Decision: Adapters always disable Client reconnection and handle it themselves.
Consequences: Consistent pattern, predictable behavior, simplified debugging.
Performance Considerations
	Connection Pooling: Each reconnection creates a new Gun process. Consider connection pooling for high-frequency reconnection scenarios.

	Exponential Backoff: Both layers implement exponential backoff to prevent thundering herd problems.

	State Restoration Cost: Adapter-level reconnection has higher overhead due to authentication and subscription restoration.

	Memory Usage: Failed Gun processes are garbage collected. Monitor process count during extended outages.

	Message Routing: Client GenServer owns Gun connection, eliminating message forwarding overhead.


Best Practices
	Always use supervised pattern for production trading
	Monitor both Client and Adapter processes
	Implement circuit breakers for persistent failures
	Log reconnection attempts with correlation IDs
	Test reconnection scenarios in staging environments
	Set appropriate timeout values for your latency requirements
	Ensure Client GenServer owns Gun connection for direct message handling

Implementation Details
Client Configuration
defmodule ZenWebsocket.Config do
  defstruct [
    # ... other fields ...
    reconnect_on_error: true,  # Default: enabled for standalone use
    # ... other fields ...
  ]
end
Adapter Pattern
# In adapter's do_connect function
connect_opts = [
  heartbeat_config: %{
    type: :deribit,
    interval: heartbeat_interval
  },
  reconnect_on_error: false  # Critical: prevents duplicate reconnection
]

{:ok, client} = Client.connect(url, connect_opts)
Monitor Pattern
# Adapter monitors Client for process-level failures
ref = Process.monitor(client.server_pid)

# Handle Client death
def handle_info({:DOWN, ^ref, :process, _pid, reason}, state) do
  # Initiate adapter-level reconnection with full state restoration
end
Related Documentation
	Building Adapters Guide
	Troubleshooting Reconnection
	Gun Integration Guide
	ZenWebsocket.Client — the client module itself
	ZenWebsocket.Examples.DeribitGenServerAdapter — supervised adapter example



  

    Gun Integration Guide

This guide covers the integration of the Gun HTTP/WebSocket client in ZenWebsocket, focusing on connection management, process monitoring, and ownership transfer.
Table of Contents
	Overview
	Process Monitoring vs. Linking
	Waiting for the Gun Connection to Come Up
	Ownership Transfer
	Best Practices

Overview
ZenWebsocket uses Gun as its underlying transport layer for WebSocket connections. Gun provides robust HTTP and WebSocket protocol implementation with features like:
	HTTP/1.1, HTTP/2, and WebSocket support
	Automatic reconnection capabilities
	Comprehensive TLS options
	Message streaming and multiplexing

The ZenWebsocket.Client module is a GenServer that owns the Gun connection and manages message routing.
Process Monitoring vs. Linking
Gun gives developers the choice between using process links and monitors for tracking connection processes:
Why ZenWebsocket Uses Monitors
ZenWebsocket uses Erlang's process monitoring (Process.monitor/1) instead of process linking for tracking Gun connections for several reasons:
	Resilience: If a Gun process crashes, the monitoring process receives a message rather than crashing itself
	Control: More granular control over error handling and recovery
	Ownership Transfers: Easier to manage process relationships during ownership changes

Current Implementation in Client
# In ZenWebsocket.Client.connect/2
{:ok, gun_pid} = :gun.open(host_charlist, port, gun_opts)
monitor_ref = Process.monitor(gun_pid)

%Client{
  gun_pid: gun_pid,
  monitor_ref: monitor_ref,
  state: :connecting,
  # ...
}
Waiting for the Gun Connection to Come Up
ZenWebsocket never calls :gun.await/2,3,4 or :gun.await_up/1,2,3 — there are
no call sites anywhere in lib/; the name appears only in a comment in
ZenWebsocket.Reconnection. Instead,
Reconnection.establish_connection/1 opens Gun, sets up its own
Process.monitor/1, and blocks on a hand-written receive that matches every
relevant transport message:
# lib/zen_websocket/reconnection.ex
# Waits for Gun to come up, matching connection-level errors that :gun.await_up/2
# does not surface (e.g. :nxdomain delivered as {:gun_error, pid, reason}).
defp await_gun_up(gun_pid, timeout) do
  receive do
    {:gun_up, ^gun_pid, protocol} -> {:ok, protocol}
    {:gun_error, ^gun_pid, reason} -> {:error, reason}
    {:gun_error, ^gun_pid, _stream, reason} -> {:error, reason}
    {:gun_down, ^gun_pid, _proto, reason, _killed} -> {:error, reason}
    {:DOWN, _ref, :process, ^gun_pid, reason} -> {:error, reason}
  after
    timeout -> {:error, :timeout}
  end
end
await_transport/2 calls Process.monitor(gun_pid) and then await_gun_up(gun_pid, config.timeout) — the monitor ref is not passed in. It does not need to be: the
monitor is installed by the same process that then blocks in await_gun_up/2's
receive, so the {:DOWN, _ref, :process, ^gun_pid, reason} clause fires if the
Gun process dies before :gun_up arrives. The ref is kept only to hand back on
success and to demonitor on the failure path.
Why a raw receive instead of :gun.await_up/2
Per Gun's source (await_up/1,2,3, fetched from
ninenines/gun/src/gun.erl),
:gun.await_up/3 — the arity await_up/1 and await_up/2 both funnel into —
matches only two message shapes: {gun_up, ServerPid, Protocol} and the
monitor's own {'DOWN', MRef, process, ServerPid, Reason}. It has no clause for
gun_error or gun_down at all, and it is not scoped to a stream — it never
takes a StreamRef. A connection-level failure such as :nxdomain, delivered as
a bare {:gun_error, ServerPid, Reason}, simply falls through :gun.await_up's
receive and is only surfaced once the full Timeout elapses. await_gun_up/2
matches that shape directly, so DNS/TCP-level failures during the initial
handshake surface as {:error, reason} instead of waiting out the full timeout.
Gun's own await_up/2 and await_up/3 (called with a Timeout, not an explicit
MonitorRef) do not require a monitor set up beforehand — each one creates
its own and demonitors it (with [:flush]) before returning:
% src/gun.erl
await_up(ServerPid) ->
	MRef = monitor(process, ServerPid),
	Res = await_up(ServerPid, 5000, MRef),
	demonitor(MRef, [flush]),
	Res.

await_up(ServerPid, MRef) when is_reference(MRef) ->
	await_up(ServerPid, 5000, MRef);
await_up(ServerPid, Timeout) ->
	MRef = monitor(process, ServerPid),
	Res = await_up(ServerPid, Timeout, MRef),
	demonitor(MRef, [flush]),
	Res.

await_up(ServerPid, Timeout, MRef) ->
	receive
		{gun_up, ServerPid, Protocol} ->
			{ok, Protocol};
		{'DOWN', MRef, process, ServerPid, Reason} ->
			{error, {down, Reason}}
	after Timeout ->
		{error, timeout}
	end.
ZenWebsocket doesn't call any :gun.await* function, so this isn't something it
relies on — but the source confirms await_up has no clause matching a bare
gun_error or gun_down message, which is exactly the gap await_gun_up/2
closes. ZenWebsocket's own monitor_ref (in the client state) is set up
separately, in await_transport/2, and lives for the whole connection rather
than being scoped to a single await call.
Ownership Transfer
One of Gun's most powerful features is the ability to transfer connection ownership between processes. The Client GenServer owns the connection so Gun messages land in the process that routes heartbeats and user frames.
When to Transfer Ownership
Ownership transfer is useful when:
	Client GenServer needs to receive Gun messages for integrated heartbeat processing
	Reconnection creates a new Gun process that needs proper ownership
	Moving connections between supervision trees

Routing Gun Frames Through Callbacks and Frames
init/1 still opens Gun and monitors it directly on the Client GenServer, so all
Gun messages land on the process that owns the connection. But message routing
itself is no longer inlined in Client — handle_info/2 is a one-line delegate:
# lib/zen_websocket/client.ex
def handle_info(msg, state), do: Callbacks.handle_info(msg, state)
Client.Callbacks.handle_info/2 tries transport-message routing first, falling
back to timer/correlation routing:
# lib/zen_websocket/client/callbacks.ex
def handle_info(msg, state) do
  case transport_info(msg, state) do
    :unhandled -> timer_info(msg, state)
    result -> result
  end
end

defp transport_info(
       {:gun_ws, gun_pid, stream_ref, frame},
       %{gun_pid: gun_pid, stream_ref: stream_ref} = state
     ) do
  Frames.handle_ws(state, gun_pid, stream_ref, frame)
end
Client.Frames.handle_ws/4 does the actual decode-and-dispatch work: heartbeat
tracking, control-frame classification via
MessageHandler.decode_and_handle_control/1, then routing data frames to the
user handler, JSON-RPC correlation, or the subscription/heartbeat managers:
# lib/zen_websocket/client/frames.ex
def handle_ws(state, gun_pid, stream_ref, frame) do
  # ...debug logging omitted...
  heartbeat_state = track_heartbeat_frame(frame, state)

  case MessageHandler.decode_and_handle_control({:gun_ws, gun_pid, stream_ref, frame}) do
    {:ok, {:data, decoded_frame}} ->
      new_state = route_data_frame(decoded_frame, heartbeat_state)
      {:noreply, new_state}

    {:ok, :control_frame_handled} ->
      {:noreply, heartbeat_state}

    {:error, {:protocol_error, _} = error} ->
      handle_frame_error(heartbeat_state, error)
  end
end
Reconnection Flow with Ownership
The monitored :DOWN message is handled by Client.Callbacks.transport_info/2,
which delegates to Client.TransportErrors.handle_process_down/4 — not by a
function on Client itself:
# lib/zen_websocket/client/callbacks.ex
defp transport_info(
       {:DOWN, ref, :process, gun_pid, reason},
       %{gun_pid: gun_pid, monitor_ref: ref} = state
     ) do
  TransportErrors.handle_process_down(state, gun_pid, ref, reason)
end
# lib/zen_websocket/client/transport_errors.ex
def handle_process_down(state, gun_pid, ref, reason) do
  # ...debug logging omitted...
  Retry.handle_connection_error(state, {:connection_down, reason})
end
There is no bare handle_connection_error/2 anywhere in the tree — the retry
decision lives in ZenWebsocket.Client.Retry.handle_connection_error/2, reached
only through TransportErrors.
Reconnection.establish_connection/1 runs inside the Client GenServer so the new
Gun process sends messages to this process. Client.Connection (a private
helper module, not Client directly) wraps it for both the initial connect and
reconnect paths:
# lib/zen_websocket/client/connection.ex
defp start_gun_attempt(state) do
  state = %{state | connect_start_time: System.monotonic_time(:millisecond)}

  case Reconnection.establish_connection(state.config) do
    {:ok, gun_pid, stream_ref, monitor_ref} ->
      Debug.log(state.config, "   ✅ Gun connection established")
      {:noreply, begin_attempt(state, gun_pid, stream_ref, monitor_ref)}

    {:error, reason} ->
      Debug.log(state.config, "   ❌ Gun connection failed: #{inspect(reason)}")
      {:noreply, %{state | state: :disconnected}, {:continue, {:connection_failed, reason}}}
  end
end
Best Practices
1. Always Use Monitors
# Good - ZenWebsocket.Client pattern
{:ok, gun_pid} = :gun.open(host, port, opts)
monitor_ref = Process.monitor(gun_pid)

# Bad - no visibility into connection failures
{:ok, gun_pid} = :gun.open(host, port, opts)
2. Handle Monitor Messages
See "Reconnection Flow with Ownership" above
for the real :DOWN handling chain: Client.Callbacks.transport_info/2 →
Client.TransportErrors.handle_process_down/4 → Client.Retry.handle_connection_error/2.
3. Client GenServer Owns Gun Connection
The Client GenServer must own the Gun connection to receive messages — see
"Routing Gun Frames Through Callbacks and Frames"
above for the real :gun_ws delegation chain (Client → Callbacks → Frames).
4. Clean Reconnection
defp start_gun_attempt(state) do
  case Reconnection.establish_connection(state.config) do
    {:ok, gun_pid, stream_ref, monitor_ref} ->
      {:noreply, begin_attempt(state, gun_pid, stream_ref, monitor_ref)}

    {:error, reason} ->
      {:noreply, %{state | state: :disconnected}, {:continue, {:connection_failed, reason}}}
  end
end
5. Test Connection Failures
Always test how your application handles:
	Gun process crashes during active trading
	Network disconnections during heartbeat sequences
	Reconnection with subscription restoration
	Message routing after reconnection

Summary
Gun's process monitoring and ownership features are critical for ZenWebsocket's architecture. By having the Client GenServer own the Gun connection, we enable:
	Integrated heartbeat processing and user message handling
	Seamless reconnection with state preservation
	Reliable heartbeat handling for financial trading
	Clean separation of concerns between modules

The key insight is that Gun sends messages to the process that owns the connection, which is why the Client GenServer must open (or re-open) Gun itself.


  

    ZenWebsocket Supervision Strategy

Overview
ZenWebsocket provides optional supervision for WebSocket client connections, ensuring resilience and automatic recovery from failures. This is critical for financial trading systems where connection stability directly impacts order execution and risk management.
Important: As a library, ZenWebsocket does not start any supervisors automatically. You must explicitly add supervision to your application's supervision tree when needed.
Architecture
Your Application Supervisor
    ├── ZenWebsocket.ClientSupervisor (Optional DynamicSupervisor)
    │       ├── Client GenServer 1
    │       ├── Client GenServer 2
    │       └── Client GenServer N
    └── Your other children...
Key Components
1. ClientSupervisor (ZenWebsocket.ClientSupervisor)
	DynamicSupervisor for managing client connections
	Restart strategy: :one_for_one (isolated failures)
	Maximum 10 restarts in 60 seconds (configurable)
	Each client runs independently

2. Client GenServer (ZenWebsocket.Client)
	Manages individual WebSocket connections
	Handles Gun process ownership and message routing
	Integrated heartbeat handling
	Automatic reconnection on network failures

Usage Patterns
Pattern 1: No Supervision (Simple/Testing)
# Direct connection without supervision
{:ok, client} = ZenWebsocket.Client.connect("wss://example.com")

# Use the client
ZenWebsocket.Client.send_message(client, "Hello")

# Clean up when done
ZenWebsocket.Client.close(client)
Pattern 2: Using ClientSupervisor
First, add the supervisor to your application:
defmodule MyApp.Application do
  use Application
  
  def start(_type, _args) do
    children = [
      # Add the ZenWebsocket supervisor
      ZenWebsocket.ClientSupervisor,
      # Your other children...
    ]
    
    Supervisor.start_link(children, strategy: :one_for_one)
  end
end
Then create supervised connections:
# Supply `handler:` when user code needs unsolicited inbound frames; otherwise
# user-deliverable frames hit MessageHandler.default_handler/1 and are discarded.
{:ok, client} = ZenWebsocket.ClientSupervisor.start_client("wss://example.com",
  handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end
)

# With configuration
{:ok, client} = ZenWebsocket.ClientSupervisor.start_client("wss://example.com",
  handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end,
  retry_count: 10,
  heartbeat_config: %{type: :deribit, interval: 30_000}
)
Pattern 3: Direct Client Supervision
Add individual clients directly to your supervision tree:
defmodule MyApp.Application do
  use Application
  
  def start(_type, _args) do
    children = [
      # Supervise individual clients
      {ZenWebsocket.Client, [
        url: "wss://exchange1.com",
        id: :exchange1_client,
        handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end,
        heartbeat_config: %{type: :deribit, interval: 30_000}
      ]},
      {ZenWebsocket.Client, [
        url: "wss://exchange2.com",
        id: :exchange2_client,
        handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end
      ]},
      # Your other children...
    ]
    
    Supervisor.start_link(children, strategy: :one_for_one)
  end
end
Restart Behavior
The restart strategy depends on which pattern started the client — the two
differ, and the difference matters when you shut a client down deliberately.
Pattern 2 — transient (ClientSupervisor.start_client/2)
ClientSupervisor builds its child spec with restart: :transient:
	Clients are restarted only if they exit abnormally
	Normal shutdowns (via Client.close/1) don't trigger restart
	Crashes and connection failures trigger automatic restart

Pattern 3 — permanent ({ZenWebsocket.Client, opts} in your own tree)
Client.child_spec/1 sets restart: :permanent, so a client added directly to
a supervision tree is restarted on every exit, including a clean
Client.close/1. If you want transient semantics here, override it yourself:
Supervisor.child_spec(
  {ZenWebsocket.Client,
   url: "wss://exchange1.com", handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end},
  restart: :transient
)
Failure Scenarios
	Network Disconnection
	Client detects connection loss
	Attempts internal reconnection (configurable retries)
	If max retries exceeded, GenServer exits
	Supervisor restarts the client


	Process Crash
	Supervisor immediately detects exit
	Starts new client process
	Connection re-established from scratch


	Heartbeat Failure
	Client tracks heartbeat failures
	Closes connection after threshold
	Supervisor restarts for fresh connection



Production Considerations
1. Resource Management
	Each supervised client consumes:	1 Erlang process (Client GenServer)
	1 Gun connection process
	Associated memory for state and buffers



2. Restart Limits
	Default: 10 restarts in 60 seconds
	Prevents restart storms
	Adjust based on expected failure patterns

3. Monitoring
# List all supervised clients
clients = ZenWebsocket.ClientSupervisor.list_clients()

# Check client health
health = ZenWebsocket.Client.get_heartbeat_health(client)
4. Graceful Shutdown
# Stop a specific client
ZenWebsocket.ClientSupervisor.stop_client(pid)

# Client won't be restarted (normal termination)
Best Practices
	Use Supervision for Production
	Always use ClientSupervisor.start_client/2 for production
	Direct connections only for testing/development


	Configure Appropriate Timeouts
	Set heartbeat intervals based on exchange requirements
	Configure retry counts for network conditions


	Monitor Client Health
	Implement health checks using get_heartbeat_health/1
	Set up alerts for excessive restarts


	Handle Restart Events
	Subscriptions may need re-establishment
	Authentication may need renewal
	Order state should be reconciled



Example: Production Deribit Connection
defmodule TradingSystem.DeribitConnection do
  use GenServer
  
  def start_link(opts) do
    GenServer.start_link(__MODULE__, opts, name: __MODULE__)
  end
  
  def init(opts) do
    # Start supervised connection
    url = "wss://test.deribit.com/ws/api/v2"
    owner = self()

    config = [
      handler: fn msg -> send(owner, {:ws, msg}) end,
      heartbeat_config: %{type: :deribit, interval: 30_000},
      retry_count: 10,
      retry_delay: 1000
    ]
    
    {:ok, client} = ZenWebsocket.ClientSupervisor.start_client(url, config)
    
    # Create adapter with supervised client
    adapter = %ZenWebsocket.Examples.DeribitAdapter{
      client: client,
      authenticated: false,
      subscriptions: MapSet.new(),
      client_id: opts[:client_id],
      client_secret: opts[:client_secret]
    }
    
    # Authenticate and subscribe
    {:ok, adapter} = ZenWebsocket.Examples.DeribitAdapter.authenticate(adapter)
    {:ok, adapter} = ZenWebsocket.Examples.DeribitAdapter.subscribe(adapter, [
      "book.BTC-PERPETUAL.raw",
      "trades.BTC-PERPETUAL.raw",
      "user.orders.BTC-PERPETUAL.raw"
    ])

    {:ok, %{adapter: adapter}}
  end

  def handle_info({:ws, message}, state) do
    {:noreply, Map.put(state, :last_message, message)}
  end
end
Supervision Tree Visualization
YourApp.Supervisor
    ├── ZenWebsocket.ClientSupervisor
    │       ├── Client_1 (Deribit Production)
    │       ├── Client_2 (Deribit Test)
    │       └── Client_3 (Binance)
    └── YourApp.TradingEngine
ZenWebsocket is a library: application/0 declares no mod:. Start ClientSupervisor in the host application's supervision tree.
The supervision strategy ensures that WebSocket connections remain stable and automatically recover from failures, critical for 24/7 financial trading operations.
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A robust WebSocket client library for Elixir, built on Gun transport.
Designed for financial APIs (cryptocurrency exchanges like Deribit) but
works with any WebSocket endpoint. Provides automatic reconnection,
heartbeat management, rate limiting, and request/response correlation.
Quick Start
# Connect to a WebSocket endpoint
{:ok, client} = ZenWebsocket.Client.connect("wss://test.deribit.com/ws/api/v2")

# Send a message
:ok = ZenWebsocket.Client.send_message(client, Jason.encode!(%{method: "public/test"}))

# Subscribe to channels
:ok = ZenWebsocket.Client.subscribe(client, ["trades.BTC-PERPETUAL.raw"])

# Check connection state
:connected = ZenWebsocket.Client.get_state(client)

# Close when done
:ok = ZenWebsocket.Client.close(client)
Supervised Connections
For production use, ZenWebsocket.ClientSupervisor manages connection pools
with health-based load balancing:
# Start the supervisor (add to your application supervision tree)
ZenWebsocket.ClientSupervisor.start_link([])

# Supply `handler:` when user code needs unsolicited inbound frames; the
# supervised path has no parent-forwarding default.
{:ok, client} =
  ZenWebsocket.ClientSupervisor.start_client("wss://example.com/ws",
    handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end
  )

# Route to healthiest connection
:ok = ZenWebsocket.ClientSupervisor.send_balanced(message)
Key Modules
Client API
	ZenWebsocket.Client — connect/2, send_message/2, close/1, subscribe/2,
get_state/1, plus monitoring (get_heartbeat_health/1, get_state_metrics/1,
get_latency_stats/1) and reconnect/1. GenServer callbacks stay on Client;
responsibility-scoped Client.* modules hold call wrapping, Gun lifecycle,
retry policy, frame routing, correlation, recording, and callback bodies.
	ZenWebsocket.ClientSupervisor — supervised connection pool with send_balanced/2
	ZenWebsocket.Config — connection configuration and validation

Infrastructure
	ZenWebsocket.RateLimiter — token bucket rate limiting
	ZenWebsocket.PoolRouter — health-based connection routing
	ZenWebsocket.ConnectionRegistry — opt-in ETS connection lookup utility

Internal (not in describe/0)
	ZenWebsocket.Reconnection — exponential backoff; called only from the Client GenServer
	ZenWebsocket.HeartbeatManager — keepalive lifecycle; operates on Client-owned state
	ZenWebsocket.SubscriptionManager — subscription tracking; operates on Client-owned state
	ZenWebsocket.RequestCorrelator — JSON-RPC correlation; operates on Client-owned state

Observability
	ZenWebsocket.ErrorHandler — error categorization with explain/1
	ZenWebsocket.LatencyStats — connection latency tracking (p50/p99)
	ZenWebsocket.Recorder — pure JSONL session recording/replay functions
	ZenWebsocket.RecorderServer — async file I/O behind Recorder recordings
	ZenWebsocket.Testing — mock-server test helpers for consumers
(start_mock_server/1, simulate_disconnect/2, inject_message/2)

Protocol
	ZenWebsocket.Frame — WebSocket frame encoding/decoding
	ZenWebsocket.JsonRpc — JSON-RPC 2.0 message formatting
	ZenWebsocket.MessageHandler — message parsing and routing

Platform Examples
See ZenWebsocket.Examples.DeribitGenServerAdapter for a production-ready
supervised adapter demonstrating authentication, subscription management, and
monitored auto-reconnect. For a simpler unsupervised example, see
ZenWebsocket.Examples.DeribitAdapter.
Self-Describing API
All public modules are annotated with descripex for progressive discovery:
ZenWebsocket.describe()                        # Library overview
ZenWebsocket.describe(:client)                 # Client functions
ZenWebsocket.describe(:client, :connect)       # Full connect details
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        __descripex_modules__()

      


        Return the list of modules registered with this library.



    


    
      
        describe()

      


        Return a Level 1 overview of all modules in this library.



    


    
      
        describe(mod_or_short)

      


        Return Level 2 function list for a module (by full atom, or short name as string or atom).



    


    
      
        describe(mod_or_short, func_name)

      


        Return Level 3 function detail (or nil if not found).



    





      


      
        Functions


        


  
    
      
    
    
      __descripex_modules__()



        
          
        

    

  


  

      

          @spec __descripex_modules__() :: [module()]


      


Return the list of modules registered with this library.

  



  
    
      
    
    
      describe()



        
          
        

    

  


  

      

          @spec describe() :: [map()]


      


Return a Level 1 overview of all modules in this library.

  



  
    
      
    
    
      describe(mod_or_short)



        
          
        

    

  


  

      

          @spec describe(module() | atom() | String.t()) :: [map()]


      


Return Level 2 function list for a module (by full atom, or short name as string or atom).

  



  
    
      
    
    
      describe(mod_or_short, func_name)



        
          
        

    

  


  

      

          @spec describe(module() | atom() | String.t(), atom()) :: map() | nil


      


Return Level 3 function detail (or nil if not found).

  


        

      


  

    
ZenWebsocket.Client 
    



      
WebSocket client GenServer using Gun as transport layer.
Overview
The Client module is implemented as a GenServer to handle asynchronous Gun messages.
Gun sends all WebSocket messages to the process that opens the connection, so the
Client GenServer owns the Gun connection to receive these messages directly.
Struct-Based Responses
Despite being a GenServer internally, the public API hands back a t/0 struct
rather than a bare pid:
{:ok, client} = Client.connect("wss://example.com")
# client is a struct with gun_pid, stream_ref, and server_pid fields

:ok = Client.send_message(client, "hello")
Client.close(client)
Connection Ownership and Reconnection
Initial Connection
When you call connect/2, a new Client GenServer is started which:
	Opens a Gun connection from within the GenServer
	Receives all Gun messages (gun_ws, gun_up, gun_down, etc.)
	Returns a client struct containing the GenServer PID

Automatic Reconnection
On connection failure, the Client GenServer:
	Detects the failure via process monitoring
	Cleans up the old Gun connection
	Opens a new Gun connection from the same GenServer process
	Maintains Gun message ownership continuity
	Preserves the same Client GenServer PID throughout

This ensures that integrated heartbeat functionality continues to work seamlessly
across reconnections without needing to track connection changes.
The Client GenServer handles all reconnection logic internally to maintain
Gun message ownership throughout the connection lifecycle.
Public API
	connect/2 - Establish connection
	send_message/2 - Send messages
	subscribe/2 - Subscribe to channels
	get_state/1 - Get connection state
	close/1 - Close connection
	reconnect/1 - Close and re-establish the connection
	get_heartbeat_health/1 - Heartbeat health
	get_state_metrics/1 - Internal state metrics
	get_latency_stats/1 - Request/response latency
	start_link/2 - Start the Client GenServer under a supervisor
	child_spec/1 - Child specification for a supervision tree

Configuration Options
The connect/2 function accepts all options from ZenWebsocket.Config:
# Customize reconnection behavior
{:ok, client} = Client.connect("wss://example.com",
  retry_count: 5,              # Try reconnecting 5 times
  retry_delay: 2000,           # Start with 2 second delay
  max_backoff: 60_000,         # Cap backoff at 1 minute
  reconnect_on_error: true     # Auto-reconnect on errors
)

# Disable auto-reconnection for critical operations
{:ok, client} = Client.connect("wss://example.com",
  reconnect_on_error: false
)
See ZenWebsocket.Config for all available options.
API Functions
	Function	Arity	Description	Param Kinds
	reconnect	1	Force reconnection by closing and re-establishing the connection.	client: value
	get_latency_stats	1	Get latency statistics for request/response round-trip times.	client: value
	get_state_metrics	1	Get detailed metrics about the client's internal state.	client: value
	get_heartbeat_health	1	Get heartbeat health status.	client: value
	get_state	1	Get the current connection state.	client: value
	subscribe	2	Subscribe via Deribit's public/subscribe (tracked at send time; no request id).	client: value, channels: value
	close	1	Close the WebSocket connection.	client: value
	send_message	2	Send a message through the WebSocket connection.	client: value, message: value
	connect	2	Establish a WebSocket connection.	url_or_config: value, opts: value
	start_link	2	Start a Client GenServer under a supervisor.	url_or_config: value, opts: value
	child_spec	1	Return a child specification for starting a Client under a supervisor.	opts: value


      


      
        Summary


  
    Types
  


    
      
        handler()

      


        Function invoked for each inbound message. Return value is ignored.



    


    
      
        handler_message()

      


        Tuple shapes delivered to user-provided message handlers.



    


    
      
        state()

      


        Internal GenServer state for the WebSocket client



    


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a child specification for starting a Client under a supervisor.



    


    
      
        close(client)

      


        Close the WebSocket connection.



    


    
      
        connect(url_or_config, opts \\ [])

      


        Establish a WebSocket connection.



    


    
      
        get_heartbeat_health(client)

      


        Get heartbeat health status.



    


    
      
        get_latency_stats(client)

      


        Gets latency statistics for request/response round-trip times.



    


    
      
        get_state(client)

      


        Returns the current connection state.



    


    
      
        get_state_metrics(client)

      


        Gets detailed metrics about the client's internal state.



    


    
      
        reconnect(client)

      


        Force reconnection by closing and re-establishing the connection.



    


    
      
        send_message(client, message)

      


        Sends a message through the WebSocket connection.



    


    
      
        start_link(url_or_config, opts \\ [])

      


        Starts a Client GenServer under a supervisor.



    


    
      
        subscribe(client, channels)

      


        Subscribe via Deribit's public/subscribe JSON-RPC method.



    





      


      
        Types


        


  
    
      
    
    
      handler()



        
          
        

    

  


  

      

          @type handler() :: (handler_message() -> any())


      


Function invoked for each inbound message. Return value is ignored.

  



  
    
      
    
    
      handler_message()



        
          
        

    

  


  

      

          @type handler_message() ::
  {:message, map() | binary()}
  | {:binary, binary()}
  | {:unmatched_response, map()}
  | {:protocol_error, term()}


      


Tuple shapes delivered to user-provided message handlers.
See USAGE_RULES.md "Handler Message Reference" for semantics and when each
shape is emitted.

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  optional(:retry_count) => non_neg_integer(),
  optional(:awaiting_connection) => GenServer.from(),
  optional(:connection_timer) => reference() | nil,
  optional(:connection_attempt) => reference() | nil,
  optional(:pending_subscription_ops) => %{optional(term()) => :add | :remove},
  gun_pid: pid() | nil,
  stream_ref: reference() | nil,
  state: :connecting | :connected | :disconnected,
  url: String.t(),
  monitor_ref: reference() | nil,
  config: ZenWebsocket.Config.t(),
  handler: handler(),
  subscriptions: MapSet.t(String.t()),
  pending_requests: %{
    optional(term()) => {GenServer.from(), reference(), integer()}
  },
  heartbeat_config: :disabled | map(),
  active_heartbeats: MapSet.t(term()),
  last_heartbeat_at: integer() | nil,
  heartbeat_failures: non_neg_integer(),
  heartbeat_timer: reference() | nil,
  heartbeat_ping_payload: binary() | nil,
  heartbeat_ping_sent_at: integer() | nil,
  connect_start_time: integer() | nil,
  latency_stats: ZenWebsocket.LatencyStats.t(),
  recorder_pid: pid() | nil,
  on_connect: (pid() -> any()) | nil,
  on_disconnect: (pid() -> any()) | nil,
  reconnector: function() | nil
}


      


Internal GenServer state for the WebSocket client

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ZenWebsocket.Client{
  config: ZenWebsocket.Config.t() | nil,
  gun_pid: pid() | nil,
  monitor_ref: reference() | nil,
  reconnect_opts: keyword(),
  server_pid: pid() | nil,
  state: :connecting | :connected | :disconnected,
  stream_ref: reference() | nil,
  url: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a child specification for starting a Client under a supervisor.
Examples
# In your application's supervision tree
children = [
  {ZenWebsocket.Client,
   url: "wss://example.com",
   id: :my_client,
   handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end},
  # Or with full configuration
  {ZenWebsocket.Client, [
    url: "wss://example.com",
    handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end,
    heartbeat_config: %{type: :deribit, interval: 30_000},
    retry_count: 10
  ]}
]

Supervisor.start_link(children, strategy: :one_for_one)

  



  
    
      
    
    
      close(client)



        
          
        

    

  


  

      

          @spec close(t()) :: :ok


      


Close the WebSocket connection.
Parameters
	client - Client struct from connect/2 (value)

Returns
Always succeeds (:ok)
# descripex:contract
%{
  params: %{
    client: %{description: "Client struct from connect/2", kind: :value}
  },
  returns: %{type: ":ok", description: "Always succeeds"}
}

  



    

  
    
      
    
    
      connect(url_or_config, opts \\ [])



        
          
        

    

  


  

      

          @spec connect(
  String.t() | ZenWebsocket.Config.t(),
  keyword()
) :: {:ok, t()} | {:error, term()}


      


Establish a WebSocket connection.
Parameters
	url_or_config - WebSocket URL string or Config struct (value)
	opts - Connection options keyword list (default: [], value)

Returns
Client struct or error ({:ok, t()} | {:error, term()})
Errors
	:timeout
	:invalid_url
	:connection_refused

# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Connection options keyword list",
      kind: :value
    },
    url_or_config: %{
      description: "WebSocket URL string or Config struct",
      kind: :value
    }
  },
  errors: [:timeout, :invalid_url, :connection_refused],
  returns: %{
    type: "{:ok, t()} | {:error, term()}",
    description: "Client struct or error"
  }
}

  



  
    
      
    
    
      get_heartbeat_health(client)



        
          
        

    

  


  

      

          @spec get_heartbeat_health(t()) :: map() | nil


      


Get heartbeat health status.
Parameters
	client - Client struct from connect/2 (value)

Returns
Heartbeat health map or nil if unavailable (map() | nil)
# descripex:contract
%{
  params: %{
    client: %{description: "Client struct from connect/2", kind: :value}
  },
  returns: %{
    type: "map() | nil",
    description: "Heartbeat health map or nil if unavailable"
  }
}

  



  
    
      
    
    
      get_latency_stats(client)



        
          
        

    

  


  

      

          @spec get_latency_stats(t()) ::
  %{
    p50: non_neg_integer(),
    p99: non_neg_integer(),
    last: non_neg_integer(),
    count: non_neg_integer()
  }
  | nil


      


Gets latency statistics for request/response round-trip times.
Returns a map with p50, p99, last sample, and count, or nil if no samples yet.
Returns nil if the server process is no longer alive (see
"Process-down safety" in send_message/2).

  



  
    
      
    
    
      get_state(client)



        
          
        

    

  


  

      

          @spec get_state(t()) :: :connecting | :connected | :disconnected


      


Returns the current connection state.
Returns :disconnected if the server process is no longer alive (see
"Process-down safety" in send_message/2).

  



  
    
      
    
    
      get_state_metrics(client)



        
          
        

    

  


  

      

          @spec get_state_metrics(t()) :: map() | nil


      


Gets detailed metrics about the client's internal state.
Returns a map containing:
	Data structure sizes (heartbeats, subscriptions, pending requests)
	Memory usage information
	Process statistics

Returns nil if the server process is no longer alive (see
"Process-down safety" in send_message/2).

  



  
    
      
    
    
      reconnect(client)



        
          
        

    

  


  

      

          @spec reconnect(t()) :: {:ok, t()} | {:error, term()}


      


Force reconnection by closing and re-establishing the connection.
Parameters
	client - Client struct from connect/2 (value)

Returns
New client struct or error ({:ok, t()} | {:error, term()})
Errors
	:timeout
	:connection_refused

# descripex:contract
%{
  params: %{
    client: %{description: "Client struct from connect/2", kind: :value}
  },
  errors: [:timeout, :connection_refused],
  returns: %{
    type: "{:ok, t()} | {:error, term()}",
    description: "New client struct or error"
  }
}

  



  
    
      
    
    
      send_message(client, message)



        
          
        

    

  


  

      

          @spec send_message(t(), binary()) :: :ok | {:ok, map()} | {:error, term()}


      


Sends a message through the WebSocket connection.
Returns :ok, {:ok, response}, or {:error, reason}.
Process-down safety
Client structs hold the GenServer PID by value. If the server process has
exited, this function returns {:error, {:not_connected, :process_down}}
instead of crashing the caller, including races where the process dies during
the GenServer.call/3. For pool-level failover across multiple candidates,
use ClientSupervisor.send_balanced/2 with the :client_discovery option.

  



    

  
    
      
    
    
      start_link(url_or_config, opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(
  String.t() | ZenWebsocket.Config.t(),
  keyword()
) :: {:ok, pid()} | {:error, term()}


      


Starts a Client GenServer under a supervisor.
This function is designed to be called by a supervisor. For direct usage,
prefer connect/2 which provides better error handling and connection
establishment feedback.

  



  
    
      
    
    
      subscribe(client, channels)



        
          
        

    

  


  

      

          @spec subscribe(t(), list()) :: :ok | {:error, term()}


      


Subscribe via Deribit's public/subscribe JSON-RPC method.
The request has no id, so SubscriptionManager records the channels at
send time. A server-side rejection is not observed and those channels stay
in the reconnect restore set. Send an id-carrying public/subscribe via
send_message/2 to wait for confirmation.

  


        

      


  

    
ZenWebsocket.Client.CallFacade 
    



      
Process-down-safe GenServer.call helpers used by ZenWebsocket.Client.
Touches no Gun state. Every public Client accessor that talks to the
connection process goes through safe_call/3.

      


      
        Summary


  
    Functions
  


    
      
        process_down_exit?(arg1)

      


        True when a GenServer.call/2 exit means the target process is gone.



    


    
      
        safe_call(server_pid, request, fallback)

      


        GenServer.call/2 that returns fallback when the server process is down.



    


    
      
        start_client(server_module, config, opts, builder)

      


        Starts the Client GenServer, installs the default parent handler when
none is provided, and awaits the WebSocket upgrade.



    


    
      
        unwrap_call_exit(reason)

      


        Unwraps a GenServer.call/3 exit into the error reason returned to callers.



    


    
      
        with_default_handler(opts, parent_pid)

      


        Adds a parent-process message handler when :handler is absent from opts.



    





      


      
        Functions


        


  
    
      
    
    
      process_down_exit?(arg1)



        
          
        

    

  


  

      

          @spec process_down_exit?(term()) :: boolean()


      


True when a GenServer.call/2 exit means the target process is gone.

  



  
    
      
    
    
      safe_call(server_pid, request, fallback)



        
          
        

    

  


  

      

          @spec safe_call(pid(), term(), term()) :: term()


      


GenServer.call/2 that returns fallback when the server process is down.

  



  
    
      
    
    
      start_client(server_module, config, opts, builder)



        
          
        

    

  


  

      

          @spec start_client(module(), ZenWebsocket.Config.t(), keyword(), (map(), pid() ->
                                                              struct())) ::
  {:ok, struct()} | {:error, term()}


      


Starts the Client GenServer, installs the default parent handler when
none is provided, and awaits the WebSocket upgrade.

  



  
    
      
    
    
      unwrap_call_exit(reason)



        
          
        

    

  


  

      

          @spec unwrap_call_exit(term()) :: term()


      


Unwraps a GenServer.call/3 exit into the error reason returned to callers.

  



  
    
      
    
    
      with_default_handler(opts, parent_pid)



        
          
        

    

  


  

      

          @spec with_default_handler(
  keyword(),
  pid()
) :: keyword()


      


Adds a parent-process message handler when :handler is absent from opts.

  


        

      


  

    
ZenWebsocket.Client.Callbacks 
    



      
handle_call/3 and handle_info/2 clause bodies for ZenWebsocket.Client.
The GenServer callbacks are defined on ZenWebsocket.Client so supervision and
Gun message ownership stay with that process; this module holds the
pattern-matched routing bodies those callbacks delegate to. Every function here
takes and returns Client GenServer state and must not assume it runs in any
other process.

      


      
        Summary


  
    Functions
  


    
      
        handle_call(arg1, from, state)

      


        Routes Client handle_call/3 requests. Clause order matches the original Client.



    


    
      
        handle_info(msg, state)

      


        Routes Client handle_info/2 messages. Pins and fall-through match the original Client.



    





      


      
        Functions


        


  
    
      
    
    
      handle_call(arg1, from, state)



        
          
        

    

  


  

      

          @spec handle_call(term(), GenServer.from(), map()) ::
  {:reply, term(), map()} | {:noreply, map()}


      


Routes Client handle_call/3 requests. Clause order matches the original Client.

  



  
    
      
    
    
      handle_info(msg, state)



        
          
        

    

  


  

      

          @spec handle_info(term(), map()) ::
  {:noreply, map()}
  | {:noreply, map(), {:continue, term()}}
  | {:stop, term(), map()}


      


Routes Client handle_info/2 messages. Pins and fall-through match the original Client.

  


        

      


  

    
ZenWebsocket.Client.Connection 
    



      
Gun connection open, upgrade, and cleanup for ZenWebsocket.Client.
Runs inside the Client GenServer process so Gun messages keep the same owner.
Attempt-identity timers are preserved from the Task 2 rewrite. Retry decisions
live in ZenWebsocket.Client.Retry.

      


      
        Summary


  
    Functions
  


    
      
        cleanup_failed_connection(state)

      


        Fails pending requests, cancels timers, and closes the Gun connection.



    


    
      
        continue_connect(state)

      


        Opens the first Gun connection after init/1.



    


    
      
        continue_reconnect(state)

      


        Opens a Gun connection on a scheduled or immediate reconnect.



    


    
      
        handle_upgrade(state, headers)

      


        Marks the connection connected after a WebSocket upgrade.



    


    
      
        initial_state(config, opts)

      


        Builds the GenServer state used by Client.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      cleanup_failed_connection(state)



        
          
        

    

  


  

      

          @spec cleanup_failed_connection(map()) :: map()


      


Fails pending requests, cancels timers, and closes the Gun connection.

  



  
    
      
    
    
      continue_connect(state)



        
          
        

    

  


  

      

          @spec continue_connect(map()) ::
  {:noreply, map()}
  | {:noreply, map(), {:continue, {:connection_failed, term()}}}


      


Opens the first Gun connection after init/1.

  



  
    
      
    
    
      continue_reconnect(state)



        
          
        

    

  


  

      

          @spec continue_reconnect(map()) ::
  {:noreply, map()}
  | {:noreply, map(), {:continue, {:connection_failed, term()}}}


      


Opens a Gun connection on a scheduled or immediate reconnect.

  



  
    
      
    
    
      handle_upgrade(state, headers)



        
          
        

    

  


  

      

          @spec handle_upgrade(map(), term()) :: {:noreply, map()}


      


Marks the connection connected after a WebSocket upgrade.

  



  
    
      
    
    
      initial_state(config, opts)



        
          
        

    

  


  

      

          @spec initial_state(
  ZenWebsocket.Config.t(),
  keyword()
) :: map()


      


Builds the GenServer state used by Client.init/1.

  


        

      


  

    
ZenWebsocket.Client.Correlation 
    



      
JSON-RPC response and timeout correlation for ZenWebsocket.Client.

      


      
        Summary


  
    Functions
  


    
      
        handle_response(response, state)

      


        Resolves a JSON-RPC response and records its round-trip latency.



    


    
      
        handle_timeout(state, request_id)

      


        Replies {:error, :timeout} to the caller waiting on request_id.



    


    
      
        handle_timeout_message(state, arg)

      


        Applies the pending-request pin checks for Erlang and legacy correlation timeouts.



    





      


      
        Functions


        


  
    
      
    
    
      handle_response(response, state)



        
          
        

    

  


  

      

          @spec handle_response(map(), map()) :: map()


      


Resolves a JSON-RPC response and records its round-trip latency.

  



  
    
      
    
    
      handle_timeout(state, request_id)



        
          
        

    

  


  

      

          @spec handle_timeout(map(), term()) :: {:noreply, map()}


      


Replies {:error, :timeout} to the caller waiting on request_id.

  



  
    
      
    
    
      handle_timeout_message(state, arg)



        
          
        

    

  


  

      

          @spec handle_timeout_message(map(), term()) :: {:noreply, map()}


      


Applies the pending-request pin checks for Erlang and legacy correlation timeouts.

  


        

      


  

    
ZenWebsocket.Client.Frames 
    



      
Inbound WebSocket frame routing for ZenWebsocket.Client.

      


      
        Summary


  
    Functions
  


    
      
        handle_ws(state, gun_pid, stream_ref, frame)

      


        Routes a Gun WebSocket frame: heartbeat tracking, control-frame decode, then data dispatch.



    


    
      
        maybe_restore_subscriptions(state)

      


        Restores subscriptions after reconnection if configured.



    


    
      
        route_data_frame(frame, state)

      


        Routes data frames to heartbeat, subscription, JSON-RPC, or the user handler.



    


    
      
        send_text(state, gun_pid, stream_ref, message, from)

      


        Sends a text frame, correlating JSON-RPC requests that carry an id.



    





      


      
        Functions


        


  
    
      
    
    
      handle_ws(state, gun_pid, stream_ref, frame)



        
          
        

    

  


  

      

          @spec handle_ws(map(), pid(), reference(), term()) ::
  {:noreply, map()} | {:stop, term(), map()}


      


Routes a Gun WebSocket frame: heartbeat tracking, control-frame decode, then data dispatch.

  



  
    
      
    
    
      maybe_restore_subscriptions(state)



        
          
        

    

  


  

      

          @spec maybe_restore_subscriptions(map()) :: map()


      


Restores subscriptions after reconnection if configured.

  



  
    
      
    
    
      route_data_frame(frame, state)



        
          
        

    

  


  

      

          @spec route_data_frame(term(), map()) :: map()


      


Routes data frames to heartbeat, subscription, JSON-RPC, or the user handler.

  



  
    
      
    
    
      send_text(state, gun_pid, stream_ref, message, from)



        
          
        

    

  


  

      

          @spec send_text(map(), pid(), reference(), binary(), GenServer.from()) ::
  {:noreply, map()} | {:reply, term(), map()}


      


Sends a text frame, correlating JSON-RPC requests that carry an id.

  


        

      


  

    
ZenWebsocket.Client.Reconnect 
    



      
Explicit reconnect target and option handling for ZenWebsocket.Client.

      


      
        Summary


  
    Functions
  


    
      
        reconnect_opts_from_state(state)

      


        Builds the keyword list stored on the Client struct for a later reconnect.



    


    
      
        reconnect_target(client)

      


        Reads reconnect target and opts from a live Client struct or its GenServer.



    


    
      
        reconnect_with(target, opts, connect_fun)

      


        Re-opens a connection via connect_fun or a caller-supplied :reconnector.



    





      


      
        Functions


        


  
    
      
    
    
      reconnect_opts_from_state(state)



        
          
        

    

  


  

      

          @spec reconnect_opts_from_state(map()) :: keyword()


      


Builds the keyword list stored on the Client struct for a later reconnect.

  



  
    
      
    
    
      reconnect_target(client)



        
          
        

    

  


  

      

          @spec reconnect_target(map()) ::
  {ZenWebsocket.Config.t() | String.t() | nil, keyword()}


      


Reads reconnect target and opts from a live Client struct or its GenServer.

  



  
    
      
    
    
      reconnect_with(target, opts, connect_fun)



        
          
        

    

  


  

      

          @spec reconnect_with(
  ZenWebsocket.Config.t() | String.t() | nil,
  keyword(),
  (term(), keyword() -> {:ok, struct()} | {:error, term()})
) :: {:ok, struct()} | {:error, term()}


      


Re-opens a connection via connect_fun or a caller-supplied :reconnector.

  


        

      


  

    
ZenWebsocket.Client.Recorder 
    



      
Session recorder lifecycle and frame writes for ZenWebsocket.Client.

      


      
        Summary


  
    Functions
  


    
      
        maybe_record(recorder_pid, direction, frame)

      


        Records a frame when a recorder process exists.



    


    
      
        maybe_start(path)

      


        Starts a session recorder when record_to is a path.



    


    
      
        maybe_stop(recorder_pid)

      


        Stops a session recorder if it is still alive.



    





      


      
        Functions


        


  
    
      
    
    
      maybe_record(recorder_pid, direction, frame)



        
          
        

    

  


  

      

          @spec maybe_record(pid() | nil, ZenWebsocket.Recorder.direction(), term()) :: :ok


      


Records a frame when a recorder process exists.

  



  
    
      
    
    
      maybe_start(path)



        
          
        

    

  


  

      

          @spec maybe_start(String.t() | nil) :: pid() | nil


      


Starts a session recorder when record_to is a path.

  



  
    
      
    
    
      maybe_stop(recorder_pid)



        
          
        

    

  


  

      

          @spec maybe_stop(pid() | nil) :: :ok


      


Stops a session recorder if it is still alive.

  


        

      


  

    
ZenWebsocket.Client.Retry 
    



      
Connection-error retry state machine for ZenWebsocket.Client.
Attempt-identity timers live in ZenWebsocket.Client.Connection; this module
applies retry policy to reconnect immediately, schedule backoff, or stop.

      


      
        Summary


  
    Functions
  


    
      
        continue_failed(state, reason)

      


        Handles a failed open by cleaning up and maybe scheduling a retry.



    


    
      
        handle_connection_error(state, reason)

      


        Cleans up a failed connection and retries or stops according to policy.



    


    
      
        handle_connection_timeout(state)

      


        Times out the in-flight connection attempt when the attempt identity matches.



    


    
      
        handle_retry_reconnect(state)

      


        Handles a scheduled reconnect tick, stopping when retries are exhausted.



    





      


      
        Functions


        


  
    
      
    
    
      continue_failed(state, reason)



        
          
        

    

  


  

      

          @spec continue_failed(map(), term()) :: {:noreply, map()} | {:stop, term(), map()}


      


Handles a failed open by cleaning up and maybe scheduling a retry.

  



  
    
      
    
    
      handle_connection_error(state, reason)



        
          
        

    

  


  

      

          @spec handle_connection_error(map(), term()) ::
  {:noreply, map()} | {:stop, term(), map()}


      


Cleans up a failed connection and retries or stops according to policy.

  



  
    
      
    
    
      handle_connection_timeout(state)



        
          
        

    

  


  

      

          @spec handle_connection_timeout(map()) :: {:noreply, map()} | {:stop, term(), map()}


      


Times out the in-flight connection attempt when the attempt identity matches.

  



  
    
      
    
    
      handle_retry_reconnect(state)



        
          
        

    

  


  

      

          @spec handle_retry_reconnect(map()) ::
  {:noreply, map()}
  | {:noreply, map(), {:continue, :reconnect}}
  | {:stop, term(), map()}


      


Handles a scheduled reconnect tick, stopping when retries are exhausted.

  


        

      


  

    
ZenWebsocket.Client.RetryPolicy 
    



      
Pure retry eligibility and error normalization for ZenWebsocket.Client.

      


      
        Summary


  
    Functions
  


    
      
        normalize_error(reason)

      


        Unwraps nested Gun/shutdown error tuples to the inner reason.



    


    
      
        retry_now?(state, reason)

      


        True when the current error should open a new Gun attempt immediately or later.



    





      


      
        Functions


        


  
    
      
    
    
      normalize_error(reason)



        
          
        

    

  


  

      

          @spec normalize_error(term()) :: term()


      


Unwraps nested Gun/shutdown error tuples to the inner reason.

  



  
    
      
    
    
      retry_now?(state, reason)



        
          
        

    

  


  

      

          @spec retry_now?(map(), term()) :: boolean()


      


True when the current error should open a new Gun attempt immediately or later.

  


        

      


  

    
ZenWebsocket.Client.TransportErrors 
    



      
Gun error/down logging and retry dispatch for ZenWebsocket.Client.

      


      
        Summary


  
    Functions
  


    
      
        handle_gun_down(state, gun_pid, protocol, reason, killed_streams)

      


        Logs a Gun down event and runs the retry state machine.



    


    
      
        handle_gun_error(state, gun_pid, stream_ref, reason)

      


        Logs a Gun stream error and runs the retry state machine.



    


    
      
        handle_process_down(state, gun_pid, ref, reason)

      


        Logs a monitored Gun process exit and runs the retry state machine.



    





      


      
        Functions


        


  
    
      
    
    
      handle_gun_down(state, gun_pid, protocol, reason, killed_streams)



        
          
        

    

  


  

      

          @spec handle_gun_down(map(), pid(), term(), term(), term()) ::
  {:noreply, map()} | {:stop, term(), map()}


      


Logs a Gun down event and runs the retry state machine.

  



  
    
      
    
    
      handle_gun_error(state, gun_pid, stream_ref, reason)



        
          
        

    

  


  

      

          @spec handle_gun_error(map(), pid(), reference(), term()) ::
  {:noreply, map()} | {:stop, term(), map()}


      


Logs a Gun stream error and runs the retry state machine.

  



  
    
      
    
    
      handle_process_down(state, gun_pid, ref, reason)



        
          
        

    

  


  

      

          @spec handle_process_down(map(), pid(), reference(), term()) ::
  {:noreply, map()} | {:stop, term(), map()}


      


Logs a monitored Gun process exit and runs the retry state machine.

  


        

      


  

    
ZenWebsocket.ClientSupervisor 
    



      
Optional supervisor for WebSocket client connections.
Provides client connections as children of one DynamicSupervisor, with
automatic restart after abnormal termination.
Restart Policy
Allows up to 10 restarts within 60 seconds. This prevents rapid restart loops
while allowing recovery from transient failures.
Adding to Your Supervision Tree
# In your application supervisor
children = [
  # Start the ClientSupervisor
  ZenWebsocket.ClientSupervisor,
  # Your other children...
]

Supervisor.start_link(children, strategy: :one_for_one)
Usage
# After supervisor is started, create supervised connections
{:ok, client} = ClientSupervisor.start_client("wss://example.com",
  handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end,
  retry_count: 5,
  heartbeat_config: %{type: :deribit, interval: 30_000}
)

# Abnormal exits are restarted subject to the supervisor intensity limit;
# transport reconnects use the Client's configured exponential backoff.
API Functions
	Function	Arity	Description	Param Kinds
	send_balanced	2	Send a message using health-based load balancing with failover.	message: value, opts: value
	stop_client	1	Gracefully stop a supervised client.	pid: value
	list_clients	0	List all supervised client connections.	-
	start_client	2	Start a supervised WebSocket client with automatic restart.	url_or_config: value, opts: value


      


      
        Summary


  
    Types
  


    
      
        discovery_fun()

      


        Function that returns a list of client PIDs for load balancing



    


    
      
        lifecycle_callback()

      


        Callback invoked on client lifecycle events



    





  
    Functions
  


    
      
        child_spec(arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        list_clients()

      


        Lists all supervised client connections.



    


    
      
        send_balanced(message, opts \\ [])

      


        Sends a message using health-based load balancing.



    


    
      
        start_client(url_or_config, opts \\ [])

      


        Starts a supervised WebSocket client.



    


    
      
        start_link(init_arg)

      


        Starts the client supervisor.



    


    
      
        stop_client(pid)

      


        Gracefully stops a supervised client.



    





      


      
        Types


        


  
    
      
    
    
      discovery_fun()



        
          
        

    

  


  

      

          @type discovery_fun() :: (-> [pid()])


      


Function that returns a list of client PIDs for load balancing

  



  
    
      
    
    
      lifecycle_callback()



        
          
        

    

  


  

      

          @type lifecycle_callback() :: (pid() -> any())


      


Callback invoked on client lifecycle events

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      list_clients()



        
          
        

    

  


  

      

          @spec list_clients() :: [pid()]


      


Lists all supervised client connections.

  



    

  
    
      
    
    
      send_balanced(message, opts \\ [])



        
          
        

    

  


  

      

          @spec send_balanced(
  binary(),
  keyword()
) :: :ok | {:ok, map()} | {:error, term()}


      


Sends a message using health-based load balancing.
Selects the healthiest connection from the pool and sends the message.
On failure, records the error and attempts failover to the next healthiest
connection.
Options
	:max_attempts - Maximum failover attempts (default: 3)
	:client_discovery - Function returning list of PIDs (default: list_clients/0)

Examples
:ok = ClientSupervisor.send_balanced(message)
{:ok, response} = ClientSupervisor.send_balanced(rpc_message)
{:error, :no_connections} = ClientSupervisor.send_balanced(message)

# With custom discovery (e.g., distributed with :pg)
:ok = ClientSupervisor.send_balanced(message,
  client_discovery: fn -> :pg.get_members(:ws_pool) end
)

  



    

  
    
      
    
    
      start_client(url_or_config, opts \\ [])



        
          
        

    

  


  

      

          @spec start_client(
  String.t() | ZenWebsocket.Config.t(),
  keyword()
) :: {:ok, ZenWebsocket.Client.t()} | {:error, term()}


      


Starts a supervised WebSocket client.
The client will be automatically restarted on failure according to the
supervisor's restart strategy.
Lifecycle Callbacks
	:on_connect - Called with the client PID after successful connection.
Use to register the client with external registries (:pg, Horde, etc.).
	:on_disconnect - Called with the client PID when the client terminates.
Use to unregister from external registries.

Examples
# Supply `handler:` when user code needs unsolicited inbound frames.
{:ok, client} =
  ClientSupervisor.start_client("wss://example.com",
    handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end
  )

# With lifecycle callbacks for distributed registry
{:ok, client} = ClientSupervisor.start_client("wss://example.com",
  handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end,
  on_connect: fn pid -> :pg.join(:ws_pool, pid) end,
  on_disconnect: fn pid -> :pg.leave(:ws_pool, pid) end
)

  



  
    
      
    
    
      start_link(init_arg)



        
          
        

    

  


  

      

          @spec start_link(term()) :: Supervisor.on_start()


      


Starts the client supervisor.

  



  
    
      
    
    
      stop_client(pid)



        
          
        

    

  


  

      

          @spec stop_client(pid()) :: :ok | {:error, :not_found}


      


Gracefully stops a supervised client.

  


        

      


  

    
ZenWebsocket.Config 
    



      
Configuration struct for WebSocket connections.
Options
	:url - WebSocket URL (required, must be ws:// or wss://)
	:headers - HTTP headers for the upgrade request (default: [])
	:timeout - Connection timeout in milliseconds (default: 5000)
	:retry_count - Maximum reconnection attempts (default: 3)
	:retry_delay - Base delay for exponential backoff in ms (default: 1000)
	:heartbeat_interval - Fallback heartbeat interval in ms, used only when heartbeat_config
is a map that omits :interval (default: 30000)
	:max_backoff - Maximum delay between reconnection attempts in ms (default: 30000)
	:reconnect_on_error - Whether to auto-reconnect on connection errors (default: true)
	:restore_subscriptions - Whether to restore subscriptions after reconnect (default: true)
	:request_timeout - Timeout for correlated requests in ms (default: 30000)
	:debug - Enable verbose debug logging (default: false)
	:latency_buffer_size - Size of circular buffer for latency stats (default: 100)
	:record_to - Path to JSONL file for session recording (default: nil, disabled)

:heartbeat_config is not a field of this struct. It is a ZenWebsocket.Client.connect/2
option that defaults to :disabled, and no heartbeat timer is started until it is set to a
map with a :type (see ZenWebsocket.HeartbeatManager). Setting :heartbeat_interval on
its own sends nothing.
Examples
# Basic configuration
{:ok, config} = Config.new("wss://example.com")

# Custom reconnection settings
{:ok, config} = Config.new("wss://example.com",
  retry_count: 5,
  retry_delay: 2000,
  max_backoff: 60_000,
  reconnect_on_error: true
)

# Disable auto-reconnection
{:ok, config} = Config.new("wss://example.com",
  reconnect_on_error: false
)
API Functions
	Function	Arity	Description	Param Kinds
	validate	1	Validate an existing configuration struct.	config: value
	new!	2	Create and validate a new configuration, raising on error.	url: value, opts: value
	new	2	Create and validate a new WebSocket configuration.	url: value, opts: value


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(url, opts \\ [])

      


        Creates and validates a new configuration.



    


    
      
        new!(url, opts \\ [])

      


        Creates and validates a new configuration, raising on error.



    


    
      
        validate(config)

      


        Validates a configuration struct.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ZenWebsocket.Config{
  debug: boolean(),
  headers: [{String.t(), String.t()}],
  heartbeat_interval: pos_integer(),
  latency_buffer_size: pos_integer(),
  max_backoff: pos_integer(),
  reconnect_on_error: boolean(),
  record_to: String.t() | nil,
  request_timeout: pos_integer(),
  restore_subscriptions: boolean(),
  retry_count: non_neg_integer(),
  retry_delay: pos_integer(),
  timeout: pos_integer(),
  url: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(url, opts \\ [])



        
          
        

    

  


  

      

          @spec new(
  String.t(),
  keyword()
) :: {:ok, t()} | {:error, String.t()}


      


Creates and validates a new configuration.

  



    

  
    
      
    
    
      new!(url, opts \\ [])



        
          
        

    

  


  

      

          @spec new!(
  String.t(),
  keyword()
) :: t()


      


Creates and validates a new configuration, raising on error.

  



  
    
      
    
    
      validate(config)



        
          
        

    

  


  

      

          @spec validate(t()) :: {:ok, t()} | {:error, String.t()}


      


Validates a configuration struct.

  


        

      


  

    
ZenWebsocket.ConnectionRegistry 
    



      
Opt-in ETS connection tracking, without a GenServer.
Maps a caller-chosen connection id to a Gun pid in a public named ETS table
(:zen_websocket_connections), monitoring each pid so dead connections can be
swept. The table is created lazily by init/0 and every other function assumes
it exists — call init/0 once (typically from your application start) before
registering.
ZenWebsocket.Client does not use this registry; it is a utility for consumers
that want to look connections up by a stable id.
API Functions
	Function	Arity	Description	Param Kinds
	shutdown	0	Drop all monitors and delete the registry ETS table.	-
	cleanup_dead	1	Remove every registration pointing at a dead Gun pid.	gun_pid: value
	get	1	Look up the Gun pid registered for a connection id.	connection_id: value
	deregister	1	Remove a connection by id and drop its monitor.	connection_id: value
	register	2	Register a connection id against a Gun pid and monitor the pid.	connection_id: value, gun_pid: value
	init	0	Create the connection registry ETS table if it does not exist.	-


      


      
        Summary


  
    Functions
  


    
      
        cleanup_dead(gun_pid)

      


        Cleanup dead connection by PID.



    


    
      
        deregister(connection_id)

      


        Deregister a connection by ID.



    


    
      
        get(connection_id)

      


        Get connection info by ID.



    


    
      
        init()

      


        Initialize the connection registry ETS table.



    


    
      
        register(connection_id, gun_pid)

      


        Register a connection with monitoring.



    


    
      
        shutdown()

      


        Cleanup all connections and destroy table.



    





      


      
        Functions


        


  
    
      
    
    
      cleanup_dead(gun_pid)



        
          
        

    

  


  

      

          @spec cleanup_dead(pid()) :: :ok


      


Cleanup dead connection by PID.

  



  
    
      
    
    
      deregister(connection_id)



        
          
        

    

  


  

      

          @spec deregister(String.t()) :: :ok


      


Deregister a connection by ID.

  



  
    
      
    
    
      get(connection_id)



        
          
        

    

  


  

      

          @spec get(String.t()) :: {:ok, pid()} | {:error, :not_found}


      


Get connection info by ID.

  



  
    
      
    
    
      init()



        
          
        

    

  


  

      

          @spec init() :: :ok


      


Initialize the connection registry ETS table.

  



  
    
      
    
    
      register(connection_id, gun_pid)



        
          
        

    

  


  

      

          @spec register(String.t(), pid()) :: :ok


      


Register a connection with monitoring.

  



  
    
      
    
    
      shutdown()



        
          
        

    

  


  

      

          @spec shutdown() :: :ok


      


Cleanup all connections and destroy table.

  


        

      


  

    
ZenWebsocket.Debug 
    



      
Conditional debug logging for ZenWebsocket.
Provides debug logging that only outputs when debug: true is set in config.
This keeps library output quiet by default while allowing verbose logging
when troubleshooting connection issues.

      


      
        Summary


  
    Functions
  


    
      
        log(config, message)

      


        Log a debug message if debug mode is enabled in the config.



    





      


      
        Functions


        


  
    
      
    
    
      log(config, message)



        
          
        

    

  


  

      

          @spec log(ZenWebsocket.Config.t(), String.t()) :: :ok


      


Log a debug message if debug mode is enabled in the config.
Always pass the Config struct directly - this is the canonical holder of the debug flag.
Examples
ZenWebsocket.Debug.log(config, "Connection established")
ZenWebsocket.Debug.log(state.config, "Message received")

  


        

      


  

    
ZenWebsocket.ErrorHandler 
    



      
Simple error handling for WebSocket connections.
Handles common error scenarios:
	Connection errors (network failures)
	Protocol errors (malformed frames)
	Authentication errors
	Timeout errors

Passes raw errors without wrapping to preserve original error information.
Provides human-readable explanations via explain/1.
API Functions
	Function	Arity	Description	Param Kinds
	explain	1	Get a human-readable explanation with fix suggestions for an error.	error: value
	handle_error	1	Return the appropriate action for an error.	error: value
	recoverable?	1	Check if an error is recoverable through reconnection.	error: value
	categorize_error	1	Categorize an error as recoverable or fatal.	error: value


      


      
        Summary


  
    Types
  


    
      
        explanation()

      


        Human-readable error explanation with fix suggestions.



    





  
    Functions
  


    
      
        categorize_error(error)

      


        Categorizes errors into recoverable vs non-recoverable types.



    


    
      
        explain(error)

      


        Returns a human-readable explanation for an error.



    


    
      
        handle_error(error)

      


        Handles errors by returning appropriate actions.



    


    
      
        recoverable?(error)

      


        Determines if an error is recoverable through reconnection.



    





      


      
        Types


        


  
    
      
    
    
      explanation()



        
          
        

    

  


  

      

          @type explanation() :: %{
  message: String.t(),
  suggestion: String.t(),
  docs_url: String.t() | nil
}


      


Human-readable error explanation with fix suggestions.
	message - What went wrong
	suggestion - How to fix it
	docs_url - Link to relevant docs (nil unless overridden)


  


        

      

      
        Functions


        


  
    
      
    
    
      categorize_error(error)



        
          
        

    

  


  

      

          @spec categorize_error(term()) :: {:recoverable | :fatal, term()}


      


Categorizes errors into recoverable vs non-recoverable types.
Tags the error as {:recoverable, error} (network/transient) or
{:fatal, error} (protocol/auth) based on pattern matching.

  



  
    
      
    
    
      explain(error)



        
          
        

    

  


  

      

          @spec explain(term()) :: explanation()


      


Returns a human-readable explanation for an error.
Provides a clear message describing what happened, a suggestion for how to
fix it, and optionally a documentation URL for more information.
Examples
iex> ZenWebsocket.ErrorHandler.explain({:error, :econnrefused})
%{
  message: "Connection refused by server",
  suggestion: "Check that the server is running and verify the URL is correct",
  docs_url: nil
}

iex> ZenWebsocket.ErrorHandler.explain({:error, :unauthorized})
%{
  message: "Authentication failed",
  suggestion: "Check your API credentials are valid and not expired",
  docs_url: nil
}

  



  
    
      
    
    
      handle_error(error)



        
          
        

    

  


  

      

          @spec handle_error(term()) :: :reconnect | :stop


      


Handles errors by returning appropriate actions.
Returns either :reconnect or :stop based on error recoverability.

  



  
    
      
    
    
      recoverable?(error)



        
          
        

    

  


  

      

          @spec recoverable?(term()) :: boolean()


      


Determines if an error is recoverable through reconnection.

  


        

      


  

    
ZenWebsocket.Examples.AdapterSupervisor 
    



      
Supervisor for WebSocket adapters with fault tolerance.
This supervisor manages adapter GenServers alongside the ClientSupervisor,
creating a robust supervision tree where:
	ClientSupervisor manages Client GenServers
	AdapterSupervisor manages adapter GenServers
	Adapters monitor their Clients and handle reconnection

Example
children = [
  {ZenWebsocket.ClientSupervisor, []},
  {ZenWebsocket.Examples.AdapterSupervisor, [
    adapters: [
      {DeribitGenServerAdapter, [
        name: :deribit_main,
        client_id: "...",
        client_secret: "..."
      ]},
      {DeribitGenServerAdapter, [
        name: :deribit_backup,
        url: "wss://www.deribit.com/ws/api/v2",
        client_id: "...",
        client_secret: "..."
      ]}
    ]
  ]}
]

Supervisor.start_link(children, strategy: :one_for_one)

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts the adapter supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      


Starts the adapter supervisor.

  


        

      


  

    
ZenWebsocket.Examples.BatchSubscriptionManager 
    



      
Simple batch subscription manager for efficiently subscribing to multiple channels.
Prevents overwhelming the API by batching subscription requests with configurable
batch size and delay between batches.

      


      
        Summary


  
    Types
  


    
      
        batch_status()

      


    





  
    Functions
  


    
      
        cancel_batch(manager, request_id)

      


        Cancels a batch subscription request.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_all_statuses(manager)

      


        Gets the status of all batch requests.



    


    
      
        get_status(manager, request_id)

      


        Gets the status of a batch subscription request.



    


    
      
        start_link(opts)

      


        Starts the batch subscription manager.



    


    
      
        subscribe_batch(manager, channels)

      


        Subscribes to multiple channels in batches.



    





      


      
        Types


        


  
    
      
    
    
      batch_status()



        
          
        

    

  


  

      

          @type batch_status() :: %{
  completed: non_neg_integer(),
  pending: non_neg_integer(),
  total: non_neg_integer(),
  failed: boolean(),
  error: term() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cancel_batch(manager, request_id)



        
          
        

    

  


  

      

          @spec cancel_batch(pid(), String.t()) :: :ok | {:error, :not_found}


      


Cancels a batch subscription request.
Parameters
	manager - The batch manager process
	request_id - The request ID to cancel

Returns
	:ok if cancelled successfully
	{:error, :not_found} if request_id is invalid


  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get_all_statuses(manager)



        
          
        

    

  


  

      

          @spec get_all_statuses(pid()) :: {:ok, map()}


      


Gets the status of all batch requests.
Returns
{:ok, statuses} where statuses is a map of request_id => status.

  



  
    
      
    
    
      get_status(manager, request_id)



        
          
        

    

  


  

      

          @spec get_status(pid(), String.t()) :: {:ok, batch_status()} | {:error, :not_found}


      


Gets the status of a batch subscription request.
Parameters
	manager - The batch manager process
	request_id - The request ID returned by subscribe_batch/2

Returns
	{:ok, status} with completed/pending/total counts
	{:error, :not_found} if request_id is invalid


  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the batch subscription manager.
Options
	:adapter - The Deribit adapter process (required)
	:batch_size - Number of channels per batch (default: 10)
	:batch_delay - Delay between batches in ms (default: 200)

Returns
{:ok, pid} on success.

  



  
    
      
    
    
      subscribe_batch(manager, channels)



        
          
        

    

  


  

      

          @spec subscribe_batch(pid(), [String.t()]) :: {:ok, String.t()} | {:error, term()}


      


Subscribes to multiple channels in batches.
Parameters
	manager - The batch manager process
	channels - List of channel names to subscribe to

Returns
{:ok, request_id} where request_id can be used to track progress.

  


        

      


  

    
ZenWebsocket.Examples.DeribitAdapter 
    



      
Simplified Deribit WebSocket API adapter.
Uses DeribitRpc for all RPC operations and provides
5 essential functions for Deribit integration.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        authenticate(adapter)

      


        Authenticate with Deribit using client credentials.



    


    
      
        connect(opts \\ [])

      


        Connect to Deribit WebSocket API.



    


    
      
        send_request(adapter, method, params \\ %{})

      


        Send a request to Deribit API using any supported method.



    


    
      
        subscribe(adapter, channels)

      


        Subscribe to Deribit channels.



    


    
      
        unsubscribe(adapter, channels)

      


        Unsubscribe from Deribit channels.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ZenWebsocket.Examples.DeribitAdapter{
  authenticated: boolean(),
  client: ZenWebsocket.Client.t() | nil,
  client_id: String.t() | nil,
  client_secret: String.t() | nil,
  subscriptions: MapSet.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      authenticate(adapter)



        
          
        

    

  


  

      

          @spec authenticate(t()) :: {:ok, t()} | {:error, term()}


      


Authenticate with Deribit using client credentials.

  



    

  
    
      
    
    
      connect(opts \\ [])



        
          
        

    

  


  

      

          @spec connect(keyword()) :: {:ok, t()} | {:error, term()}


      


Connect to Deribit WebSocket API.
Options:
	:client_id - Client ID for authentication
	:client_secret - Client secret for authentication
	:url - WebSocket URL (defaults to test.deribit.com)
	:handler - Message handler function
	:heartbeat_interval - Heartbeat interval in seconds (default: 30)


  



    

  
    
      
    
    
      send_request(adapter, method, params \\ %{})



        
          
        

    

  


  

      

          @spec send_request(t(), String.t(), map()) :: {:ok, term()} | {:error, term()}


      


Send a request to Deribit API using any supported method.

  



  
    
      
    
    
      subscribe(adapter, channels)



        
          
        

    

  


  

      

          @spec subscribe(t(), [String.t()]) :: {:ok, t()} | {:error, term()}


      


Subscribe to Deribit channels.

  



  
    
      
    
    
      unsubscribe(adapter, channels)



        
          
        

    

  


  

      

          @spec unsubscribe(t(), [String.t()]) :: {:ok, t()} | {:error, term()}


      


Unsubscribe from Deribit channels.

  


        

      


  

    
ZenWebsocket.Examples.DeribitGenServerAdapter 
    



      
Production-ready supervised Deribit adapter with automatic reconnection.
Features: Monitor WebSocket client, auto-reconnect, restore auth/subscriptions.
Only 5 public functions for clean API. See DeribitRpc for available methods.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    





  
    Functions
  


    
      
        authenticate(adapter)

      


        Authenticates with Deribit using configured credentials.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_state(adapter)

      


        Returns the current adapter state.



    


    
      
        send_request(adapter, method, params \\ %{})

      


        Sends a JSON-RPC request to Deribit.



    


    
      
        start_link(opts)

      


        Starts the Deribit adapter GenServer.



    


    
      
        subscribe(adapter, channels)

      


        Subscribes to Deribit channels for real-time data.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  client: ZenWebsocket.Client.t() | nil,
  monitor_ref: reference() | nil,
  authenticated: boolean(),
  was_authenticated: boolean(),
  subscriptions: MapSet.t(String.t()),
  client_id: String.t() | nil,
  client_secret: String.t() | nil,
  url: String.t(),
  opts: keyword()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      authenticate(adapter)



        
          
        

    

  


  

      

          @spec authenticate(GenServer.server()) :: :ok | {:error, term()}


      


Authenticates with Deribit using configured credentials.
Returns
	:ok on successful authentication
	{:error, :not_connected} if not connected
	{:error, :missing_credentials} if credentials not configured
	{:error, reason} when Deribit replies with a JSON-RPC error body


  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get_state(adapter)



        
          
        

    

  


  

      

          @spec get_state(GenServer.server()) :: {:ok, state()}


      


Returns the current adapter state.
Returns
{:ok, state} with the internal state map.

  



    

  
    
      
    
    
      send_request(adapter, method, params \\ %{})



        
          
        

    

  


  

      

          @spec send_request(GenServer.server(), String.t(), map()) ::
  {:ok, map()} | {:error, term()}


      


Sends a JSON-RPC request to Deribit.
Parameters
	adapter - The adapter GenServer
	method - RPC method name
	params - Method parameters (default: %{})

Returns
The response from Deribit or {:error, reason}.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the Deribit adapter GenServer.
Options
	:name - GenServer name (required)
	:client_id - Deribit API client ID
	:client_secret - Deribit API client secret
	:url - WebSocket URL (defaults to test.deribit.com)
	:heartbeat_interval - Heartbeat interval in seconds
	:handler - Optional message handler function (term() -> term())

Returns
{:ok, pid} on success.

  



  
    
      
    
    
      subscribe(adapter, channels)



        
          
        

    

  


  

      

          @spec subscribe(GenServer.server(), [String.t()]) :: :ok | {:error, term()}


      


Subscribes to Deribit channels for real-time data.
Parameters
	adapter - The adapter GenServer
	channels - List of channel names

Returns
	:ok on successful subscription
	{:error, :not_connected} if not connected
	{:error, reason} when Deribit replies with a JSON-RPC error body


  


        

      


  

    
ZenWebsocket.Examples.DeribitRpc 
    



      
Shared Deribit JSON-RPC method definitions and request builders.
This module centralizes all Deribit RPC method definitions
to avoid duplication across adapter examples.
Uses ZenWebsocket.JsonRpc.build_request/2 and returns the
standard {:ok, map()} tuple for consistency with library conventions.

      


      
        Summary


  
    Functions
  


    
      
        auth_request(client_id, client_secret)

      


        Builds an authentication request for Deribit API.



    


    
      
        build_request(method, params \\ %{})

      


        Builds a generic JSON-RPC request for any Deribit method.



    


    
      
        buy(instrument, amount, opts \\ %{})

      


        Creates a buy order for the specified instrument.



    


    
      
        cancel(order_id)

      


        Cancels an existing order by ID.



    


    
      
        get_instruments(currency)

      


        Retrieves available trading instruments for a currency.



    


    
      
        get_open_orders(opts \\ %{})

      


        Retrieves all open orders with optional filters.



    


    
      
        get_order_book(instrument, depth \\ 10)

      


        Retrieves the order book for a specific instrument.



    


    
      
        sell(instrument, amount, opts \\ %{})

      


        Creates a sell order for the specified instrument.



    


    
      
        set_heartbeat(interval \\ 30)

      


        Sets the heartbeat interval for the WebSocket connection.



    


    
      
        subscribe(channels)

      


        Subscribes to one or more channels for real-time data.



    


    
      
        test_request()

      


        Builds a test request to verify the connection is alive.



    


    
      
        ticker(instrument)

      


        Gets ticker data for a specific instrument.



    


    
      
        unsubscribe(channels)

      


        Unsubscribes from one or more channels.



    





      


      
        Functions


        


  
    
      
    
    
      auth_request(client_id, client_secret)



        
          
        

    

  


  

      

          @spec auth_request(String.t(), String.t()) :: {:ok, map()}


      


Builds an authentication request for Deribit API.
Parameters
	client_id - Your Deribit API client ID
	client_secret - Your Deribit API client secret

Returns
{:ok, request} tuple with JSON-RPC request map for authentication.

  



    

  
    
      
    
    
      build_request(method, params \\ %{})



        
          
        

    

  


  

      

          @spec build_request(String.t(), map()) :: {:ok, map()}


      


Builds a generic JSON-RPC request for any Deribit method.
Parameters
	method - The RPC method name
	params - Method parameters (default: %{})

Returns
{:ok, request} tuple with JSON-RPC request map.

  



    

  
    
      
    
    
      buy(instrument, amount, opts \\ %{})



        
          
        

    

  


  

      

          @spec buy(String.t(), number(), map()) :: {:ok, map()}


      


Creates a buy order for the specified instrument.
Parameters
	instrument - Instrument name (e.g., "BTC-PERPETUAL")
	amount - Order amount in contracts
	opts - Additional order options (type, price, etc.)

Returns
{:ok, request} tuple with JSON-RPC request map for buy order.

  



  
    
      
    
    
      cancel(order_id)



        
          
        

    

  


  

      

          @spec cancel(String.t()) :: {:ok, map()}


      


Cancels an existing order by ID.
Parameters
	order_id - The order ID to cancel

Returns
{:ok, request} tuple with JSON-RPC request map for order cancellation.

  



  
    
      
    
    
      get_instruments(currency)



        
          
        

    

  


  

      

          @spec get_instruments(String.t()) :: {:ok, map()}


      


Retrieves available trading instruments for a currency.
Parameters
	currency - Currency code (e.g., "BTC", "ETH")

Returns
{:ok, request} tuple with JSON-RPC request map for retrieving instruments.

  



    

  
    
      
    
    
      get_open_orders(opts \\ %{})



        
          
        

    

  


  

      

          @spec get_open_orders(map()) :: {:ok, map()}


      


Retrieves all open orders with optional filters.
Parameters
	opts - Optional filters (instrument, type, etc.)

Returns
{:ok, request} tuple with JSON-RPC request map for retrieving open orders.

  



    

  
    
      
    
    
      get_order_book(instrument, depth \\ 10)



        
          
        

    

  


  

      

          @spec get_order_book(String.t(), integer()) :: {:ok, map()}


      


Retrieves the order book for a specific instrument.
Parameters
	instrument - Instrument name (e.g., "BTC-PERPETUAL")
	depth - Order book depth (default: 10)

Returns
{:ok, request} tuple with JSON-RPC request map for order book data.

  



    

  
    
      
    
    
      sell(instrument, amount, opts \\ %{})



        
          
        

    

  


  

      

          @spec sell(String.t(), number(), map()) :: {:ok, map()}


      


Creates a sell order for the specified instrument.
Parameters
	instrument - Instrument name (e.g., "BTC-PERPETUAL")
	amount - Order amount in contracts
	opts - Additional order options (type, price, etc.)

Returns
{:ok, request} tuple with JSON-RPC request map for sell order.

  



    

  
    
      
    
    
      set_heartbeat(interval \\ 30)



        
          
        

    

  


  

      

          @spec set_heartbeat(integer()) :: {:ok, map()}


      


Sets the heartbeat interval for the WebSocket connection.
Parameters
	interval - Heartbeat interval in seconds (default: 30)

Returns
{:ok, request} tuple with JSON-RPC request map for setting heartbeat.

  



  
    
      
    
    
      subscribe(channels)



        
          
        

    

  


  

      

          @spec subscribe([String.t()]) :: {:ok, map()}


      


Subscribes to one or more channels for real-time data.
Parameters
	channels - List of channel names to subscribe to

Example
subscribe(["book.BTC-PERPETUAL.raw", "ticker.ETH-PERPETUAL.raw"])
Returns
{:ok, request} tuple with JSON-RPC request map for subscription.

  



  
    
      
    
    
      test_request()



        
          
        

    

  


  

      

          @spec test_request() :: {:ok, map()}


      


Builds a test request to verify the connection is alive.
Returns
{:ok, request} tuple with JSON-RPC request map for connection testing.

  



  
    
      
    
    
      ticker(instrument)



        
          
        

    

  


  

      

          @spec ticker(String.t()) :: {:ok, map()}


      


Gets ticker data for a specific instrument.
Parameters
	instrument - Instrument name (e.g., "BTC-PERPETUAL")

Returns
{:ok, request} tuple with JSON-RPC request map for ticker data.

  



  
    
      
    
    
      unsubscribe(channels)



        
          
        

    

  


  

      

          @spec unsubscribe([String.t()]) :: {:ok, map()}


      


Unsubscribes from one or more channels.
Parameters
	channels - List of channel names to unsubscribe from

Returns
{:ok, request} tuple with JSON-RPC request map for unsubscription.

  


        

      


  

    
ZenWebsocket.Examples.Docs.BasicUsage 
    



      
Minimal connect-send-receive flows against a live endpoint.
Exercises Client.connect/2 (with a URL and with a ZenWebsocket.Config carrying
custom headers), Client.send_message/2 for a correlated JSON-RPC request, and
Client.close/1.

      


      
        Summary


  
    Functions
  


    
      
        custom_headers_example(token)

      


        Connection with custom headers example.



    


    
      
        deribit_testnet_example()

      


        Simple Deribit testnet connection example.



    





      


      
        Functions


        


  
    
      
    
    
      custom_headers_example(token)



        
          
        

    

  


  

      

          @spec custom_headers_example(String.t()) :: {:ok, ZenWebsocket.Client.t()}


      


Connection with custom headers example.
Shows how to connect with authorization headers and other custom headers.

  



  
    
      
    
    
      deribit_testnet_example()



        
          
        

    

  


  

      

          @spec deribit_testnet_example() :: {:ok, ZenWebsocket.Client.t()}


      


Simple Deribit testnet connection example.
Connects to Deribit testnet, sends a public API request, and receives response.
The default handler automatically sends messages to the calling process.

  


        

      


  

    
ZenWebsocket.Examples.Docs.ErrorHandling 
    



      
A GenServer that owns a connection and retries it with backoff.
Demonstrates owning a Client.connect/2 result in GenServer state, rescheduling
Client.connect/2 on failure while counting attempts, and handling the
{:websocket_message, _}, {:websocket_unmatched_response, _} and
{:websocket_protocol_error, _} messages the default handler forwards to the owning
process. Those three are the only messages ZenWebsocket.Client.CallFacade sends; a
transport error surfaces as a {:error, reason} return from Client.connect/2 or
Client.send_message/2, never as a mailbox message.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_state()

      


        Returns the current state of the error handler.



    


    
      
        send_message(message)

      


        Sends a message through the WebSocket connection.



    


    
      
        start_link(url, opts \\ [])

      


        Starts a GenServer that manages a WebSocket connection with automatic retry.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  client: pid() | nil,
  url: String.t(),
  opts: keyword(),
  retry_count: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get_state()



        
          
        

    

  


  

      

          @spec get_state() :: state()


      


Returns the current state of the error handler.
Returns
The internal state map including connection status and retry count.

  



  
    
      
    
    
      send_message(message)



        
          
        

    

  


  

      

          @spec send_message(binary()) :: :ok | {:ok, map()} | {:error, term()}


      


Sends a message through the WebSocket connection.
Parameters
	message - Message to send (must be a binary — use Jason.encode!/1 for maps)

Returns
	:ok on success
	{:error, :not_connected} if not connected
	{:error, {:not_connected, reason}} if client is disconnected or process is down


  



    

  
    
      
    
    
      start_link(url, opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(
  String.t(),
  keyword()
) :: GenServer.on_start()


      


Starts a GenServer that manages a WebSocket connection with automatic retry.
Parameters
	url - WebSocket URL to connect to
	opts - Connection options

Returns
{:ok, pid} on success or {:error, reason} on failure.

  


        

      


  

    
ZenWebsocket.Examples.Docs.JsonRpcClient 
    



      
JSON-RPC 2.0 calls over a WebSocket connection.
Defines methods with defrpc/3 from ZenWebsocket.JsonRpc and issues them through
Client.send_message/2, which correlates any message carrying an "id" with its
response — no caller-side correlation bookkeeping is needed.

      


      
        Summary


  
    Functions
  


    
      
        call_method(client, method, params \\ nil, timeout \\ 5000)

      


        Makes a synchronous JSON-RPC call.



    


    
      
        cast_method(client, method, params \\ nil)

      


        Makes an async JSON-RPC call without waiting for response.



    


    
      
        echo(params \\ %{})

      


        Echo test method



    


    
      
        get_balance(params \\ %{})

      


        Get account balance



    


    
      
        get_server_time(params \\ %{})

      


        Get server timestamp



    


    
      
        handle_message(decoded)

      


        Processes incoming WebSocket messages and returns JSON-RPC responses.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      call_method(client, method, params \\ nil, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec call_method(
  ZenWebsocket.Client.t(),
  String.t(),
  list() | map() | nil,
  timeout()
) ::
  {:ok, term()} | {:error, term()}


      


Makes a synchronous JSON-RPC call.
The Client automatically handles JSON-RPC correlation - when sending a message
with an "id" field, it tracks the request and returns the correlated response.

  



    

  
    
      
    
    
      cast_method(client, method, params \\ nil)



        
          
        

    

  


  

      

          @spec cast_method(ZenWebsocket.Client.t(), String.t(), list() | map() | nil) ::
  :ok | {:error, term()}


      


Makes an async JSON-RPC call without waiting for response.

  



    

  
    
      
    
    
      echo(params \\ %{})



        
          
        

    

  


  

      

          @spec echo(list() | map() | nil) :: {:ok, map()}


      


Echo test method

  



    

  
    
      
    
    
      get_balance(params \\ %{})



        
          
        

    

  


  

      

          @spec get_balance(list() | map() | nil) :: {:ok, map()}


      


Get account balance

  



    

  
    
      
    
    
      get_server_time(params \\ %{})



        
          
        

    

  


  

      

          @spec get_server_time(list() | map() | nil) :: {:ok, map()}


      


Get server timestamp

  



  
    
      
    
    
      handle_message(decoded)



        
          
        

    

  


  

      

          @spec handle_message(map() | String.t()) :: {:ok, map()} | {:error, term()} | :ignore


      


Processes incoming WebSocket messages and returns JSON-RPC responses.

  


        

      


  

    
ZenWebsocket.Examples.Docs.SubscriptionManagement 
    



      
Channel subscription flows over a WebSocket connection.
Sends multi-channel subscribe payloads with Client.send_message/2 and consumes the
resulting {:websocket_message, _} frames the default handler forwards to the
calling process, both one at a time and in a collect-N loop.

      


      
        Summary


  
    Functions
  


    
      
        handle_market_data(timeout \\ 5000)

      


        Process market data updates with pattern matching.



    


    
      
        multi_channel_subscription()

      


        Subscribe to multiple data streams using echo server.



    


    
      
        subscription_loop(client, channels, message_count \\ 5)

      


        Subscribe and process messages in a loop.



    





      


      
        Functions


        


    

  
    
      
    
    
      handle_market_data(timeout \\ 5000)



        
          
        

    

  


  

      

          @spec handle_market_data(timeout()) ::
  {:market_update, String.t(), term()}
  | {:message, map()}
  | {:text_message, String.t()}
  | {:closed, term()}
  | {:error, :timeout}


      


Process market data updates with pattern matching.

  



  
    
      
    
    
      multi_channel_subscription()



        
          
        

    

  


  

      

          @spec multi_channel_subscription() :: {:ok, ZenWebsocket.Client.t(), [String.t()]}


      


Subscribe to multiple data streams using echo server.

  



    

  
    
      
    
    
      subscription_loop(client, channels, message_count \\ 5)



        
          
        

    

  


  

      

          @spec subscription_loop(ZenWebsocket.Client.t(), [String.t()], non_neg_integer()) ::
  {:ok, [term()]} | {:error, :timeout, [term()]}


      


Subscribe and process messages in a loop.

  


        

      


  

    
ZenWebsocket.Examples.JsonRpcTransport 
    



      
Shared JSON-RPC send helper used by Deribit example adapters.

      


      
        Summary


  
    Functions
  


    
      
        rpc_or_error(other)

      


        Maps a transport {:ok, error-body} to {:error, reason} for with else clauses.



    


    
      
        send_json_rpc(client, request)

      


        Sends a JSON-RPC request map over a WebSocket client, normalising :ok to {:ok, %{}}.



    





      


      
        Functions


        


  
    
      
    
    
      rpc_or_error(other)



        
          
        

    

  


  

      

          @spec rpc_or_error(term()) :: {:error, term()}


      


Maps a transport {:ok, error-body} to {:error, reason} for with else clauses.

  



  
    
      
    
    
      send_json_rpc(client, request)



        
          
        

    

  


  

      

          @spec send_json_rpc(ZenWebsocket.Client.t(), map()) :: {:ok, map()} | {:error, term()}


      


Sends a JSON-RPC request map over a WebSocket client, normalising :ok to {:ok, %{}}.

  


        

      


  

    
ZenWebsocket.Examples.PlatformAdapterTemplate 
    



      
Minimal template for creating platform-specific WebSocket adapters.
Extension Points
	handle_message/2 - Process platform-specific messages
	format_subscription/1 - Convert channels to platform format
	authenticate/2 - Implement platform authentication


      


      
        Summary


  
    Functions
  


    
      
        authenticate(client, credentials)

      


        Authenticate with platform credentials



    


    
      
        connect(url, opts \\ [])

      


        Connect to platform WebSocket endpoint



    


    
      
        handle_message(msg, state)

      


        Handle incoming platform messages



    


    
      
        request(client, method, params \\ %{})

      


        Send platform request



    


    
      
        subscribe(client, channels)

      


        Subscribe to platform channels



    





      


      
        Functions


        


  
    
      
    
    
      authenticate(client, credentials)



        
          
        

    

  


  

      

          @spec authenticate(ZenWebsocket.Client.t(), map()) ::
  :ok | {:ok, map()} | {:error, term()}


      


Authenticate with platform credentials

  



    

  
    
      
    
    
      connect(url, opts \\ [])



        
          
        

    

  


  

      

          @spec connect(
  String.t(),
  keyword()
) :: {:ok, ZenWebsocket.Client.t()} | {:error, term()}


      


Connect to platform WebSocket endpoint

  



  
    
      
    
    
      handle_message(msg, state)



        
          
        

    

  


  

      

          @spec handle_message(map(), term()) ::
  {:ok, term(), term()} | {:error, term(), term()}


      


Handle incoming platform messages

  



    

  
    
      
    
    
      request(client, method, params \\ %{})



        
          
        

    

  


  

      

          @spec request(ZenWebsocket.Client.t(), String.t(), map()) ::
  :ok | {:ok, map()} | {:error, term()}


      


Send platform request

  



  
    
      
    
    
      subscribe(client, channels)



        
          
        

    

  


  

      

          @spec subscribe(ZenWebsocket.Client.t(), [String.t()]) ::
  :ok | {:ok, map()} | {:error, term()}


      


Subscribe to platform channels

  


        

      


  

    
ZenWebsocket.Examples.SupervisedClient 
    



      
Basic WebSocket client supervision example.
Shows minimal setup for supervised connections. For advanced patterns,
see the supervision documentation.

      


      
        Summary


  
    Functions
  


    
      
        list_connections()

      


        Lists all supervised connections.



    


    
      
        start_connection(url, opts \\ [])

      


        Starts a supervised WebSocket connection.



    


    
      
        start_multiple(configs)

      


        Starts multiple supervised connections.



    


    
      
        stop_connection(client_pid)

      


        Stops a supervised connection.



    





      


      
        Functions


        


  
    
      
    
    
      list_connections()



        
          
        

    

  


  

      

          @spec list_connections() :: [pid()]


      


Lists all supervised connections.

  



    

  
    
      
    
    
      start_connection(url, opts \\ [])



        
          
        

    

  


  

      

          @spec start_connection(
  String.t(),
  keyword()
) :: {:ok, ZenWebsocket.Client.t()} | {:error, term()}


      


Starts a supervised WebSocket connection.
Example
{:ok, client} = SupervisedClient.start_connection("wss://echo.websocket.org")

  



  
    
      
    
    
      start_multiple(configs)



        
          
        

    

  


  

      

          @spec start_multiple([{String.t(), keyword()}]) :: [
  {String.t(), {:ok, ZenWebsocket.Client.t()} | {:error, term()}}
]


      


Starts multiple supervised connections.
Example
clients = SupervisedClient.start_multiple([
  {"wss://api1.example.com", retry_count: 5},
  {"wss://api2.example.com", heartbeat_interval: 20_000}
])

  



  
    
      
    
    
      stop_connection(client_pid)



        
          
        

    

  


  

      

          @spec stop_connection(pid()) :: :ok | {:error, :not_found}


      


Stops a supervised connection.

  


        

      


  

    
ZenWebsocket.Examples.UsagePatterns 
    



      
Examples of different WebSocket client usage patterns.
This module demonstrates three ways to use ZenWebsocket:
	Direct connection (no supervision)
	Using ClientSupervisor
	Direct supervision in your app


      


      
        Summary


  
    Functions
  


    
      
        client_supervisor_example()

      


        Pattern 2: Using ClientSupervisor for automatic restarts.



    


    
      
        direct_connection_example()

      


        Pattern 1: Direct connection without supervision.



    


    
      
        supervised_client_spec()

      


        Pattern 3: Direct supervision in your application.



    





      


      
        Functions


        


  
    
      
    
    
      client_supervisor_example()



        
          
        

    

  


  

      

          @spec client_supervisor_example() :: :ok


      


Pattern 2: Using ClientSupervisor for automatic restarts.
Best for:
	Production systems with multiple connections
	Dynamic connection management
	When you need a connection pool

Note: You must add ClientSupervisor to your supervision tree first!
Returns
:ok after demonstrating the supervisor pattern.

  



  
    
      
    
    
      direct_connection_example()



        
          
        

    

  


  

      

          @spec direct_connection_example() :: :ok


      


Pattern 1: Direct connection without supervision.
Best for:
	Development and testing
	Short-lived connections
	Scripts and one-off tasks

Returns
:ok after demonstrating the connection pattern.

  



  
    
      
    
    
      supervised_client_spec()



        
          
        

    

  


  

      

          @spec supervised_client_spec() :: {module(), keyword()}


      


Pattern 3: Direct supervision in your application.
Best for:
	Fixed set of connections
	When each connection has a specific role
	Simple production deployments

Add this to your application supervisor:
children = [
  {ZenWebsocket.Client, [
    url: "wss://test.deribit.com/ws/api/v2",
    id: :deribit_client,
    handler: fn msg -> send(MyApp.Consumer, {:ws, msg}) end,
    heartbeat_config: %{type: :deribit, interval: 30_000}
  ]}
]
Returns
A child specification tuple for use with Supervisor.

  


        

      


  

    
ZenWebsocket.Examples.UsagePatterns.ExampleApp 
    



      
Example application module demonstrating all WebSocket connection patterns.
This module shows how to set up both dynamic (ClientSupervisor) and
static (direct child specs) WebSocket connections in your supervision tree.

      




  

    
ZenWebsocket.Frame 
    



      
WebSocket frame encoding and decoding utilities.
API Functions
	Function	Arity	Description	Param Kinds
	decode	1	Decode an incoming WebSocket frame from Gun or direct format.	frame: exchange_data
	pong	1	Create a WebSocket pong frame with optional payload.	payload: value
	ping	0	Create a WebSocket ping frame.	-
	binary	1	Encode binary data as a WebSocket frame.	data: value
	text	1	Encode a text message as a WebSocket frame.	message: value


      


      
        Summary


  
    Types
  


    
      
        frame()

      


    


    
      
        frame_type()

      


    





  
    Functions
  


    
      
        binary(data)

      


        Encode binary message as WebSocket frame.



    


    
      
        decode(frame)

      


        Decode incoming WebSocket frame.
Handles both Gun WebSocket format {:ws, type, data} and direct frame format {:type, data}.



    


    
      
        ping()

      


        Create ping frame.



    


    
      
        pong(payload \\ <<>>)

      


        Create pong frame with payload.



    


    
      
        text(message)

      


        Encode text message as WebSocket frame.



    





      


      
        Types


        


  
    
      
    
    
      frame()



        
          
        

    

  


  

      

          @type frame() :: {frame_type(), binary()}


      



  



  
    
      
    
    
      frame_type()



        
          
        

    

  


  

      

          @type frame_type() :: :text | :binary | :ping | :pong | :close


      



  


        

      

      
        Functions


        


  
    
      
    
    
      binary(data)



        
          
        

    

  


  

      

          @spec binary(binary()) :: frame()


      


Encode binary message as WebSocket frame.

  



  
    
      
    
    
      decode(frame)



        
          
        

    

  


  

      

          @spec decode(tuple()) :: {:ok, frame()} | {:error, String.t()}


      


Decode incoming WebSocket frame.
Handles both Gun WebSocket format {:ws, type, data} and direct frame format {:type, data}.

  



  
    
      
    
    
      ping()



        
          
        

    

  


  

      

          @spec ping() :: frame()


      


Create ping frame.

  



    

  
    
      
    
    
      pong(payload \\ <<>>)



        
          
        

    

  


  

      

          @spec pong(binary()) :: frame()


      


Create pong frame with payload.

  



  
    
      
    
    
      text(message)



        
          
        

    

  


  

      

          @spec text(String.t()) :: frame()


      


Encode text message as WebSocket frame.

  


        

      


  

    
ZenWebsocket.HeartbeatInterval 
    



      
Records application-level heartbeat pongs and emits interval telemetry.

      


      
        Summary


  
    Functions
  


    
      
        record_pong(state, type, active_heartbeats)

      


        Updates heartbeat tracking and emits [:zen_websocket, :heartbeat, :pong].



    





      


      
        Functions


        


  
    
      
    
    
      record_pong(state, type, active_heartbeats)



        
          
        

    

  


  

      

          @spec record_pong(map(), term(), MapSet.t()) :: map()


      


Updates heartbeat tracking and emits [:zen_websocket, :heartbeat, :pong].
Measures time between responses (regularity), not true RTT, which would
require tracking when the request was sent. The caller supplies
active_heartbeats so generic pongs can replace the set while Deribit
pongs accumulate.

  


        

      


  

    
ZenWebsocket.HeartbeatManager 
    



      
Manages heartbeat lifecycle for WebSocket connections.
Pure functional module - state ownership stays with Client GenServer.
Timer ownership stays with Client (Process.send_after needs self()).
Internal to ZenWebsocket: not listed in ZenWebsocket.describe/0. Consumers
use Client.connect/2 with heartbeat_config and Client.get_heartbeat_health/1.
API Functions
	Function	Arity	Description	Param Kinds
	get_health	1	Return heartbeat health metrics.	state: exchange_data
	send_heartbeat	1	Send platform-specific heartbeat message.	state: exchange_data
	handle_message	2	Route incoming heartbeat message to platform-specific handler.	msg: exchange_data, state: exchange_data
	cancel_timer	1	Cancel active heartbeat timer. Call on disconnect/error.	state: exchange_data
	start_timer	1	Start heartbeat timer if configured. Call on connection upgrade.	state: exchange_data


      


      
        Summary


  
    Types
  


    
      
        health()

      


        Health metrics returned by get_health/1



    


    
      
        heartbeat_config()

      


        Heartbeat configuration - disabled or platform-specific config map



    


    
      
        state()

      


        Client state map containing heartbeat fields (subset of Client.state)



    





  
    Functions
  


    
      
        cancel_timer(state)

      


        Cancels active heartbeat timer. Call on disconnect/error.



    


    
      
        get_health(state)

      


        Returns heartbeat health metrics map.



    


    
      
        handle_message(msg, state)

      


        Routes incoming heartbeat messages to platform-specific handlers.



    


    
      
        send_heartbeat(state)

      


        Sends platform-specific heartbeat message.



    


    
      
        start_timer(state)

      


        Starts heartbeat timer if configured. Call on connection upgrade.



    





      


      
        Types


        


  
    
      
    
    
      health()



        
          
        

    

  


  

      

          @type health() :: %{
  active_heartbeats: [term()],
  last_heartbeat_at: integer() | nil,
  failure_count: non_neg_integer(),
  config: heartbeat_config(),
  timer_active: boolean()
}


      


Health metrics returned by get_health/1

  



  
    
      
    
    
      heartbeat_config()



        
          
        

    

  


  

      

          @type heartbeat_config() :: :disabled | %{:type => atom(), optional(atom()) => term()}


      


Heartbeat configuration - disabled or platform-specific config map

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  :heartbeat_config => heartbeat_config(),
  :heartbeat_timer => reference() | nil,
  :heartbeat_failures => non_neg_integer(),
  :active_heartbeats => MapSet.t(),
  optional(:heartbeat_ping_payload) => binary() | nil,
  optional(:heartbeat_ping_sent_at) => integer() | nil,
  optional(atom()) => term()
}


      


Client state map containing heartbeat fields (subset of Client.state)

  


        

      

      
        Functions


        


  
    
      
    
    
      cancel_timer(state)



        
          
        

    

  


  

      

          @spec cancel_timer(state()) :: state()


      


Cancels active heartbeat timer. Call on disconnect/error.
Returns updated state with timer and failure count reset.

  



  
    
      
    
    
      get_health(state)



        
          
        

    

  


  

      

          @spec get_health(state()) :: health()


      


Returns heartbeat health metrics map.

  



  
    
      
    
    
      handle_message(msg, state)



        
          
        

    

  


  

      

          @spec handle_message(map() | {:pong, binary()}, state()) :: state()


      


Routes incoming heartbeat messages to platform-specific handlers.
Returns updated state after processing heartbeat.

  



  
    
      
    
    
      send_heartbeat(state)



        
          
        

    

  


  

      

          @spec send_heartbeat(state()) :: state()


      


Sends platform-specific heartbeat message.
Returns updated state with outbound heartbeat tracking for known types.
Returns unchanged state for unrecognized or disabled configs.

  



  
    
      
    
    
      start_timer(state)



        
          
        

    

  


  

      

          @spec start_timer(state()) :: state()


      


Starts heartbeat timer if configured. Call on connection upgrade.
Returns updated state with timer reference.

  


        

      


  

    
ZenWebsocket.Helpers.Deribit 
    



      
Helper functions for Deribit-specific WebSocket operations.

      


      
        Summary


  
    Functions
  


    
      
        send_heartbeat(state)

      


        Sends Deribit heartbeat ping message.



    





      


      
        Functions


        


  
    
      
    
    
      send_heartbeat(state)



        
          
        

    

  


  

      

          @spec send_heartbeat(map()) :: map()


      


Sends Deribit heartbeat ping message.

  


        

      


  

    
ZenWebsocket.JsonRpc 
    



      
JSON-RPC 2.0 request builder and response matcher.
Simple API builder for WebSocket APIs using JSON-RPC 2.0 protocol.
Generates request functions with automatic ID tracking and correlation.
API Functions
	Function	Arity	Description	Param Kinds
	match_response	1	Match a JSON-RPC response as result, error, or notification.	response: exchange_data
	build_request	2	Build a JSON-RPC 2.0 request with unique ID.	method: value, params: value


      


      
        Summary


  
    Functions
  


    
      
        __using__(opts)

      


        Imports the defrpc/2 and defrpc/3 macros for defining JSON-RPC methods.



    


    
      
        build_request(method, params \\ nil)

      


        Builds a JSON-RPC 2.0 request with unique ID.



    


    
      
        defrpc(name, method, opts \\ [])

      


        Generates RPC method functions with automatic request building.



    


    
      
        match_response(map)

      


        Matches a JSON-RPC response to determine if it's a result or error.



    





      


      
        Functions


        


  
    
      
    
    
      __using__(opts)


        (macro)


        
          
        

    

  


  

Imports the defrpc/2 and defrpc/3 macros for defining JSON-RPC methods.

  



    

  
    
      
    
    
      build_request(method, params \\ nil)



        
          
        

    

  


  

      

          @spec build_request(String.t(), list() | map() | nil) :: {:ok, map()}


      


Builds a JSON-RPC 2.0 request with unique ID.
Examples
iex> {:ok, request} = JsonRpc.build_request("public/auth", %{grant_type: "client_credentials"})
iex> request["method"]
"public/auth"

iex> {:ok, request} = JsonRpc.build_request("eth_subscribe", ["newHeads"])
iex> request["params"]
["newHeads"]

  



    

  
    
      
    
    
      defrpc(name, method, opts \\ [])


        (macro)


        
          
        

    

  


  

Generates RPC method functions with automatic request building.
Each generated function is public, takes an optional params list/map (default
%{}), and returns {:ok, request} from build_request/2. A @doc and a
@spec are generated alongside it.
Examples
defmodule MyApi do
  use ZenWebsocket.JsonRpc

  defrpc :authenticate, "public/auth"
  defrpc :subscribe, "public/subscribe"
  defrpc :get_order_book, "public/get_order_book"
end

  



  
    
      
    
    
      match_response(map)



        
          
        

    

  


  

      

          @spec match_response(map()) ::
  {:ok, term()}
  | {:error, {integer(), String.t()}}
  | {:notification, String.t(), map()}


      


Matches a JSON-RPC response to determine if it's a result or error.
Returns:
	{:ok, result} for successful responses
	{:error, {code, message}} for JSON-RPC errors
	{:notification, method, params} for notifications


  


        

      


  

    
ZenWebsocket.LatencyStats 
    



      
Bounded circular buffer for latency statistics calculation.
Maintains a fixed-size buffer of latency samples and provides
percentile calculations (p50, p99) for request/response timing.
Uses :queue for O(1) insertion with eviction of oldest samples
when capacity is reached. Percentile calculation requires sorting
(O(n log n)) but operates on bounded data.
Telemetry Integration
This module is designed to work with ZenWebsocket's telemetry events,
providing aggregated latency metrics from individual measurements.
API Functions
	Function	Arity	Description	Param Kinds
	summary	1	Get a summary of latency statistics.	stats: value
	percentile	2	Calculate a percentile from buffered latency samples.	stats: value, percentile: value
	add	2	Add a latency sample to the buffer.	stats: value, sample_ms: value
	new	1	Create a new latency stats buffer.	opts: value


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        add(stats, sample_ms)

      


        Adds a latency sample in milliseconds to the buffer.



    


    
      
        new(opts \\ [])

      


        Creates a new latency stats buffer with configurable max size.



    


    
      
        percentile(latency_stats, percentile)

      


        Calculates the specified percentile from buffered samples.



    


    
      
        summary(stats)

      


        Returns a summary map with p50, p99, last sample, and count.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ZenWebsocket.LatencyStats{
  count: non_neg_integer(),
  max_size: pos_integer(),
  samples: :queue.queue(non_neg_integer())
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add(stats, sample_ms)



        
          
        

    

  


  

      

          @spec add(t(), non_neg_integer()) :: t()


      


Adds a latency sample in milliseconds to the buffer.
Evicts the oldest sample if the buffer is at capacity.
Examples
iex> stats = ZenWebsocket.LatencyStats.new(max_size: 3)
iex> stats = ZenWebsocket.LatencyStats.add(stats, 10)
iex> stats = ZenWebsocket.LatencyStats.add(stats, 20)
iex> stats.count
2

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Creates a new latency stats buffer with configurable max size.
Options
	max_size - Maximum number of samples to retain (default: 100)

Examples
iex> stats = ZenWebsocket.LatencyStats.new()
iex> stats.max_size
100

iex> stats = ZenWebsocket.LatencyStats.new(max_size: 50)
iex> stats.max_size
50

  



  
    
      
    
    
      percentile(latency_stats, percentile)



        
          
        

    

  


  

      

          @spec percentile(t(), number()) :: non_neg_integer() | nil


      


Calculates the specified percentile from buffered samples.
Uses the nearest-rank index round(percentile / 100 * (count - 1)) into the
sorted buffer, so 0 yields the minimum and 100 the maximum. Returns nil
if the buffer is empty.
Examples
iex> stats = ZenWebsocket.LatencyStats.new()
iex> stats = Enum.reduce(1..100, stats, &ZenWebsocket.LatencyStats.add(&2, &1))
iex> ZenWebsocket.LatencyStats.percentile(stats, 50)
51

iex> ZenWebsocket.LatencyStats.percentile(ZenWebsocket.LatencyStats.new(), 50)
nil

  



  
    
      
    
    
      summary(stats)



        
          
        

    

  


  

      

          @spec summary(t()) ::
  %{
    p50: non_neg_integer(),
    p99: non_neg_integer(),
    last: non_neg_integer(),
    count: non_neg_integer()
  }
  | nil


      


Returns a summary map with p50, p99, last sample, and count.
Returns nil if the buffer is empty.
Examples
iex> stats = ZenWebsocket.LatencyStats.new()
iex> stats = Enum.reduce([10, 20, 30, 40, 50], stats, &ZenWebsocket.LatencyStats.add(&2, &1))
iex> summary = ZenWebsocket.LatencyStats.summary(stats)
iex> summary.count
5
iex> summary.last
50

  


        

      


  

    
ZenWebsocket.MessageHandler 
    



      
Message handling utilities for WebSocket connections.
	Parse incoming WebSocket frames and Gun messages
	Route messages to user-provided handler functions
	Handle control frames (ping/pong) automatically
	Process WebSocket upgrade responses

API Functions
	Function	Arity	Description	Param Kinds
	create_handler	1	Create a callback function for handling specific message types.	opts: value
	default_handler	1	Default message handler that accepts and discards messages.	message: value
	handle_control_frame	3	Handle WebSocket control frames automatically.	decoded_frame: exchange_data, conn_pid: value, stream_ref: value
	decode_and_handle_control	1	Decode a WebSocket frame and handle control frames automatically.	frame_tuple: exchange_data
	handle_message	2	Handle incoming Gun messages and WebSocket frames.	message: exchange_data, handler_fun: value


      


      
        Summary


  
    Functions
  


    
      
        create_handler(opts \\ [])

      


        Create a callback function for handling specific message types.



    


    
      
        decode_and_handle_control(arg)

      


        Decode a WebSocket frame and handle control frames automatically.
Returns decoded data frames without invoking any handler callback.



    


    
      
        default_handler(message)

      


        Default message handler that accepts a message and discards it, returning :ok.



    


    
      
        handle_control_frame(arg1, conn_pid, stream_ref)

      


        Handle WebSocket control frames automatically.
Returns :handled for control frames, :not_control for data frames.



    


    
      
        handle_message(message, handler_fun \\ &default_handler/1)

      


        Handle incoming Gun messages and WebSocket frames.
Routes messages to appropriate handler function.



    





      


      
        Functions


        


    

  
    
      
    
    
      create_handler(opts \\ [])



        
          
        

    

  


  

      

          @spec create_handler(keyword()) :: (term() -> any())


      


Create a callback function for handling specific message types.

  



  
    
      
    
    
      decode_and_handle_control(arg)



        
          
        

    

  


  

      

          @spec decode_and_handle_control(tuple()) ::
  {:ok, {:data, {atom(), binary()}}}
  | {:ok, :control_frame_handled}
  | {:error, {:protocol_error, term()}}


      


Decode a WebSocket frame and handle control frames automatically.
Returns decoded data frames without invoking any handler callback.
Used by the Client GenServer which has its own routing layer (route_data_frame)
for JSON parsing, subscription routing, and heartbeat handling.

  



  
    
      
    
    
      default_handler(message)



        
          
        

    

  


  

      

          @spec default_handler(term()) :: :ok


      


Default message handler that accepts a message and discards it, returning :ok.
This is the fallback handler everywhere a handler is not supplied — except
ZenWebsocket.Client.connect/2, which installs a parent-forwarding handler via
ZenWebsocket.Client.CallFacade.with_default_handler/2. Any other path that falls
back to this function silently drops every inbound message, so supply your own
handler when you need to observe traffic.

  



  
    
      
    
    
      handle_control_frame(arg1, conn_pid, stream_ref)



        
          
        

    

  


  

      

          @spec handle_control_frame(term(), pid(), reference()) :: :handled | :not_control


      


Handle WebSocket control frames automatically.
Returns :handled for control frames, :not_control for data frames.

  



    

  
    
      
    
    
      handle_message(message, handler_fun \\ &default_handler/1)



        
          
        

    

  


  

      

          @spec handle_message(tuple(), (term() -> any())) ::
  {:ok, term()} | {:error, {:protocol_error, term()}}


      


Handle incoming Gun messages and WebSocket frames.
Routes messages to appropriate handler function.

  


        

      


  

    
ZenWebsocket.PoolRouter 
    



      
Health-based connection routing for WebSocket client pools.
Provides connection selection based on health scoring that considers:
	Pending request count (queue depth)
	Response latency (p99)
	Recent error count (with 60s decay)

Health Score Formula (0-100)
score = 100 - pending_penalty - latency_penalty - error_penalty
Where:
	pending_penalty = min(pending_requests × 10, 40) — 0-40 pts
	latency_penalty = min(p99_ms ÷ 25, 30) — 0-30 pts
	error_penalty = min(error_count × 15, 20) — 0-20 pts

ETS Storage
Uses :zen_websocket_pool ETS table for:
	Round-robin index for fallback selection
	Per-connection error tracking with 60-second decay

The table is created by a dedicated, lazily spawned owner process. It lives
for the lifetime of the BEAM and therefore survives the process that first
invokes the router.
Performance Notes
Round-robin selection among equally-healthy connections is O(n) where n is
the number of connections with the same health score. For typical pools
(under 100 connections), this is negligible. If you need larger pools,
consider partitioning into multiple smaller pools.
Configuration
The error decay period can be configured at compile time:
config :zen_websocket, :error_decay_ms, 120_000  # 2 minutes
Default is 60 seconds (60,000 ms).
API Functions
	Function	Arity	Description	Param Kinds
	pool_health	1	Get health information for all connections in the pool.	pids: value
	clear_errors	1	Clear the error count for a connection.	pid: value
	record_error	1	Record an error for a connection (decays after the error window, 60s by default).	pid: value
	calculate_health	1	Calculate health score (0-100) for a connection.	pid: value
	select_connection	1	Select the healthiest connection from a pool.	pids: value


      


      
        Summary


  
    Types
  


    
      
        health_score()

      


    





  
    Functions
  


    
      
        calculate_health(pid)

      


        Calculates health score (0-100) for a connection.



    


    
      
        clear_errors(pid)

      


        Clears the error count for a connection.



    


    
      
        pool_health(pids)

      


        Returns health information for all connections in the pool.



    


    
      
        record_error(pid)

      


        Records an error for a connection, incrementing the error count.



    


    
      
        select_connection(pids)

      


        Selects the healthiest connection from a list of client PIDs.



    





      


      
        Types


        


  
    
      
    
    
      health_score()



        
          
        

    

  


  

      

          @type health_score() :: 0..100


      



  


        

      

      
        Functions


        


  
    
      
    
    
      calculate_health(pid)



        
          
        

    

  


  

      

          @spec calculate_health(pid()) :: health_score()


      


Calculates health score (0-100) for a connection.
Gathers metrics from the client and applies the scoring formula.
Returns 100 if metrics cannot be retrieved. That optimistic default is
acceptable for pool routing: unhealthy connections still self-report
via errors.

  



  
    
      
    
    
      clear_errors(pid)



        
          
        

    

  


  

      

          @spec clear_errors(pid()) :: :ok


      


Clears the error count for a connection.

  



  
    
      
    
    
      pool_health(pids)



        
          
        

    

  


  

      

          @spec pool_health([pid()]) :: [%{pid: pid(), health: health_score()}]


      


Returns health information for all connections in the pool.

  



  
    
      
    
    
      record_error(pid)



        
          
        

    

  


  

      

          @spec record_error(pid()) :: :ok


      


Records an error for a connection, incrementing the error count.
Error counts decay after the configured error window (:error_decay_ms,
60 seconds by default) with no new errors.

  



  
    
      
    
    
      select_connection(pids)



        
          
        

    

  


  

      

          @spec select_connection([pid()]) :: {:ok, pid()} | {:error, :no_connections}


      


Selects the healthiest connection from a list of client PIDs.
Returns the connection with the highest health score, or falls back
to round-robin selection when health scores are equal.
Examples
PoolRouter.select_connection([pid1, pid2, pid3])
#=> {:ok, pid2}

PoolRouter.select_connection([])
#=> {:error, :no_connections}

  


        

      


  

    
ZenWebsocket.RateLimiter 
    



      
Token bucket rate limiter for WebSocket API calls.
Prevents rate limit violations with configurable cost functions
supporting credit-based (Deribit), weight-based (Binance), and
simple rate limit (Coinbase) patterns through single algorithm.
Timer Ownership
The rate limiter schedules periodic refill timers using Process.send_after/3.
These timers are sent to the process that calls init/1. The calling process
must handle {:refill, name} messages by calling refill/1:
def handle_info({:refill, name}, state) do
  ZenWebsocket.RateLimiter.refill(name)
  {:noreply, state}
end
Memory Characteristics
Each rate limiter creates one named ETS table containing:
	Configuration map (~200 bytes)
	Token counter (8 bytes)

Cleanup: Call shutdown/1 when done to delete the ETS table.
Tables are NOT automatically cleaned up on process termination.
API Functions
	Function	Arity	Description	Param Kinds
	simple_cost	1	Fixed cost function returning 1 for every request.	request: value
	binance_cost	1	Calculate token cost for a Binance API request using weight-based pricing.	request: value
	deribit_cost	1	Calculate token cost for a Deribit API request using credit-based pricing.	request: value
	shutdown	1	Clean up rate limiter resources by deleting the ETS table.	name: value
	status	1	Get current rate limiter status.	name: value
	refill	1	Refill tokens at the configured rate.	name: value
	consume	2	Attempt to consume tokens for a request.	name: value, request: value
	init	2	Initialize a token bucket rate limiter with ETS storage.	name: value, config: value
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        config()

      


    


    
      
        pressure_level()

      


    





  
    Functions
  


    
      
        binance_cost(map)

      


        Binance weight-based cost function.



    


    
      
        consume(name, request)

      


        Attempts to consume tokens for a request.



    


    
      
        deribit_cost(map)

      


        Deribit credit-based cost function.



    


    
      
        init(name, config)

      


        Initializes rate limiter with configuration.



    


    
      
        refill(name)

      


        Refills tokens at configured rate.



    


    
      
        shutdown(name)

      


        Cleans up rate limiter resources.



    


    
      
        simple_cost(request)

      


        Simple cost function for fixed-rate exchanges.



    


    
      
        status(name)

      


        Returns the current token count. Queue-related fields remain at their neutral
values for response compatibility; this limiter does not retain requests.
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      config()



        
          
        

    

  


  

      

          @type config() :: %{
  tokens: pos_integer(),
  refill_rate: pos_integer(),
  refill_interval: pos_integer(),
  request_cost: (term() -> pos_integer())
}


      



  



  
    
      
    
    
      pressure_level()



        
          
        

    

  


  

      

          @type pressure_level() :: :none | :low | :medium | :high


      



  


        

      

      
        Functions


        


  
    
      
    
    
      binance_cost(map)



        
          
        

    

  


  

      

          @spec binance_cost(map()) :: pos_integer()


      


Binance weight-based cost function.

  



  
    
      
    
    
      consume(name, request)



        
          
        

    

  


  

      

          @spec consume(atom(), term()) :: :ok | {:error, :rate_limited}


      


Attempts to consume tokens for a request.
Returns :ok if tokens are available. Rate-limited requests remain the
caller's responsibility and are not retained by the limiter.

  



  
    
      
    
    
      deribit_cost(map)



        
          
        

    

  


  

      

          @spec deribit_cost(map()) :: pos_integer()


      


Deribit credit-based cost function.

  



  
    
      
    
    
      init(name, config)



        
          
        

    

  


  

      

          @spec init(atom(), config()) :: {:ok, atom()} | {:error, term()}


      


Initializes rate limiter with configuration.
Creates ETS table for state storage and schedules refill timer.

  



  
    
      
    
    
      refill(name)



        
          
        

    

  


  

      

          @spec refill(atom()) :: :ok


      


Refills tokens at configured rate.
Called by timer process at refill intervals.

  



  
    
      
    
    
      shutdown(name)



        
          
        

    

  


  

      

          @spec shutdown(atom()) :: :ok


      


Cleans up rate limiter resources.
Deletes the ETS table. Should be called when the rate limiter is no longer needed.

  



  
    
      
    
    
      simple_cost(request)



        
          
        

    

  


  

      

          @spec simple_cost(term()) :: pos_integer()


      


Simple cost function for fixed-rate exchanges.

  



  
    
      
    
    
      status(name)



        
          
        

    

  


  

      

          @spec status(atom()) ::
  {:ok,
   %{
     tokens: non_neg_integer(),
     queue_size: non_neg_integer(),
     pressure_level: pressure_level(),
     suggested_delay_ms: non_neg_integer()
   }}


      


Returns the current token count. Queue-related fields remain at their neutral
values for response compatibility; this limiter does not retain requests.

  


        

      


  

    
ZenWebsocket.Reconnection 
    



      
Internal reconnection helper for Client GenServer.
This module provides reconnection logic that runs within the Client GenServer
process to maintain Gun message ownership. It handles:
	Connection establishment with retry logic
	Exponential backoff calculations
	Subscription restoration after reconnection

Architecture
This module is called by the Client GenServer during its handle_continue
and handle_info callbacks. All functions run in the Client GenServer process
to ensure the new Gun connection sends messages to the correct process.
Not for External Use
This module is internal to ZenWebsocket. External code should use
ZenWebsocket.Client.connect/2 which handles initial connection attempts
and automatic reconnection. It is not listed in ZenWebsocket.describe/0;
the functions here run inside the Client GenServer to keep Gun message
ownership.
API Functions
	Function	Arity	Description	Param Kinds
	max_retries_exceeded?	2	Check if the retry attempt count has exceeded the maximum.	attempt: value, max_retries: value
	should_reconnect?	1	Check whether an error should trigger reconnection.	error: value
	calculate_backoff	3	Calculate exponential backoff delay for a reconnection attempt.	attempt: value, base_delay: value, max_backoff: value
	build_gun_opts	1	Build Gun connection options for a URI scheme.	uri: value
	establish_connection	1	Establish a Gun WebSocket connection from the given config.	config: value


      


      
        Summary


  
    Functions
  


    
      
        build_gun_opts(uri)

      


        Build Gun connection options for the given URI.



    


    
      
        calculate_backoff(attempt, base_delay, max_backoff \\ 30000)

      


        Calculate exponential backoff delay for reconnection attempts.



    


    
      
        establish_connection(config)

      


        Attempt to establish a Gun connection with the given configuration.



    


    
      
        max_retries_exceeded?(attempt, max_retries)

      


        Check if maximum retry attempts have been exceeded.



    


    
      
        should_reconnect?(error)

      


        Determine if a connection error should trigger reconnection.



    





      


      
        Functions


        


  
    
      
    
    
      build_gun_opts(uri)



        
          
        

    

  


  

      

          @spec build_gun_opts(URI.t()) :: map()


      


Build Gun connection options for the given URI.
For WSS connections, configures TLS ALPN to force HTTP/1.1 negotiation.
Without this, Cloudflare-fronted servers negotiate HTTP/2 via ALPN,
which strips Connection: Upgrade headers and breaks WebSocket upgrades.

  



    

  
    
      
    
    
      calculate_backoff(attempt, base_delay, max_backoff \\ 30000)



        
          
        

    

  


  

      

          @spec calculate_backoff(
  attempt :: non_neg_integer(),
  base_delay :: pos_integer(),
  max_backoff :: pos_integer() | nil
) :: pos_integer()


      


Calculate exponential backoff delay for reconnection attempts.
The delay is base_delay * 2 ** attempt, capped at max_backoff.
Examples
iex> ZenWebsocket.Reconnection.calculate_backoff(0, 1000)
1000

iex> ZenWebsocket.Reconnection.calculate_backoff(1, 1000)
2000

Capped at max_backoff:

iex> ZenWebsocket.Reconnection.calculate_backoff(5, 1000, 30000)
30000

  



  
    
      
    
    
      establish_connection(config)



        
          
        

    

  


  

      

          @spec establish_connection(ZenWebsocket.Config.t()) ::
  {:ok, gun_pid :: pid(), stream_ref :: reference(), monitor_ref :: reference()}
  | {:error, term()}


      


Attempt to establish a Gun connection with the given configuration.
This function must be called from within the Client GenServer process
to ensure Gun sends messages to the correct process.

  



  
    
      
    
    
      max_retries_exceeded?(attempt, max_retries)



        
          
        

    

  


  

      

          @spec max_retries_exceeded?(
  attempt :: non_neg_integer(),
  max_retries :: non_neg_integer()
) :: boolean()


      


Check if maximum retry attempts have been exceeded.

  



  
    
      
    
    
      should_reconnect?(error)



        
          
        

    

  


  

      

          @spec should_reconnect?(error :: term()) :: boolean()


      


Determine if a connection error should trigger reconnection.
Returns true for recoverable errors like network issues, false for
unrecoverable errors like invalid credentials.

  


        

      


  

    
ZenWebsocket.Recorder 
    



      
Pure functions for WebSocket session recording and replay.
Records WebSocket frames to JSONL format (one JSON object per line) for
debugging, testing, and analysis. Each entry includes timestamp, direction,
frame type, and data.
JSONL Format
Each line is a JSON object carrying ts (ISO 8601, precision as supplied by the
caller's DateTime), dir, type, and data. Binary frames base64-encode data
and add "binary":true; close frames carry a nested JSON object as data.
{"data":"hello","type":"text","dir":"out","ts":"2026-01-20T15:30:45.123456Z"}
{"binary":true,"data":"AQID","type":"binary","dir":"in","ts":"2026-01-20T15:30:45Z"}
{"data":"{\"code\":1000,\"reason\":\"bye\"}","type":"close","dir":"in","ts":"2026-01-20T15:30:46Z"}
Usage
# Format an entry for recording
line = Recorder.format_entry(:out, {:text, "hello"}, DateTime.utc_now())

# Parse an entry from a recording
{:ok, entry} = Recorder.parse_entry(line)

# Replay a recording
Recorder.replay("/tmp/session.jsonl", fn entry ->
  # Process each entry (e.g., send to handler, accumulate stats)
  handle_entry(entry)
end)

# Get metadata about a recording
{:ok, meta} = Recorder.metadata("/tmp/session.jsonl")
# => %{count: 150, duration_ms: 5234, first_ts: ~U[...], last_ts: ~U[...]}
API Functions
	Function	Arity	Description	Param Kinds
	metadata	1	Get metadata about a recorded session.	path: value
	replay	3	Replay a recorded session, calling handler for each entry.	path: value, handler_fn: value, opts: value
	parse_entry	1	Parse a JSONL line back into an entry map.	line: exchange_data
	format_entry	3	Format a WebSocket frame as a JSONL line for recording.	direction: value, frame: value, timestamp: value
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        frame()

      


    





  
    Functions
  


    
      
        format_entry(direction, frame, timestamp \\ DateTime.utc_now())

      


        Formats a WebSocket frame as a JSONL line for recording.



    


    
      
        metadata(path)

      


        Gets metadata about a recorded session.



    


    
      
        parse_entry(line)

      


        Parses a JSONL line back into an entry map.



    


    
      
        replay(path, handler_fn, opts \\ [])

      


        Replays a recorded session by streaming the file and calling the handler for each entry.
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      direction()



        
          
        

    

  


  

      

          @type direction() :: :in | :out


      



  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  ts: DateTime.t(),
  dir: direction(),
  type: :text | :binary | :close,
  data: binary(),
  binary: boolean()
}


      



  



  
    
      
    
    
      frame()



        
          
        

    

  


  

      

          @type frame() ::
  {:text, binary()} | {:binary, binary()} | {:close, integer(), binary()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      format_entry(direction, frame, timestamp \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec format_entry(direction(), frame(), DateTime.t()) :: binary()


      


Formats a WebSocket frame as a JSONL line for recording.
Parameters
	direction - :in for received frames, :out for sent frames
	frame - The WebSocket frame tuple {:text, data}, {:binary, data}, or {:close, code, reason}
	timestamp - The timestamp for this entry (default: current UTC time)

Examples
iex> Recorder.format_entry(:out, {:text, "hello"}, ~U[2026-01-20 15:30:45.123456Z])
...> |> Jason.decode!()
%{"data" => "hello", "type" => "text", "dir" => "out", "ts" => "2026-01-20T15:30:45.123456Z"}

iex> Recorder.format_entry(:in, {:binary, <<1, 2, 3>>}, ~U[2026-01-20 15:30:45Z])
...> |> Jason.decode!()
%{"binary" => true, "data" => "AQID", "type" => "binary", "dir" => "in", "ts" => "2026-01-20T15:30:45Z"}

  



  
    
      
    
    
      metadata(path)



        
          
        

    

  


  

      

          @spec metadata(binary()) :: {:ok, map()} | {:error, term()}


      


Gets metadata about a recorded session.
Returns information about the recording including entry count, duration,
and timestamp range.
Examples
{:ok, meta} = Recorder.metadata("/tmp/session.jsonl")
# => %{
#      count: 150,
#      duration_ms: 5234,
#      first_ts: ~U[2026-01-20 15:30:45.123456Z],
#      last_ts: ~U[2026-01-20 15:30:50.357456Z],
#      inbound: 100,
#      outbound: 50
#    }

  



  
    
      
    
    
      parse_entry(line)



        
          
        

    

  


  

      

          @spec parse_entry(binary()) :: {:ok, entry()} | {:error, term()}


      


Parses a JSONL line back into an entry map.
Examples
iex> {:ok, entry} = Recorder.parse_entry(~s({"ts":"2026-01-20T15:30:45.123456Z","dir":"out","type":"text","data":"hello"}))
iex> entry.dir
:out
iex> entry.data
"hello"

  



    

  
    
      
    
    
      replay(path, handler_fn, opts \\ [])



        
          
        

    

  


  

      

          @spec replay(binary(), (entry() -> any()), keyword()) :: :ok | {:error, term()}


      


Replays a recorded session by streaming the file and calling the handler for each entry.
Options
	:realtime - If true, delays between entries match the original timing (default: false)

Examples
# Fast replay
Recorder.replay("/tmp/session.jsonl", fn entry ->
  IO.puts("#{entry.dir}: #{entry.type}")
end)

# Realtime replay
Recorder.replay("/tmp/session.jsonl", &IO.inspect/1, realtime: true)

  


        

      


  

    
ZenWebsocket.RecorderServer 
    



      
Async GenServer for recording WebSocket sessions to JSONL files.
Provides non-blocking recording with buffered I/O to minimize performance
impact on the WebSocket client. Records are batched and flushed periodically
or when the buffer reaches a threshold.
Usage
This module is typically used internally by ZenWebsocket.Client when the
record_to config option is set. You can also use it directly:
{:ok, recorder} = RecorderServer.start_link("/tmp/session.jsonl")
RecorderServer.record(recorder, :out, {:text, "hello"})
RecorderServer.record(recorder, :in, {:text, "world"})
RecorderServer.flush(recorder)
stats = RecorderServer.stats(recorder)
RecorderServer.stop(recorder)
API Functions
	Function	Arity	Description	Param Kinds
	stats	1	Return recording statistics.	server: value
	stop	1	Stop the recorder, flush remaining buffer, and close the file.	server: value
	flush	1	Force an immediate flush of the buffer to disk.	server: value
	record	3	Record a WebSocket frame asynchronously.	server: value, direction: value, frame: value
	start_link	1	Start a recorder server writing to a JSONL file.	path: value
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    Types
  


    
      
        stats()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        flush(server)

      


        Forces an immediate flush of the buffer to disk.



    


    
      
        record(server, direction, frame)

      


        Records a WebSocket frame asynchronously.



    


    
      
        start_link(path)

      


        Starts a RecorderServer linked to the current process.



    


    
      
        stats(server)

      


        Returns recording statistics.



    


    
      
        stop(server)

      


        Stops the recorder, flushing any remaining buffer and closing the file.
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      stats()



        
          
        

    

  


  

      

          @type stats() :: %{entries: non_neg_integer(), bytes: non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      flush(server)



        
          
        

    

  


  

      

          @spec flush(pid()) :: :ok


      


Forces an immediate flush of the buffer to disk.
This is a synchronous operation that blocks until all buffered
records have been written.

  



  
    
      
    
    
      record(server, direction, frame)



        
          
        

    

  


  

      

          @spec record(pid(), ZenWebsocket.Recorder.direction(), ZenWebsocket.Recorder.frame()) ::
  :ok


      


Records a WebSocket frame asynchronously.
This is a non-blocking operation - it sends a message to the GenServer
and returns immediately. The frame will be buffered and written to disk
during the next flush.
Parameters
	server - The RecorderServer pid
	direction - :in for received frames, :out for sent frames
	frame - The WebSocket frame {:text, data}, {:binary, data}, or {:close, code, reason}


  



  
    
      
    
    
      start_link(path)



        
          
        

    

  


  

      

          @spec start_link(String.t()) :: {:ok, pid()} | {:error, term()}


      


Starts a RecorderServer linked to the current process.
Opens the file at path for writing. Returns {:error, reason} if
the file cannot be opened.

  



  
    
      
    
    
      stats(server)



        
          
        

    

  


  

      

          @spec stats(pid()) :: stats()


      


Returns recording statistics.
Returns
A map with:
	:entries - Total number of entries recorded
	:bytes - Total bytes written to disk


  



  
    
      
    
    
      stop(server)



        
          
        

    

  


  

      

          @spec stop(pid()) :: :ok


      


Stops the recorder, flushing any remaining buffer and closing the file.

  


        

      


  

    
ZenWebsocket.RequestCorrelator 
    



      
Manages request/response correlation for JSON-RPC WebSocket connections.
Pure functional module - state ownership stays with Client GenServer.
Tracks pending requests with timeouts and matches responses by ID.
Internal to ZenWebsocket: not listed in ZenWebsocket.describe/0. Consumers
get correlation from Client.send_message/2 when the payload carries an id.
Telemetry Events
The following telemetry events are emitted:
	[:zen_websocket, :request_correlator, :track] - Emitted when a request is tracked.
	Measurements: %{count: 1}
	Metadata: %{id: id, timeout_ms: timeout}


	[:zen_websocket, :request_correlator, :resolve] - Emitted when a response is matched.
	Measurements: %{count: 1, round_trip_ms: milliseconds}
	Metadata: %{id: id}


	[:zen_websocket, :request_correlator, :timeout] - Emitted when a request times out.
	Measurements: %{count: 1}
	Metadata: %{id: id}


	[:zen_websocket, :request_correlator, :fail_all] - Emitted for each pending request
failed via fail_all/2 (e.g., on connection loss).
	Measurements: %{count: 1}
	Metadata: %{id: id, reason: reason}



API Functions
	Function	Arity	Description	Param Kinds
	pending_count	1	Return the count of pending requests.	state: exchange_data
	fail_all	2	Fail every pending request with the given reason.	state: exchange_data, reason: value
	timeout	2	Handle a timeout for a pending request.	state: exchange_data, id: value
	resolve	2	Resolve a pending request by ID, returning the caller info.	state: exchange_data, id: value
	track	4	Track a pending request with a timeout timer.	state: exchange_data, id: value, from: value, timeout_ms: value
	extract_id	1	Extract the request ID from a JSON message.	message: exchange_data


      


      
        Summary


  
    Types
  


    
      
        state()

      


        Client state map containing pending_requests field (subset of Client.state)



    





  
    Functions
  


    
      
        extract_id(message)

      


        Extracts the request ID from a JSON message.



    


    
      
        fail_all(state, reason)

      


        Fails every pending request with {:error, reason} and cancels their timeout timers.



    


    
      
        pending_count(state)

      


        Returns the count of pending requests.



    


    
      
        resolve(state, id)

      


        Resolves a pending request by ID, returning the caller info.



    


    
      
        timeout(state, id)

      


        Handles a timeout for a pending request.



    


    
      
        track(state, id, from, timeout_ms)

      


        Tracks a pending request with a timeout timer.
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      state()



        
          
        

    

  


  

      

          @type state() :: %{
  :pending_requests => %{
    optional(term()) => {GenServer.from(), reference(), integer()}
  },
  optional(atom()) => term()
}


      


Client state map containing pending_requests field (subset of Client.state)

  


        

      

      
        Functions


        


  
    
      
    
    
      extract_id(message)



        
          
        

    

  


  

      

          @spec extract_id(binary()) :: {:ok, term()} | :no_id


      


Extracts the request ID from a JSON message.
Returns {:ok, id} if the message contains a non-nil ID field,
or :no_id if no ID is present, the message is not valid JSON,
or the ID is nil.

  



  
    
      
    
    
      fail_all(state, reason)



        
          
        

    

  


  

      

          @spec fail_all(state(), term()) :: state()


      


Fails every pending request with {:error, reason} and cancels their timeout timers.
Used when the connection drops and in-flight correlated responses can no longer
arrive. Callers blocked on GenServer.call receive the reply immediately
instead of waiting for their per-call timeout.

  



  
    
      
    
    
      pending_count(state)



        
          
        

    

  


  

      

          @spec pending_count(state()) :: non_neg_integer()


      


Returns the count of pending requests.

  



  
    
      
    
    
      resolve(state, id)



        
          
        

    

  


  

      

          @spec resolve(state(), term()) ::
  {{GenServer.from(), reference(), integer()} | nil, state()}


      


Resolves a pending request by ID, returning the caller info.
Cancels the timeout timer and removes the request from pending.
Returns {entry, new_state} where entry is {from, timeout_ref, start_time} or nil.

  



  
    
      
    
    
      timeout(state, id)



        
          
        

    

  


  

      

          @spec timeout(state(), term()) ::
  {{GenServer.from(), reference(), integer()} | nil, state()}


      


Handles a timeout for a pending request.
Removes the request from pending and returns the caller info.
Returns {entry, new_state} where entry is {from, timeout_ref, start_time} or nil.

  



  
    
      
    
    
      track(state, id, from, timeout_ms)



        
          
        

    

  


  

      

          @spec track(state(), term(), GenServer.from(), pos_integer()) ::
  {:ok, state()} | {:error, :duplicate_id, state()}


      


Tracks a pending request with a timeout timer.
Creates a timer that will send {:timeout, timeout_ref, {:correlation_timeout, id}}
to self() after the specified timeout. Must be called from within a
GenServer context.
Returns {:ok, new_state} on success. If id already has a pending entry,
returns {:error, :duplicate_id, state} with state unchanged — the
existing caller's from and timeout timer are preserved. No timer is
started and no :track telemetry is emitted on the duplicate path.

  


        

      


  

    
ZenWebsocket.SafeCallback 
    



      
Invokes user-provided lifecycle callbacks without letting them crash the caller.

      


      
        Summary


  
    Functions
  


    
      
        invoke(fun, pid)

      


        Calls fun.(pid) when fun is a 1-arity function.



    





      


      
        Functions


        


  
    
      
    
    
      invoke(fun, pid)



        
          
        

    

  


  

      

          @spec invoke((pid() -> any()) | nil, pid()) :: :ok


      


Calls fun.(pid) when fun is a 1-arity function.
Returns :ok when fun is nil, and also when the callback raises, throws, or exits.

  


        

      


  

    
ZenWebsocket.SubscriptionManager 
    



      
Tracks Deribit-dialect JSON-RPC subscriptions for reconnect restoration.
Only public/subscribe and public/unsubscribe with params.channels are
auto-tracked (plus their id-keyed confirmations and rejections). Other
venues' subscribe shapes are ignored and are not automatically restored;
build_restore_message/1 always emits Deribit's payload.
Client.subscribe/2 sends no JSON-RPC id, so channels are recorded at send
time. A server-side rejection leaves them in the restore set. Id-carrying
requests wait for a result or error.
Pure functional module — state ownership stays with Client GenServer.
Internal to ZenWebsocket: not listed in ZenWebsocket.describe/0. Consumers
use Client.subscribe/2 (and id-carrying public/subscribe via
Client.send_message/2); this module only mutates Client-owned state.
Telemetry Events
The following telemetry events are emitted:
	[:zen_websocket, :subscription_manager, :add] - Emitted when a channel is added.
	Measurements: %{count: 1}
	Metadata: %{channel: channel}


	[:zen_websocket, :subscription_manager, :remove] - Emitted when a channel is removed.
	Measurements: %{count: 1}
	Metadata: %{channel: channel}


	[:zen_websocket, :subscription_manager, :restore] - Emitted when subscriptions are restored.
	Measurements: %{channel_count: integer()}
	Metadata: %{channels: [String.t()]}



API Functions
	Function	Arity	Description	Param Kinds
	handle_message	2	Track Deribit public/subscribe and public/unsubscribe requests and confirmations.	msg: exchange_data, state: exchange_data
	build_restore_message	1	Build a restore message for reconnection.	state: exchange_data
	list	1	List all currently tracked subscriptions.	state: exchange_data
	remove	2	Remove a channel from the tracked subscription set.	state: exchange_data, channel: value
	add	2	Add a channel to the tracked subscription set.	state: exchange_data, channel: value


      


      
        Summary


  
    Types
  


    
      
        state()

      


        Client state map containing subscription fields (subset of Client.state)



    





  
    Functions
  


    
      
        add(state, channel)

      


        Adds a channel to the tracked subscription set.



    


    
      
        build_restore_message(state)

      


        Builds a restore message for reconnection.



    


    
      
        handle_message(msg, state)

      


        Tracks Deribit public/subscribe and public/unsubscribe requests.



    


    
      
        list(state)

      


        Lists all currently tracked subscriptions.



    


    
      
        remove(state, channel)

      


        Removes a channel from the tracked subscription set.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  :subscriptions => MapSet.t(String.t()),
  :config => %{:restore_subscriptions => boolean(), optional(atom()) => term()},
  optional(atom()) => term()
}


      


Client state map containing subscription fields (subset of Client.state)

  


        

      

      
        Functions


        


  
    
      
    
    
      add(state, channel)



        
          
        

    

  


  

      

          @spec add(state(), String.t()) :: state()


      


Adds a channel to the tracked subscription set.
Used after a subscribe operation is confirmed or when it has no correlation ID.

  



  
    
      
    
    
      build_restore_message(state)



        
          
        

    

  


  

      

          @spec build_restore_message(state()) :: binary() | nil


      


Builds a restore message for reconnection.
Returns nil if:
	No subscriptions to restore
	restore_subscriptions config is false

Returns JSON-encoded subscribe message otherwise.

  



  
    
      
    
    
      handle_message(msg, state)



        
          
        

    

  


  

      

          @spec handle_message(map(), state()) :: state()


      


Tracks Deribit public/subscribe and public/unsubscribe requests.
Requests with no id (including Client.subscribe/2) apply immediately.
Id-carrying requests wait for a result or error. Data ticks and non-Deribit
subscribe shapes are ignored.

  



  
    
      
    
    
      list(state)



        
          
        

    

  


  

      

          @spec list(state()) :: [String.t()]


      


Lists all currently tracked subscriptions.

  



  
    
      
    
    
      remove(state, channel)



        
          
        

    

  


  

      

          @spec remove(state(), String.t()) :: state()


      


Removes a channel from the tracked subscription set.
Used after an unsubscribe operation is confirmed or when it has no correlation ID.

  


        

      


  

    
ZenWebsocket.Testing 
    



      
Test helpers for consumers testing ZenWebsocket integrations.
This module provides utilities to create mock WebSocket servers, simulate
disconnections, inject messages, and assert on client behavior during tests.
Usage
defmodule MyApp.WebSocketTest do
  use ExUnit.Case
  alias ZenWebsocket.Testing

  setup do
    {:ok, server} = Testing.start_mock_server()
    on_exit(fn -> Testing.stop_server(server) end)
    {:ok, server: server}
  end

  test "handles messages", %{server: server} do
    {:ok, _client} = ZenWebsocket.Client.connect(server.url)

    # Inject a message from server to client
    Testing.inject_message(server, ~s({"type": "hello"}))

    # Verify client sent expected message
    assert Testing.assert_message_sent(server, ~s({"type": "ping"}), 1000)
  end

  test "handles disconnection", %{server: server} do
    # Auto-reconnect is on by default; disable it so the close is terminal
    {:ok, client} = ZenWebsocket.Client.connect(server.url, reconnect_on_error: false)
    ref = Process.monitor(client.server_pid)

    # Simulate server disconnect
    Testing.simulate_disconnect(server, :going_away)

    # The client GenServer stops; wait for its DOWN message rather than
    # reading get_state/1, which races the disconnect
    assert_receive {:DOWN, ^ref, :process, _pid, _reason}, 1_000
  end
end
Functions
	start_mock_server/1 - Start a mock WebSocket server
	stop_server/1 - Stop a mock server and clean up resources
	simulate_disconnect/2 - Trigger a disconnect scenario
	inject_message/2 - Send a message from server to connected clients
	assert_message_sent/3 - Verify client sent an expected message

API Functions
	Function	Arity	Description	Param Kinds
	assert_message_sent	3	Assert that a client sent an expected message to the server.	server: value, expected: value, timeout_ms: value
	inject_message	2	Inject a message from the server to all connected clients.	server: value, message: value
	simulate_disconnect	2	Simulate a WebSocket disconnect from the server side.	server: value, reason: value
	stop_server	1	Stop a mock server and clean up all resources.	server: value
	start_mock_server	1	Start a mock WebSocket server for testing.	opts: value
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        disconnect_reason()
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    Functions
  


    
      
        assert_message_sent(server, expected, timeout_ms)

      


        Asserts that a client sent an expected message to the server.



    


    
      
        inject_message(server, message)

      


        Injects a message from the server to all connected clients.



    


    
      
        simulate_disconnect(server, reason)

      


        Simulates a WebSocket disconnect from the server side.



    


    
      
        start_mock_server(opts \\ [])

      


        Starts a mock WebSocket server for testing.



    


    
      
        stop_server(server)

      


        Stops a mock server and cleans up all resources.
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      disconnect_reason()



        
          
        

    

  


  

      

          @type disconnect_reason() :: :normal | :going_away | {:code, pos_integer()}


      



  



  
    
      
    
    
      server()



        
          
        

    

  


  

      

          @type server() :: %{
  pid: pid(),
  port: pos_integer(),
  url: String.t(),
  message_agent: pid()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      assert_message_sent(server, expected, timeout_ms)



        
          
        

    

  


  

      

          @spec assert_message_sent(server(), term(), pos_integer()) :: boolean()


      


Asserts that a client sent an expected message to the server.
This function polls the captured messages and checks if any match the expected
pattern within the given timeout.
Pattern Matching
The expected parameter can be:
	A string for exact match
	A regex for pattern match
	A map for partial JSON match (decoded message must contain all keys/values)
	A function that returns true/false

Examples
# Exact string match
assert Testing.assert_message_sent(server, ~s({"type": "ping"}), 1000)

# Regex match
assert Testing.assert_message_sent(server, ~r/"type": *"ping"/, 1000)

# Partial map match (message must contain these keys)
assert Testing.assert_message_sent(server, %{"type" => "ping"}, 1000)

# Custom function
assert Testing.assert_message_sent(server, fn msg ->
  case Jason.decode(msg) do
    {:ok, %{"type" => "ping"}} -> true
    _ -> false
  end
end, 1000)

  



  
    
      
    
    
      inject_message(server, message)



        
          
        

    

  


  

      

          @spec inject_message(server(), binary()) :: :ok


      


Injects a message from the server to all connected clients.
The message is sent as a text frame to all currently connected WebSocket clients.
Examples
# Send JSON message
Testing.inject_message(server, ~s({"type": "notification", "data": "hello"}))

# Send plain text
Testing.inject_message(server, "ping")

  



  
    
      
    
    
      simulate_disconnect(server, reason)



        
          
        

    

  


  

      

          @spec simulate_disconnect(server(), disconnect_reason()) :: :ok


      


Simulates a WebSocket disconnect from the server side.
This is useful for testing client reconnection behavior and error handling.
Disconnect Reasons
	:normal - Clean close (code 1000)
	:going_away - Server shutting down (code 1001)
	{:code, n} - Custom close code

Examples
# Normal close
Testing.simulate_disconnect(server, :normal)

# Server going away
Testing.simulate_disconnect(server, :going_away)

# Custom close code
Testing.simulate_disconnect(server, {:code, 1008})

  



    

  
    
      
    
    
      start_mock_server(opts \\ [])



        
          
        

    

  


  

      

          @spec start_mock_server(keyword()) :: {:ok, server()} | {:error, term()}


      


Starts a mock WebSocket server for testing.
Options
	:port - Port to listen on (default: 0, which assigns a random available port)
	:protocol - :http or :tls (default: :http)
	:handler - Custom frame handler function (default: echo handler)

Returns
{:ok, server} where server is a map containing:
	:pid - Server process PID
	:port - Actual port the server is listening on
	:url - Full WebSocket URL for connecting
	:message_agent - Agent PID for message capture

Examples
{:ok, server} = Testing.start_mock_server()
{:ok, client} = ZenWebsocket.Client.connect(server.url)

# With custom port
{:ok, server} = Testing.start_mock_server(port: 9999)

# With TLS
{:ok, server} = Testing.start_mock_server(protocol: :tls)

  



  
    
      
    
    
      stop_server(server)



        
          
        

    

  


  

      

          @spec stop_server(server()) :: :ok


      


Stops a mock server and cleans up all resources.
This should be called in test teardown (e.g., on_exit callback).
Examples
setup do
  {:ok, server} = Testing.start_mock_server()
  on_exit(fn -> Testing.stop_server(server) end)
  {:ok, server: server}
end

  


        

      


  

    
mix zen_websocket.usage 
    



      
Mix task to export ZenWebsocket usage rules for AI agents and developers.
This task integrates with the usage_rules library to make ZenWebsocket's
usage patterns easily accessible in other projects.
Usage
mix zen_websocket.usage
Options
	--format - Output format: markdown (default) or json
	--output - Output file path (defaults to stdout)
	--sections - Comma-separated list of sections to include

Examples
# Output to stdout
mix zen_websocket.usage

# Save to file
mix zen_websocket.usage --output my_rules.md

# Export specific sections
mix zen_websocket.usage --sections "quick_start_pattern,common_patterns,error_handling"

# Export as JSON for programmatic use
mix zen_websocket.usage --format json --output rules.json

      




  

    
mix zen_websocket.validate_usage 
    



      
Validates that code follows ZenWebsocket usage rules.
This task helps ensure that your code correctly uses ZenWebsocket's
simplified API and follows best practices.
Usage
mix zen_websocket.validate_usage [files_or_paths]
Options
	--strict - Enable strict mode (fail on warnings)
	--fix - Retained for compatibility; no automatic rewrites are performed
	--format - Output format: human (default), json, or github

Examples
# Validate all Elixir files
mix zen_websocket.validate_usage

# Validate specific file
mix zen_websocket.validate_usage lib/my_websocket.ex

# Strict validation with GitHub Actions format
mix zen_websocket.validate_usage --strict --format github

# --fix is a no-op; it never rewrites files
mix zen_websocket.validate_usage --fix
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